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SIDECOPY THREAT ASSESSMENT

OVERVIEW

SideCopy is a Pakistan-linked APT group
active since 2019, targeting Indian
defense, government, and critical
sectors through cyber espionage.
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Executive Summary

SideCopy is a Pakistan-linked Advanced Persistent Threat (APT) group active since 2019, conducting
targeted cyber espionage campaigns primarily against Indian government, defense, and critical
infrastructure sectors. The group leverages spear-phishing, staged payload delivery, and remote
access trojans to maintain persistent access and exfiltrate sensitive data.



Tactics, Techniques, and Procedures (TTPSs)

e Spear-phishing emails with malicious MSI, HTA, and LNK attachments

o Use of open-source and customized RATs (XenoRAT, SparkRAT, CurlBack RAT)
e DLL side-loading and staged payload execution

e Scheduled task persistence mechanisms

« Encrypted command-and-control communications



Risk Assessment

o High risk to government and defense entities
o High risk to critical infrastructure sectors
« Moderate-to-high risk to academic and research institutions

« Moderate risk to private sector organizations with regional exposure
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