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SECTION I - SUPERSESSTON

This Annex supersedes Annex A to NSA Operat:.ons Order Number 302
dated 2 August 1954, which may be destroyed in a.ccorda.nce With existing
regulations.

'S

SECTION I - DEFINITION

For the purposes of this Annex, the . |Operational -
Air COMINT Entitv is defined as comprising, - ATT Y
tional Net", | ) (2) all air-to-ground unit nets { , and (3) all
grovnd-to~ground {light service nets D’. All tasks and respo%éibili-

ties set forth in this Annex apply only to the [™
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SECTION ITI - INTERCEPT CONTROL

1. The 6920th Security Wing has full intercept control responsi-
bility for the positions allocated to the| \
cept ilor ight service nets/and designated
ategory C positions in accordance with NSA Circular 51-10. The
positions allocated to cover the ground-to-ground flight serV1ce nets
are designated as Category J positions. ;

2. The 6920th Security Wing will forward, by bag, a monthly re-
capitulation of interccpt assigmments to NSA as soon as possible after
the end of each month. ;

3. NSA is responsible for changes in the' number of
o each category as outlined

L 86-36/50 USC 3605
- E033(h)(2)

1. The 6920th Security Wing is the source- for the production of
offticial TEXTA in accordance with procedures outlined in t
TEXTA handbook, for all elements of th R
J reierre D in Section II {except Tor the Central/
South China aresa, for which 1s the officlal TEXTA source) and is
responsible for the necessary timely dissemination of official TEXTA
originated by them. - .

SECTION IV - TEXTA

2. TEXIN developed at NSA, ’and subordinate units of the
6020th Security Wing is to be forwarded to the 6920th Security Wing.
The 6020th Security Wing is responsible for assimilation, or comment when
TEXIN details are not accepteable. .

3. For those oreas for which ”is the source for the prodﬂction
of oflicial TEXTA, the 6C20th SecufrTy Ving will forward TEXII! to
"or review end comment as necessary.

TTOP SECRET COINTROLIUNMBEt—55=0710-
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SECTION V - TRAFFIC ANALYTIC RESPONSIBILITIES

1. The 6320th Security Wing is responsible for full scale T/A
effort on a seven-day week basis for all elements of the

The responsibility for vy and short-term reporting. This effort sha.ll »
as a basic minimum, include integrated processing at one location oi‘ all
avaoilable materidls from all portions of this entity in order to a.ccomp-
lish necessary fusion. ;

2. NSA will conduct T/A as necessary fox technical control a.nd. tech-
nical support purposes and as a part of the NSA respons:.b:.lity for conduct
of long-term studies.

SECTION VI - CRYPTANALYTIC RESPONSIBILITIES

1. NSA is responsible for the determination of those cryptogrephic
systems to be processed by the 6920th Security Wing. Nonnally, NSA will
assign to the 6920th Security Wing those systems falling in ‘States of
Solution 3 through 5 (reference NSA Circular 52-17). ;

2. Under this State of Solution arrangement, the follovring systems
will be the responsibility of the 6920th Security Wing: /

- E03.3(h)(2)
(None at present) . PL86-36/50 USC 3605
3. When it has been determined that a sysﬁém has reached State of
Solution 3, responsibility for the system will normally be transferred

to the 6920th Security Wing. This transfer will be effected through tech-
nical channels. NSA will notify |o"i’ all such transfers.

k., 6920th Security Wing will notify NSA by message with epproprisate
precedence, of all changes in encipherment. When e new system appears,
or an existing system changes to State of Solution 2 or below (initially
determined by the 6920th Security Wing) and it cammot be solved within
72 hours, the 6020th Security Wing will immediately begin forwerding the
raw traffic to NSA by electrical means with woutine precedence. NSA
will advise the 6920th Security Wing when this electrical forwarding will
cease.
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5. If there should be any question ag to whether a system is in
State of SBolution 2 or below, the 6920th Security Wing will adhere to
the traffic forwarding procedure outlined in Parapgraph I until the
question 1g resolved.

6. Temporary UKUSA system short titles will be assigned end for=-
warded to NSA in accordance with MSA Circular 52-1.

7. The 6920th Security Wing is responsible for submitting Monthly
Cryptanalytic Status Reports (NSA Circular 52-17) recapitulating the
status of all systems which have been assigned to it. N35A will issue
status reports as necessary on systems in States of Solution O, 1 and 2.

8. In addition to the monthly cryptanalytic status report required
by NSA Circular 52-17, the 6720th Security Wing will prepare a scparate
C/A System Recap rceport at leasst once ecach calendar quarter on each oys-
tem for which it is responsible. These reports will contain a corplete
description of the entire system as follows:

a. Introduction

Narrative deseription of system's usc.

Summary

Narration of history of the system.

Details

Deseription of cryptopgraphic detalls of the system.

Amnd:lces

(1) Appendix A - Prasent o naster llsi of ewle recoveries
with validities.

(2) Arpendix B - Recap all ende und clilwer reesvoesies, in-
cludin~ keys, strijs, nhacting uninbis, onhstiinhinn
tablec, ete.

OP 50N T Uy T TR )—.1.1:';
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PL 86-36/50 USC 3605
EO 3.3(h)(2)

IISA OPERATIONS ORDMR ANNIZ 300-1, L6 April 1955

GECTION VIT - TRANGLATTON RESPON:TNILITIH:S

1. The t)020Lh Security Wing 16 reapousible for publiealion of
signl ficant translaliona. This responslbility ineludes_veview and re-
publicatlion, as nccencary, of all gigniricant, uniquc,“:l Lransliations
Falllng within Lhias COMTNT Fnlily. '

2. All btronslalions will be published by the (020Lh Sccurliy Wing
using the NOA Dulletin Fovmat.

3. N3A will review the translalions made by the 6020th Sceurlty
Wing Tor technienl conlrol and technlieal support purposcs.

SECTION VIII - RRPORTING RESPONGIBILITIRS

1. Technical Reports

a. The (6920Lh Security Wing is responsible for tlmely techni-
cal rcporting os neceesary including the preparction of the following:

(1) officinl TEXTA ond comments on TEXIN reccived ot the
6920Lh Sccurity Wing.

(2) Weckly Traffic Analysis Summary (Weekly TASUM). Sec
Appendix A.

(3) Monthly Recopitulation of Intercept Assipnments.

(4) Monthly Cryptanalytic Status Report.

(5) Cryptanalytic recoveries.

(6) ¢/A System Recap Reports.

(7) Such additionsl tcchnical reports as may be required

by NGA Circular (50-series) or which are derived from
the normal. analysig activity of the station.

E) -
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NSA OPERATIONS ORDER ANNEX 302-1 6 April 1955

b. Where the 6920th Security Wing requires seml-processed
material from its subordinate units, 'NSA, upon specific request, will
be provided with information copies of such material. The 6920th
Security Wing will inform NSA of the means employed to collect such
material.

c. NSA is responsible for technital reports which result from
long-term studies conducted at NSA and those studies involving fuslon
of teclnical material from this problem with material Crom other non-
decentralized problems. The 6920th Security Wing will be an addressee
on these reports.

d. In the event the 6020th Security Wing possesses th
bility for production of any long-term technigal studies o

e Informed in a.dva.nce oi‘

I—fﬂm ol purpose, scope etc. of the contemplated stu@y
"‘PL 86-36/50 USC 3605

2. End-Product Reports

E033( )(2)

a. The 6920th Security Wing is rcsponsible for producing the
following end-product reports on the |
Problem:

(1) Trenslations

R e O

(3) Monthly Multiplace and Fighter Activity Report. De-
«Alled instructions foyr preparing this report will be
forwarded through tcchnical channels.

(4) Spot rcports as necegsary.

(5) "Wrap-up" reports. These reports are to be similar
to the NGA 0/CC-A series, and will be distributed to
interesied consurers (sce Section XI) in hard copy
form; however, the more siymificant renorts are also
in b issucd in risted form and tronsmitted clec-
irienll; to interested consumers. The ist does not
replace the hard copy, which will be distributed.

COPY ur 12]  COPTES
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be MSA i5 responsible for end-product renorts which are pro-
duced ng a resull of long-Lerm stwdles and those studies involving
Tfusion of Lhis problem wiih other non-decentralized COMINT Entitlces.
HGA will Le informed in advance of full details of purposc, scope, cte.,

of Lhe conLemplaled .dndy. Any long-term end-product reporlks produced
by the G'20Lh Geemr ity Wing: on th |
Problem wlll be pnssed Lo THA for .

DECTION 1X - SOURCEi’S OF TECINICAL SUPTORT

1. The 6920th OSccurity Wing is responsible for technical support
to subordinale unlts.

2. N3A is responsible Cor ;Eechn:lcal support to the 6920th Security
Wing; and its subordinate units.

SRCTTON x - LIATSON

The linlson channcl with- on routine matters pertaining to the
problem decentralized by terms of this annex will be 6720th Securlty
Wing to Smmlﬂ(info NSA, NSAFF, and NOAPAC). The liaison
channel on non-routine matters will he 6. 20bh Securlty Wine to MNSA
(info: uU"m:l NSAI‘E, an<1 NSAPAC).

oECTION XI DISTRIBUTION

1. Technical Rc’ports - Technicul rceports are to be distributed
ko Lhe organizations licled: fﬁ!the means indicated.

a. Offlcisal TEXTA -
(1) 1oA
(2

(3) fiubgﬁiinnl:c units of the 6720th Security Wins as
appropriale.

by electrical meons to:

- PL 86-36/50 USC 3605
EO 3.3(h)(2)

h, 'J’lff."fifll - The 6 20th JSecurity Wing will forward comments on

mnngs consldernd appropriate, to the organization submit-

PIn L TERTH (into: all olher information addressees of the TEXII).

-FOP-ARERFE-GOHPROE-NMBIR—55-AT10
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c¢. Weekly TASUM - by courier to NSA a.nd » NSA will for-
ward three copies tolZlby bag. ;

d. Monthly Reca.pitulation of Intercept Assigmments - eight
copies by bag to NSA. ) ‘

e. Monthly Cryptanalytic Status Re:ports - in accordance with
NSA Circular 52-17. ‘ ,

f. C/A System Recap Reports - by ba.g to NSA, (3 copies),
and (2 coples)

g. \\“*Cr"ptanalytic recover:.es as a.va.llable - by electrical means

2. End-product reports mtll ‘be d.istributed automatica.lly to Air
Force recipients in accordance with Section v, ‘paregraph 9 of NSA Opera~
tilong Order No. 302. Dis'bribution to non-Air Force recipients will be
as follows: ~ s S

a. Translations - byelectricalmea.ns to:
(1) NsA
(2)
(3)
(&)
(5) usw-27
] m—
b. De.ily:I by electricel mesns to:
(1) Nsa
! (2)
(3)
FOP-SRERRE—CONEROTFHBER-55-0710
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NSA OPERATIONS ORDER AMNEX 302-1 6 April 1955

C.
courier to:

d.

() ASAFE (Pass to SSR FEC for CINCFE)
(5)
(6) vsn-27

(7)
(8) sso0, Hq., SAC

(9) ss0, Hq., ADC e
Monthly Multiplace and Fighféfiiiggtivity Report, by

. PL 86-36/50 USC 3605
(l) NSA - 15 coples ’d EO 3.3(h)(2)

(2) ASAFE - b coples (pass to SSR FEC for CTNCFE)

D[]~ 2 coptes
(4) USI-27 - 2 coples

(5) -2 quies
(6) 6///,c6£:1es
(| |6 coptes
(8) -3 cop:f:,,é;

Spot reports - by electrical means to:

(1) msa

(2)

(3)

(%)

(5) ASAFE (pass to SSR FEC for CINCFE)
FOP-SRERFE-COHTROE—MBRER—55-0720
COPY of 127  COPIES
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153A OPFHATIOMS ORDFR AUMRX 302-1 O April 1955
(6)
(‘1) vsn-o7

’L 86-36/50 USC 3605

(9) 850, H., BAC 3.3(h)(2)

(10) 850, Iy., AC -

e. "Wrop-up" remorts =

7N nrc‘L c«;opyt‘p.s indlcated; gisbts Ly elee-
tricnl meons to bthe Foll owinr_g',r /

(1) 1A - 1 copins"

(2) - f' cn'piea

N J-=2 copies'

(&) wn-27 -'e con]nrs

O —

(1) AsATE - h copics (pu.us elcct.ricu.l glsbs to 8SR TEC
Lor cmcm:) .

ra

coplcs

7 - 6 cnplcs

3. A1l enurler mnbterial u.uthorizcd .f‘or is to be
pacltnged seporalely ond forwnrded to IT3A, mmm up“u_uio.te

nreney. A1 eleclries) mnleorial o.ul:horizerl I'ot'! 3 ls to

by Lronemilted Lo ITUA with upprnprlu.te neging ] 1. cowrler
rrel electvieg! woberlal iorized for 1s to be tmnmnl:btcd in oc-
cordsnee wlth Lhe l\’!AJ"L'.‘-liuIDJ.rcct Exchonge List. s

SEOTION ZIT - MACHIIE TROCE3SIING

1. e 62N0LK Toenrlby Wing will keep ISA informed on 1ts
Comminiot Opernlinonel Alr mochine progrom and avalloble materiall

It "y, 3
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EO 3.3(h)(2)
PL 86-36/50 USC 3605

NSA OPERATIONS ORDER ANNEX 302-1 6 April 1955

2. Any future NSA requirements will be initia.ted through technical
channels by specific request.

3. In general, cryptanalytic IRM processing on the

curity Wing will be Te-

stricted to the systems assigned under the provisions of Section VI.

h. NSA will retain responsibility for machine support on long berm
studies and 8ll special requirements of NSA and the 6920th Security
Wing. This support includes technical advice and machine processing.

SECTION XIIT - TRAFFIC FORWARDING

The 6920th Security Wing is to forward copies of all intercepted
traffic to NSA in accordsnce with the NSA Traffic Forwaxrding Directive.

BY COMMAND OF LIBUTENANT GENERAL CANINE:

AIFRED R. MARCY

Colonel, US Army

Deputy Director
OFFICIAL: Production

Meajor WAC
Actg Asst Adj Gen

DISTRIBUTION
Special

Incl:
Appendix A
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APPENDIX A

| |~WEEKLY TASUML TFORIIAT

Section I - (by case numﬁér)

A, Technical Sﬁﬁﬁary\
(1) freguencies *
(2) date/time last heard
(3) links with other nets

(4) coded procedures and possible equationsx\*\

-~ PL 86-36/50 USC 3605

ssag unt b + and stati
(5) message co y net en Lon EO 3.3(h)(2)

(6) weather originator groups

(7) callsigns for each RAD or trlgraph and callsigns for
nets without continuity :

(8) high-low NR's and highﬁloﬁqu groups for each callsign
scparated by weathe;,ahd flight service

(9) pertinent commgnﬁé

B. T/A Developments

Section II - ’(by case number)

A. Technical Suwmery
(1) frequencies
(2) ground controls
(3) aircraft suffix blocks
(4) D/F bearings
(5) pertinent comments
Appendix A to NSA Operations PP SHCRIP-CONTROT—NHMBER—55=07104
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~FOP-CRCRET FHIDER ©E033(2)

APPENDIX A (Cont.)

B. T/A d.evelopmen’jl;s’#

Section IIT - (by case number)

A. Technical Summery
(1) frequency changes

(2) ground stations

(3) ground ca.llsigns/,»""/

B. T/A Developments

Section IV 4 '(by case number)

A. Technical Summary

(1) frequencies

(2) ground station C/Ss and pilot sullix blocks - dates of
changes

(3) procedure codes

T/A Developments

: Appendix A to IISA Operations
of 127 COPIFS Order Annex 302-1, dnted
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