DEPARTMENT OF DEFENSE
CONTRACT SECURITY CLASSIFICATION SPECIFICATION

(The requirements of the DoD National Industrial Security Program Operating Manual
apply to all security aspects of this effort.)

1. CLEARANCE AND SAFEGUARDING

a. FACILITY CLEARANCE REQUIRED
TOPSECRET

TOPSECRET

b. LEVEL OF SAFEGUARDING REQUIRED

2. THIS SPECIFICATION IS FOR: (X and complete as applicable) 3. THIS SPECIFICATION IS: (X and complete as applicable)
a. PRIME CONTRACT NUMBER a. ORIGINAL (Complete date in all cases) DATE (YYYYMMDD)
Requesfor proposalNot Valid for Performance >< 20170908
b. REVISED (Supersedes .
b. SUBCONTRACT NUMBER all previou(s S;[))ECS) Revision Number DATE (YYYYMMDD)
. SOLICITATION OR OTHER NUMBER DUE DATE (YYYYMMDD) c. FINAL (Complete Item 5 in all cases) DATE (YYYYMMDD)
>< N00421-17-R-0004
4. ISTHIS A FOLLOW-ON CONTRACT? | YES | X | NO. If YES, complete the following:

Classified material received or generated under

(preceding contract number) is transferred to this follow-on contract.

5.

IS THIS AFINAL DD FORM 254? |

In response to the contractor's request dated

|YE5|)( |NO.

If YES, complete the following:

retention of the identified classified material is authorized for the period of

6. CONTRACTOR (Include Commercial and Government Entity (CAGE) Code)

a. NAME, ADDRESS, AND ZIP CODE b. CAGE CODE | c. COGNIZANT SECURITY OFFICE (Name, Address, and Zip Code)
RequesfFor ProposalNot Valid For Performance N/A N/A
7. SUBCONTRACTOR
a. NAME, ADDRESS, AND ZIP CODE b. CAGE CODE ¢. COGNIZANT SECURITY OFFICE (Name, Address, and Zip Code)
N/A N/A N/A
8. ACTUAL PERFORMANCE
a. LOCATION b. CAGE CODE ¢. COGNIZANT SECURITY OFFICE (Name, Address, and Zip Code)
Additional Performancé.ocation:
N/A N/A
Naval Air WarfareCenterAircraft Division, WebsterField
Annex, St. Inigoes,MD.

9. GENERAL IDENTIFICATION OF THIS PROCUREMENT

Contractis for AD-4.11.4SpecialCommunicatiorRapidIntegrationFacility (SCRIF)productionengineeringintegrationandinstallation
supportfor the developmentkitting, assimilationyerficiation,logisticssupport,in-servicesupportandprogramplanningof C5ISRequipment
COR:JohnnyTrifone,4.11.4.3(301)995-6007,ACOR: RussellWasinchism4.11.4.2(301)995-8885

10.THIS CONTRACT WILL REQUIRE ACCESS TO:

YES

NO

11. IN PERFORMING THIS CONTRACT, THE CONTRACTOR WILL:

YES NO

a.

COMMUNICATIONS SECURITY (COMSEC) INFORMATION

X

a.

HAVE ACCESS TO CLASSIFIED INFORMATION ONLY AT ANOTHER
CONTRACTOR'S FACILITY OR A GOVERNMENT ACTIVITY

Pad

. NATO INFORMATION

HAVE TEMPEST REQUIREMENTS

. FOREIGN GOVERNMENT INFORMATION

HAVE OPERATIONS SECURITY (OPSEC) REQUIREMENTS

LIMITED DISSEMINATION INFORMATION

. BE AUTHORIZED TO USE THE DEFENSE COURIER SERVICE

b. RESTRICTED DATA >< b. RECEIVE CLASSIFIED DOCUMENTS ONLY X
c. CRITICAL NUCLEAR WEAPON DESIGN INFORMATION X c. RECEIVE AND GENERATE CLASSIFIED MATERIAL ><
d. FORMERLY RESTRICTED DATA X d. FABRICATE, MODIFY, OR STORE CLASSIFIED HARDWARE X
e. INTELLIGENCE INFORMATION: e. PERFORM SERVICES ONLY X
() SEXSTE CONPATVENT NFORAATON 5 e D
o o R o B | X | | O A e e ety emmimon e | X
f. SPECIAL ACCESS INFORMATION X h. REQUIRE A COMSEC ACCOUNT X
X
X X
X X

FOR OFFICIAL USE ONLY INFORMATION

. OTHER (Specify)

SIPRNet, STE, Securd~axAccessAuthorized

X|X

OTHER (Specify).

X
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initiator:amanda.merritt@imagine-one.com;wfState:distributed;wfType:email;workflowId:571b3fd22d8e144b8831991190d31ea9


Requesfor proposalNot Valid for Performance N00421-17-R-0004

12.PUBLICRELEASE. Any information (classified or unclassifiecﬂ} gertalnlng to this contract shall not be refeased for public dissemination except a provided by the Industrial Security Manual
or unless it has been approved for public release by appropriate U.S. government authority. Proposed public releases shall be submitted for approval prior to release
Direct Through (Specify):

Transmissiondy non-securdéacsimileor E-mailis NOT authorized by Primeor subcontractor(s))
SubmitALL PublicReleaseso: NAVAIRWARCENACDIV 4.11.4
NAVAIR FORM 5720.10mustbe completedandattached.

to the Directorate for Freedom of Information and Securitr Review, Office of the Assistant Security of Defense (Public Affairs)* for review.
*In the case of non-DoD User Agencies, requests for disclosure shall be submitted to that agency.

T3 SECURITY GUIDANCE. The security classification guidance needed for this classified effort is identified below. It any difficulty is encountered in apiJIymg this guidance or if any other _
contributing factor indicates a need for thanges in this guidance, the contractor is authorized and encouraged to provide recommeénded changes; to challenge the guidance or the classification
assigned to any information or material furnished or generated under this contract; and to submit any questions for interpretation of this guidance to the official identified below. Pending final
decision, the information involved shall be handled and protected at the highest level of classification assigned or recommended. (Fill in as appropriate for the classified effort. Attach, or
forward under separate correspondence, any documents/guides/extracts referenced herein. Add additional pages as needed to provide complete guidance.)

Technicalpaperspriefings,presentationgitherclassifiedor unclassifiedo be presentedt classifiedsymposiamustbe submittedto AIR-7.4.1
for approvalprior to presentation Unclassifiedmaterialsubmittedfor public releasethatis notto be presenteét classifiedsymposiaghallbe
forwardedfor reviewprior to releaseasstatedn item 12 above All controlledunclassifiedandclassifiedtechnicalinformationshallbe
appropriatelymarkedwith distributionstatementasspecifiedin DoDI 5230.24(Distribution Statementsn TechnicalDocuments)
http://www.dtic.mil/whs/directives/corres/pdf/523024p.pdf.

Determinatiorof need-to-known connectiorwith aclassifiedvisit is the responsibilityof theindividual/hostwho will disclosethe classified
information.

8. Additional performancéocationinclude:Naval Air WarfareCenterAircraft Division, WebsterField Annex, St. Inigoes,MD.

10.a/11.hClassifiedCOMSECmaterialis notreleasabléo contractoremployeesvho havenotreceiveda final securityclearancetthe
appropriatdevel. CryptologickeyingmaterialsandControlledCryptographidtems(CCI) arecontrolledby Departmenbf the Navy, NISPOM,
andNationalSecurityAgency(NSA) guidelines The contractorshallbe guidedby NSA/CSSPolicy Manual3-16in the controlandprotection
of COMSECmaterial/informatiorat their facilities. Whenaccesss requiredat Governmenftacilities, contractompersonnelvill adhereo
COMSECrulesandregulationsasmandatedy DoD 5520.22-M,EKMS 1 (series)andCommandpolicy andproceduresWritten concurrence
of the TechnicalPointof Contact/Contractin@fficer Representative/Contractii@fficer SecurityRepresentativéasapplicable)s required
prior to subcontracting.

Block 10.g:Tofacilitate potentialaccesdo NATO classifiedinformation,to includeNATO accreditedSIPRneterminals,all DoD military,
civilian, andcontractompersonneWwho arebriefedon their responsibilitiegor protectingU.S. classifiedmilitary information,shallalsobe
briefedon therequirementsfor protectingNATO information,per DeputyUnderSecretaryf DefensePolicy SecurityMemo of 5 DecO1.
Written concurrencef the ContractingOfficer/TechnicalPointof Contact,dentifiedin Block 9, requiredprior to subcontracting

wirkkkkaa s PLEASE . SEESUPPLEMENTALATTACHMENT FORADDITIONAL SECURITY REQUIREMENT S

10e (2) - Access to Intelligence information required for performance. Non-SClI Intelligence Information is not releasable to contractor employees who have not
received a final security clearance at the appropriate level. Contractor shall comply with Naval Air Warfare Center Aircraft Division Scientific and Technical
Diially signed by DERNIEYOUNG KRISTINE E. 1226323349

Intelligence Liaison Officer Memo of 03 MAR 09 (attached). Reviewed by: PENMEYOUNGKRISTINEE.1220823349  pat: 201700 13 151443 0400

Senior Intelligence Officer, Rebecca L. Ahne

. D UIREMENTS. Requirements, In addition to NISPOM requirements, are established for this confract. (I Yes, identity YES NO
the pertinent contractual clauses in the contract document itself, or provide an appropriate statement which identifies the additional requirements. ><
Provide a copy of the requirements to the cognizant security office. Use item 13 if additional space is needed.)

OPSECCDRL in contract

15. INSPECTIONS. Elements of this contract are outside the inspection responsibility of the cognizant security office. (I Yes, explain and identiry YES NO
specific areas or elements carved out and the activity responsible for inspectors. Use item 13 if additional space is needed.)

NONE

T6. CERTIFICATION AND SIGNATURE. Security requirements stated herein are complete and adequate for safeguarding the classitied information to be released or generated under this
classified effort. All questions shall be referred to the official named below.

a. TYPED NAME OF CERTIFYING OFFICIAL b. TITLE ¢. TELEPHONE (Include Area Code)
Mark A. Davis ContractingOfficer's SecurityRepresentativ€COSR) (301)342-6065
d. ADDRESS (Include Zip Code) 17. REQUIRED DISTRIBUTION
CommanderNavalAir WarfareCenterAircraft Division X| @ CONTRACTOR
Bldg. 2272,Rm.074,Attn: NAWCAD-7.4.1 Security b. SUBCONTRACTOR
47123BuseRoad | c. COGNIZANT SECURITY OFFICE FOR PRIME AND SUBCONTRACTOR
PatuxenRiver,MD 20670 d. U.S. ACTIVITY RESPONSIBLE FOR OVERSEAS SECURITY ADMINISTRATION
e. SIGNATURE Digitally signed by e. ADMINISTRATIVE CONTRACTING OFFICER

DAVI S . MAR K' DAVIS.MARK.A.1229282456 X f. OTHERS AS NECESSARY

Date: 2017.09.14 09:07:23 :
A.1229282456 %y Seeltem 13
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SUPPLEMENTAL SHEET FOR Request for proposal, Not Valid for | N00421-17-R-0004

Item 13 Continued:

10.k: SecretinternetProtocolNetwork (SIPRNet)accessuthorized. The contractorshallnot accessgownload or furtherdisseminatany
informationor datathatfalls outsidethe scopeandexecutionof the definedcontractrequirementsin the eventanyadditionalaccesss required the
TechnicalPointof Contact/Contractin@fficer Representativenustmodify therequirement$or DD Form254revision. Contractorshallprepare
andsubmitall requireddocumentatiomsrequiredby Commandoolicy prior to receivingaccess.Written concurrencef the TechnicalPoint of
Contact/Contractin@fficer Representative/Contractif@fficer SecurityRepresentativéasapplicable)s requiredprior to subcontractingOther
itemsidentifiedin Block 10.k. areSecureTerminalEquipmentAuthorized,Securg=acsimileRequired or AutomatednformationSystem
ProcessindRequiredasappropriate.

10.k: Useof SecureTerminalEquipmentSTE)for transmissiorof classifiedU. S. Governmentnformationis authorized.SecureFacsimile:
Receiptandtransmissiorof Classifiedinformationauthorizedvia Securg~acsimile Written concurrencef the ContractingOfficer
Representative/TechnicBbintof Contact,dentifiedin Block 9, or ContractingOfficer's SecurityRepresentativéasapplicable)js requiredprior
to subcontracting.

10.j: For Official UseOnly informationgenerateénd/orprovidedunderthis contractshallbe markedandsafeguardedsspecifiedin DoDM
5200.01(DoD InformationSecurityProgram:ControlledUnclassifiednformation(CUI)) Vol. 4 (enclosure3 pagesl1-18)availableat
http://www.dtic.mil/whs/directives/corres/pdf/520001_vol4.pdf.

All For Official UseOnly (FOUO)andprogramsensitivedatatransmittecandsafeguardedia electronicmeansshalluseapprovedencryption.The
ContractorshallensurghatwhentransmittingFOUO, over non-secure-mail (e.g.not connectedo the Navy Marine Corpsintranetthrough
BroadbandJnclassifiedRemoteAccessSysteny Virtual Privatenetwork),thosetransmissionareencryptedisingDepartmentf DefensePublic
Key InfrastructurgPKIl), or anapprovedDoD ExternalCertificateAuthority, in accordancevith PublicKey Infrastructure PublicKey Enabling,
DoDI 8520.0224 May 2011.

11.c:InformationSystemgS) shallbe protectedn accordancevith DoDI 8510.01and/operguidancen the DoD 5220.22-M Nationallndustrial
SecurityOperatingManual(NISPOM).

Thefollowing SecurityClassificationGuideapplyto classifiedperformancen this contract. Subsequenipdateshallbe providedby the Technica
Pointof Contact/Contractin@fficer Representative/Contractif@fficer SecurityRepresentativéasapplicableyasGovernmenturnished
Information(GFI) andshallbe executedy the Contractomwithout obligationto modify this DD Form 254.

UNITED STATED SPECIALOPERATIONSCOMMAND SECURITY CLASSIFICATION GUIDE FORSPECIALOPERATIONSFORCES
TACTICAL RADIO PROGRAM(STC)dated27 October2014

11.d:Contractorshallprovideadequatestorageat their facility for classifiedhardware.Classifiedshipmentsarenot to exceedwo cubicfeet.
Largersizeshipmentsequireprior coordinationwith the Facility SecurityOfficer (FSO)to confirm facility storagecapacity. Preparatiorand
transmissiorof materialfor shipmentwill bein accordancéhe DoD 5220.22-M ,NISPOM,andthe DoD 52001.01v3, DoD InformationSecurity
ProgramManual.

11f: Thecontractomwill haveaccesdo U. S. classifiedinformationin variousforeigncountriesput only on-boardU.S.basesandships,embassies,
andU.S. controlledfacilities outsidethe continentall.S. in performancef this Contract.

11.9:To useDTIC servicesthe contractormustregisterfor anaccountat http://www.dtic.mil/dtic/registration/contractors/index.html.

11.i: TEMPESTinformationis notreleasabléo contractoremployeesvho havenotreceivedafinal securityclearancettheappropriatdevel. The
TEMPESTRequirementQuestionnairehallbe submittecto the SPAWARTEMPESTIPT in accordancevith OPNAVINST C5510.93FNavy
Implementatiorof NationalPolicy on Controlof Compromisingemanations.Written concurrencef the TechnicalPointof Contact/Contracting
Officer Representative/Contractif@fficer SecurityRepresentativéasapplicable)s requiredprior to subcontracting.

11.j: Thecontractorshalldevelopimplementandmaintainafacility level OPSECProgramto protectcritical informationto be usedat the
contractorfacility duringthe performancef this contract.Contractdatarequirementdist (CDRL) anddataitem description
(DID-DI-MGMT-80934C))area componendf the contract. A draft OPSECPlanmustbe submittedto: CommanderNaval Air SystemCommand,
ATTN: OPSECOffice, NAWCAD-7.4.4,47123BuseRoad,Bldg. 2272,Suite039, PatuxenRiver, MD, 20670 within 90 daysof contractaward.
A final OPSECPIlanis due45 daysfrom the datethatthe draft OPSECPlanis approvedThe Contractorshallberesponsibldor subcontractor
implementatiorof the OPSECProgranrequirementsor this contract.

11.j: OPSECWhile performingaboardNAVAIR or otherU.S. military sites,the contractorshallcomplywith the provisionsof OPNAVINST
3432.1 thelocal Command/Facilityd432InstructionSerie OPSEC) aswell asany proceduresdentifiedin Program-Specifi©perationsSecurity
PlansandProgramProtectionPlans(PPP)asapplicable. The contractorshallcomplywith anyandall additionalOPSECsecurityplansand
requirement®f the HostingCommandAll applicableOPSECPIanswill be providedby TPOCidentifiedin Blk 9.Theprime contractoris
responsibldor subcontractormplementatiorof OperationsSecurity.

11.k: Contractorshallusethe DefenseCourierServicefor delivery of all COMSECand/orTop Secretinformation.The Contractorshallforward
their USTRANSCOMIMT10 DefenseCourierAccountRecordform to the COR/TPOCto verify clearancesndsignPartll.
If additionalsecurityclassificationassistancés required contactthe TPOC/CORidentifiedin block 9.
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	C ORIGINAL Complete date in all cases:   N00421-17-R-0004
	Page 4: Item 13 Continued:

10.k: Secret Internet Protocol Network (SIPRNet) access authorized.  The contractor shall not access, download, or further disseminate any information or data that falls outside the scope and execution of the defined contract requirements. In the event any additional access is required, the Technical Point of Contact/Contracting Officer Representative must modify the requirements for DD Form 254 revision.  Contractor shall prepare and submit all required documentation as required by Command policy prior to receiving access.  Written concurrence of the Technical Point of Contact/Contracting Officer Representative/Contracting Officer Security Representative (as applicable) is required prior to subcontracting. Other items identified in Block 10.k. are Secure Terminal Equipment Authorized, Secure Facsimile Required, or Automated Information System Processing Required as appropriate. 

10.k: Use of Secure Terminal Equipment (STE) for transmission of classified U. S. Government information is authorized.  Secure Facsimile: Receipt and transmission of Classified Information authorized via Secure Facsimile. Written concurrence of the Contracting Officer Representative/Technical Point of Contact, identified in Block 9, or Contracting Officer’s Security Representative (as applicable), is required prior to subcontracting.

10.j: For Official Use Only information generated and/or provided under this contract shall be marked and safeguarded as specified in DoDM 5200.01 (DoD Information Security Program: Controlled Unclassified Information (CUI)) Vol. 4 (enclosure 3 pages 11-18) available at http://www.dtic.mil/whs/directives/corres/pdf/520001_vol4.pdf.
All For Official Use Only (FOUO) and program sensitive data transmitted and safeguarded via electronic means shall use approved encryption. The Contractor shall ensure that when transmitting FOUO, over non-secure e-mail (e.g. not connected to the Navy Marine Corps Intranet through Broadband Unclassified Remote Access System / Virtual Private network), those transmissions are encrypted using Department of Defense Public Key Infrastructure (PKI), or an approved DoD External Certificate Authority, in accordance with Public Key Infrastructure & Public Key Enabling, DoDI 8520.02, 24 May 2011.

11.c: Information Systems (IS) shall be protected in accordance with DoDI 8510.01and/or per guidance in the DoD 5220.22-M, National Industrial Security Operating Manual (NISPOM).

The following Security Classification Guide apply to classified performance on this contract.  Subsequent updates shall be provided by the Technical Point of Contact/Contracting Officer Representative/Contracting Officer Security Representative (as applicable) as Government Furnished Information (GFI) and shall be executed by the Contractor without obligation to modify this DD Form 254. 

UNITED STATED SPECIAL OPERATIONS COMMAND SECURITY CLASSIFICATION GUIDE FOR SPECIAL OPERATIONS FORCES TACTICAL RADIO PROGRAM (STC) dated 27 October 2014

11.d: Contractor shall provide adequate storage at their facility for classified hardware.  Classified shipments are not to exceed two cubic feet.  Larger size shipments require prior coordination with the Facility Security Officer (FSO) to confirm facility storage capacity.  Preparation and transmission of material for shipment will be in accordance the DoD 5220.22-M, NISPOM, and the DoD 52001.01 V3, DoD Information Security Program Manual.

11f : The contractor will have access to U. S. classified information in various foreign countries, but only on-board U.S. bases and ships, embassies, and U.S. controlled facilities outside the continental U.S. in performance of this Contract.  

11.g: To use DTIC services, the contractor must register for an account at http://www.dtic.mil/dtic/registration/contractors/index.html. 

11.i:  TEMPEST information is not releasable to contractor employees who have not received a final security clearance at the appropriate level.  The TEMPEST Requirements Questionnaire shall be submitted to the SPAWAR TEMPEST IPT in accordance with OPNAVINST C5510.93F, Navy Implementation of National Policy on Control of Compromising Emanations.  Written concurrence of the Technical Point of Contact/Contracting Officer Representative/Contracting Officer Security Representative (as applicable) is required prior to subcontracting.

11.j: The contractor shall develop, implement, and maintain a facility level OPSEC Program to protect critical information to be used at the contractor facility during the performance of this contract. Contract data requirements list (CDRL) and data item description (DID-DI-MGMT-80934C)) are a component of the contract.  A draft OPSEC Plan must be submitted to: Commander, Naval Air System Command, ATTN: OPSEC Office, NAWCAD-7.4.4, 47123 Buse Road, Bldg. 2272, Suite 039, Patuxent River, MD, 20670  within 90 days of contract award.  A final OPSEC Plan is due 45 days from the date that the draft OPSEC Plan is approved. The Contractor shall be responsible for subcontractor implementation of the OPSEC Program requirements for this contract.

11.j: OPSEC: While performing aboard NAVAIR or other U.S. military sites, the contractor shall comply with the provisions of OPNAVINST 3432.1, the local Command/Facility 3432 Instruction Series (OPSEC), as well as any procedures identified in Program-Specific Operations Security Plans and Program Protection Plans (PPP) as applicable.  The contractor shall comply with any and all additional OPSEC security plans and requirements of the Hosting Command. All applicable OPSEC Plans will be provided by TPOC identified in Blk 9.The prime contractor is responsible for subcontractor implementation of Operations Security.

11.k: Contractor shall use the Defense Courier Service for delivery of all COMSEC and/or Top Secret information. The Contractor shall forward their USTRANSCOM IMT10 Defense Courier Account Record form to the COR/TPOC to verify clearances and sign Part II.  

If additional security classification assistance is required, contact the TPOC/COR identified in block 9.

**********************************END ADDITIONAL DATA SHEET FOR DD FORM 254**********************************






