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Requirements
 Requirements 2012-0594

 EmotionalSimian provides access to downstream machines that 
would otherwise be inaccessible. 

 Communication via USB thumbdrives inserted by unwitting users.

 Whitelisted thumbdrives are infected upon being inserted into a 
machine running EmotionalSimian.

 Infected thumbdrives use an exploit to initiate execution which will 
then deploy a configurable payload(s) and optionally conduct a 
system survey and/or collect files on a configurable maximum 
number of downstream machines.
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Concept of Operations

7. The USB drive is inserted back into the 

primary host.  Collected data on the USB 

drive is copied to the hard drive.

8. Existing tools, i.e. Taper, will transfer the 

data to a listening post or base end system.

9. The files are post processed to obtain the 

collected data.

1. An operator configures Emotional Simian.

2. The operator installs Emotional Simian on a system

(primary host) that we can access.

3. An unwitting user inserts a USB drive into the primary 

host.  If the USB drives matches configured parameters 

then Emotional Simian infects and water marks it.

4. The USB drive is inserted into a machine we cannot 

access (secondary target).  Emotional Simian will install 

configured implants, i.e. Shadow.

5. Emotional Simian conducts survey or file collection.

6. Collected data is saved on the USB drive.
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Capabilities and Limitations

 Emotional Simian can:
 Configure and execute a system survey.

 Execute two payloads on targets.

 Collect a directory listing.

 Collect files from the target computer via a list of specific file extensions 

configured by the user.

 Delete a configured list of files.

 Payload can be configured to run once per machine.

 Easy to use configuration tool which can load previous configuration files.

 All data is stored on an RSA encrypted covert section.


