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FOREWORD

The term cyber-security and an endless list of words
prefixed with “cyber” bombard our senses daily.
Widely discussed but often poorly understood, the
various terms relate to computers and the realm of
nformation technology, the key enablers of our
nterrelated and nterdependent world of today.
Governments, private and corporate entities, and
individuals are increasingly aware of the challenges and
threats to a wide range of our everyday online activities.
Worldwide reliance on computer networks to store,
access, and exchange nformation has increased
exponentially in recent years. Include the almost
universal dependence on computer-operated or
computer-assisted mfrastructure and industrial
mechanisis, and the magnitude of the relationship of
cyber to our lives becomes readily apparent.

The impact of security breaches runs the gamut from
inconvenience to severe financial losses to national
nsecurity. Hacking is the vernacular term, widely



accepted as the cause of these cyber insecurities, which
range from the irritating but relatively harmless activities
of youthful pranksters to the very damaging,
sophisticated, targeted attacks of state actors and
master criminals.

Previous editions of Hacking Exposed™ have been
widely acclaimed as foundation documents in cyber-
security and are staples in the libraries of IT
professionals, tech gurus, and others mterested in
understanding hackers and their methods. But the
authors know that remaming relevant in the fast-
changing realm of I'T security requires agility, nsight,
and deep understanding about the latest hacking
activities and methods. “Rise and rise agam. . .,” from
the movie Robin Hood, is a most appropriate
exhortation to rally security efforts to meet the relentless
assaults of cyber hackers.

This Seventh Edition of the text provides updates on
enduring issues and adds important new chapters about
Advanced Persistent Threats (APTs), hardware, and
embedded systems. Explaining how hacks occur, what
the perpetrators are doing, and how to defend against



them, the authors cover the horizon of computer
security. Given the popularity of mobile devices and
social media, today’s netizens will find nteresting
reading about the vulnerabilities and nsecurities of these
common platforns.

The prerequisite for dealing with these issues of IT
and computer security is knowledge. First, we must
understand the architectures of the systems we are using
and the strengths and weaknesses of the hardware and
software. Next, we must know the adversaries: who
they are and what they are trying to do. In short, we
need intelligence about the threats and the foes,
acquired through surveillance and analysis, before we
can begin to take effective countermeasures. This
volume provides the essential foundation and empowers
those who really care about cyber-security.

If we get smart and learn about ourselves, our
devices, our networks, and our adversaries, we will find
ourselves on a path to success in defending our cyber
endeavors. What remains is the reality of change: the
emergence of new technologies and techniques and the



constant evolution of threats. Hence, we must “rise and
rise again...” to stay abreast of new developments,
refreshing our intelligence and acquiring visibility and
nsight into attacks.

This new edition of Hacking Exposed™ helps you
to get smart and take effective action. The lambs may
indeed become the lions of cyber-security.

William J. Fallon
Admiral, U.S. Navy (Retired)
Chairman, CounterTack, Inc.

Admiral Wiliam J. Fallon retired from the U.S.
Navy after a distinguished 40 year career of military and
strategic leadership. He has led U.S. and Allied forces
in eight separate commands and played a leadership
role in military and diplomatic matters at the highest
levels of the U.S. government. As head of U.S. Central
Command, Admiral Fallon directed all U.S. military
operations in the Middle East, Central Asia, and Horn
of Affica, focusing on combat efforts in Iraq and
Afghanistan. Chairman of the Board of CounterTack



Inc., a new company in the cyber-security business,
Admiral Fallon is also a partner in Tilwell Petroleum,
LLC, advisor to several other businesses, and a
Distinguished Fellow at the Center for Naval Analyses.
He is a member of the U.S. Secretary of Defense
Science Board and the Board of the American Security
Project.
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INTRODUCTION

“RISE AND RISE AGAIN, UNTIL LAMBS
BECOME LIONS.”

This quote from Russell Crowe’s 2010 movie Robin
Hood, provides no more important sound bite for this
Seventh Edition of Hacking Exposed™ Make no
mistake, today we are the lambs—being offered up for
slaughter every minute of every day. But this cannot
continue. We cannot allow it. The consequences are
too dire. They are catastrophic.

We mplore you to read every word on every page
and take this warning seriously. We must understand
how the bad guys work and employ the
countermeasures written in these pages (and more), or
we will continue to be slaughtered and our future
suprenmely compromised until we do.

‘What This Book Covers

While we have trimmed and expanded all the content in
this book, we need to highlight a few brand new areas



that are of critical importance. First, we have addressed
the growing attacks surrounding APTs, or Advanced
Persistent Threats, and given real-world exanmples of
how they have been successful and the ways to detect
and stop them. Second, we have added a whole new
section exposing the world of embedded hacking,
including techniques used by the bad guys to strip a
circuit board of all its chips, reverse engneer them, and
determmne the Achilles heel in the dizzying world of 1s
and 0s. Third, we’ve added an entire section on
database hacking, discussing the targets and the
techniques used to pilfer your sensitive data. Fourth, we
dedicated an entire chapter to mobile devices, exposing
the embedded world of tablets, smartphones, and
mobility, and how the bad guys are targeting this
exploding new surface area. And finally, something we
should have done from the very first edition in 1999,
we’ve added a dedicated chapter on countermeasures.
Here, we take an expansive role in explaining the world
of what you, the admmistrator or end user, can do to
prevent the bad guys from getting in from the start.



How to Use This Book

The purpose of this book is to expose you to the world
of hackers, how they think and work. But it is also
equally purposed to educate you on the ways to stop
them Use this book as the definitive source for both of
those purposes.

How This Book Is Organized

In the first part “Casing the Establishment,” we discuss
how hackers learn about their targets. They often take
meticulous steps to understand and enumerate their
targets completely, and we expose the truth behind their
techniques. In the second part “System Hacking,” we
jump right in and expose the ultimate goal of any savvy
hacker, the end desktop or server, including the new
chapter on APTs. The third part, “Infrastructure
Hacking” discusses the ways bad guys attack the very
highway that our systems connect to. This section
includes the new material on hacking embedded
systens. The fourth part, “Application and Data
Hacking” discusses both the web/database world as
well as mobile hacking opportunities. This part is also



where we discuss countermeasures that can be used
across the board.

Navigation
Once agam, we have used the popular Hacking

Exposed™ format for the Seventh Edition; every
attack technique is highlighted in the margm like this:

‘- This Is the Attack Icon

Making it easy to identify specific penetration tools and
methodologies. Every attack is countered with practical,
relevant, field-tested workarounds, which have a
special Countermeasure icon.

Q This Is the Countermeasure Icon

Get right to fixing the problem and keeping the
attackers out.

Pay special attention to highlighted user input as bold
in the code listings.

Every attack is accompanied by an updated Risk
Rating derived from three components based on the



authors’ combined experience.

Popularity: The frequency of use in the wild against live targets, with 1 being the
rarest, 10 being widely used

Simplicity: The degree of skill necessary to execute the attack, with 1 being a seasoned
security progranimer, 10 being little or no skill
Impact: The potential damage caused by successful execution of the attack,

with 1 being revelation of trivial information about the target, 10 being
superuser-account compronise or equivalent

Risk Rating:  The overall risk rating (average of the preceding three values)



PART1
CASING THE ESTABLISHMENT

CASE STUDY

As you will discover in the followng chapters,
footprinting, scanning, and enumeration are vital
concepts in casing the establishment. Just like a bank
robber will stake out a bank before making the big
strike, your Internet adversaries will do the same. They
will systematically poke and prod until they find the soft
underbelly of your Internet presence. Oh...and it won’t
take long.

Expecting the bad guys to cut loose a network
scanner like Nmap with all options enabled is so 1999
(which, coincidently, is the year we wrote the original
Hacking Exposed book). These guys are much more
sophisticated today and anonymizing their activities is
paramount to a successful hack. Perhaps taking a bite
out of the onion would be helpful. . ..



TAAAS—It’s All About Anonymity, Stupid

As the Internet has evolved, protecting your anonymity
has become a quest like no other. Many systens have
been developed in an attempt to provide strong
anonymity while, at the same time, providing
practicality. Most have fallen short in comparison to
“The Onion Router,” or Tor for short. Tor is the
second-generation low-latency anonymity network of
onion routers that enables users to comnunicate
anonymously across the Internet. The system was
orignally sponsored by the U.S. Naval Research
Laboratory and became an Electronic Frontier
Foundation (EFF) project in 2004. Onion routing may
sound like the Iron Chef gone wild, but in reality, it is a
very sophisticated technique for pseudonymous or
anonymous commumnication over a network. Volunteers
operate an onion proxy server on their system that
allows users of the Tor network to make anonymous
outgoing connections via TCP. Tor network users must
run an onion proxy on their system, which allows them
to communicate to the Tor network and negotiate a



virtual circuit. Tor employs advanced cryptography in a
layered manner, thus the name “Onion” Router. The
key advantage that Tor has over other anonymity
networks is its application independence and that it
works at the TCP stream level. It is SOCKetS
(SOCKS) proxy aware and commonly works with
nstant messaging, Internet Relay Chat (IRC), and web
browsing. Although not 100 percent foolproof or
stable, Tor is truly an amazing advance in anonymous
communications across the Internet.

While most people enjoy the Tor network for the
comfort of knowing they can surf the Internet
anonymously, Joe Hacker seens to enjoy it for making
your life miserable. Joe knows that the advances in
intrusion detection and anomaly behavior technology
have come a long way. He also knows that if he wants
to keep on doing what he feels is his God-given right—
that is, hacking your system—he needs to remain
anonymous. Let’s take a look at several ways he can
anonymize his activities.

Tor-menting the Good Guys



Joe Hacker is an expert at finding systenms and slicing
and dicing them for fun. Part of his modus operandi
(MO) is using Nmap to scan for open services (like
web servers or Windows file sharing services). Of
course, he is well versed in the ninja technique of using
Tor to hide his identity. Let’s peer into his world and
examine his handiwork firsthand.

His first order of business is to make sure that he is
able to surf anonymously. Not only does he want to suri
anonymously via the Tor network, but he also wants to
ensure that his browser, notorious for leaking
information, doesn’t give up the goods on him He
decides to download and mstall the Tor client, Vidalia
(GUI for TOR), and Privoxy (a web filtering proxy) to
ensure his anonymity. He hits
https//www.torproject.org/ to download a conmplete
bundle of all of this software. One of the components
nstalled by Vidalia is the Torbutton, a quick and easy
way to enable and disable surfing via the Tor network
(torproject.org/torbuttor/). After some quick
configuration, the Tor proxy is installed and listening on
local port 9050; Privoxy is installed and listening on




port 8118; and the Torbutton Firefox extension is
nstalled and ready to go in the bottomrright corner of
the Firefox browser. He goes to Tor’s check website
(check.torproject.org), and it reveals his success:
“Congratulations. You are using Tor.” Locked and
loaded, he begins to hunt for unsuspecting web servers
with default nstallations. Knowing that Google is a great
way to search for all kinds of juicy targets, he types this
in his search box:

ntitle:Test.Page.for.Apache "It worked!" "this Web site!"

Instantly, a list of systems running a default install of
the Apache web server are displayed. He clicks the link
with impunity, knowing that his IP is anonymized and
there is little chance his activities will be traced back to
him He is greeted with the all too familiar, “It Worked!
The Apache Web Server is Installed on this Web Site!”
Game on. Now that he has your web server and
associated domain name, he is going to want to resolve
this information to a specific IP address. Rather than
just using something like the ho st command, which
will give away his location, he uses tor-resolve,



which is included with the Tor package. Joe Hacker
knows 1t is critically important not to use any tools that
will send UDP or ICMP packets directly to the target
system. All lookups must go through the Tor network to
preserve anonymity.

bt ~ # tor-resolve www.example.com
10.10.10.100

NOTE www.exanple.comand 10.10.10.100 are
used as examples and are not real IP
addresses or domain namres.

As part of his methodical footprinting process, he
wants to determine what other juicy services are running
on this system. Of course, he pulls out his trusty version
of Nmap, but he remembers he needs to run his traffic
through Tor to continue his charade. Joe fires up
proxychains (proxychains.sourceforge.net/) on his Linux
box and runs his Nmap scans through the Tor network.
The proxychain client forces any TCP connection made
by any given application, Nmap in this case, to use the
Tor network or a list of other proxy servers. How



ingenious, he thinks. Because he can only proxy TCP
connections via proxychains, he needs to configure
Nmap with very specific options. The —sT option is
used to specify a full connect, rather than a SYN scan.
The - PN option is used to skip host discovery since he
is sure the host is online. The —n option is used to
ensure no Domain Name Server (DNS) requests are
performed outside of the Tor network. The —sV option
is used to performservice and version detection on
each open port, and the —p option is used with a
common set of ports to probe. Since Tor can be very
slow and unreliable in some cases, it would take much
too long to performa full port scan via the Tor network,
so he selects only the juiciest ports to scan:



bt ~ # proxychains nmap -sT -PN -n -sV -p 21,22,53,80,110,139,143,443
10.10.10.100

ProxyChains-3.1 (http://proxychains.sf.net

Starting Nmap 4.60 ( http://mmap.org ) at 2008-07-12 17:08 GMT
|S-chain|-<>-127.0.0.1:9050-<><>-10.10.10.100:21-<><>-0K

1S-chain|-<>-127.0.0.1:8050-<><>-10.10.10.100:22-<--denied
|S=chain|=<>=127.0.0.1:9050=<><>=10.10.10.100:53=<><>=0K
T 7.0.0.1:9050-<><>=10.10 180-<><>=0K
~hain|-<>-127.0.0.1:9050-<><>-10.10 1:443-<><>-0K
IS-chain|=-<> .0.0.1:9050=-<><>=-10.10. :110-<><>=-0K
|S=chain|=<>= 0.0.1:9050=<><>=10.10.1 :143=-<><>=0K
I1S-chain|-<>-127.0.0.1:9050-<><>-10. ):139-<--timeout
IS-chain|-<>-127.0.0.1:9050-<><>-10.10. :21-<><>-0K
|8=chain|=<>=127.0.0.1:9050=-<><>=10.10.1 :53=<><>=0K
I5-chain|-<>-127.0.0.1:9050-<><>=10.10.1 180-<><>-0K
IS-chain|-<>-127.0.0.1:9050-<><>-10.10. :110-<><>-0K
Is ain|-<>-127.0.0.1:9050-<><>-10.10.1 0:143-<><>-0K
IS=chain|=<>=127.0.0.1:9050-<><>=10.10 0:443=-<><>=0K

>=127.0.0.1:9050=<><>=10.10.10.100:53=<><>=0K
Interesting ports on 10.10.10.100:

P STATE SERV VERSION

21/tcp open £ty PurefTPd

22/tcp closed ssh

|S=chain| =<

53/tcp  open domain

80/tcp open http Apache httpd

110/tcp open pop3 Courier pop3d

139/tcp closed netbios-ssn

143/tcp open imap Courier Imapd (released 2005)
443/tcp open http Apache httpd

Service detecticn performed. Please report any incorrect results at
http://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in ©€5.825 seconds

Joe Hacker now has a treasure trove of information
from his covert Nmap scan in hand, including open
ports and service information. He is singularly focused



on finding specific vulnerabilities that may be exploitable
remotely. Joe realizes that this system may not be up to
date if the default install page of Apache is still intact.
He decides that he will further his cause by connecting
to the web server and determining the exact version of
Apache. Thus, he needs to connect to the web server
via port 80 to continue the beating. Of course he
realizes that he needs to connect through the Tor
network and ensure the chain of anonymity he has toiled
so hard to create. While he could use proxychains to
Torify the netcat (nc) client, he decides to use one
more tool in his arsenal: socat (www.dest-
unreach.org/socat/), which allows for relayng of
bidirectional transfers and can be used to forward TCP
requests via the Tor SOCKS proxy listening on Joe’s
port 9050. The advantage to using socat is that Joe
Hacker can make a persistent connection to his victim’s
web server and run any number of probes through the
socat relay (for example, Nessus, Nikto, and so on). In
the example, he will probe the port manually rather than
run an automated vulnerability assessment tool. The
following socat command sets up a socat proxy listening




on Joe’s local system (127.0.0.1 port 8080) and
forwards all TCP requests to 10.10.10.100 port 80 via
the SOCKS TOR proxy listening on 127.0.0.1 port
9050:

bt ~ # socat TCP4-LISTEN:8080,fork
SOCKS4a:127.0.0.1:10.10.10.100:80, socksport=9050 &

Joe is now ready to connect directly to the Apache
web server and determine the exact version of Apache
that is running on the target system. This can easily be
accomplished with nc, the Swiss army knife of his
hacking tookkit. Upon connection, he determines the
version of Apache by typng HEAD / HTTP/1.0
and pressing ENTER twice:



bt ~ # ne 127.0.0.1 8080
HEAD / HTTP/1.0

HTTP/1.1 200 OR

Date: Wed, 14 Dec 2011 18:36:23 GMT
Server: Apache/2.2.2 {(Debian)
¥X-Powered-By: PHPF/5.2.17-0.dotdeb.0
X-FIRSTBaseRedirector: LIVE

Vary: accept-Encoding

Connection: close

Content-Type: text/html; charset=UTF-8

A bead of sweat begins to drop from his brow as his
pulse quickens. WOW! Apache 2.2.2 is a fairly old
version of the vulnerable web server, and Joe knows
there are plenty of vulnerabilities that will allow him to
“pwn” (hacker speak for “own’” or “‘compromise”) the
target system. At this point, a full compromise is almost
academic as he begmns the process of vulnerability
mapping to find an easily exploitable vulnerability (that
is, a chunked-encoded HTTP flaw) in Apache 2.2.2 or
earlier.



It happens that fast, and it is that simple. Confused?
Don’t be. As you will discover in the following
chapters, footprinting, scanning, and enumeration are all
valuable and necessary steps an attacker employs to
turn a good day into a bad one in no time flat! We
recommend reading each chapter in order and then
rereading this case study. You should heed our advice:
Assess your own systens first or the bad guys will do it
for you. Also understand that in the new world order of
Internet anonymity, not everything is as it appears.
Nanely, the attacking IP addresses may not really be
those of the attacker. And if you are feeling
beleaguered, don’t despar—hacking countermeasures
are discussed throughout the book. Now what are you
waiting for? Start reading!



CHAPTER1
FOOTPRINTING

Before the real fun for the hacker begins, three essential
steps must be performed. This chapter discusses the
first one: footprinting, the fine art of gathering
mformation. Footprinting is about scoping out your
target of interest, understanding everything there is to
know about that target and how it mnterrelates with
everything around it, often without sending a single
packet to your target. And because the direct target of
your efforts may be tightly shut down, you will want to
understand your target’s related or peripheral entities as
well

Let’s look at how physical theft is carried out. When
thieves decide to rob a bank, they don’t just walk n
and start demanding money (not the high IQ ones,
anyway). Instead, they take great pains to gather
information about the bank—the armored car routes
and delivery times, the security cameras and alarm
triggers, the number of tellers and escape exits, the



money vault access paths and authorized personnel, and
anything else that will help in a successful attack.

The same requirement applies to successful cyber
attackers. They must harvest a wealth of information to
execute a focused and surgical attack (one that won’t
be readily caught). As a result, attackers gather as much
mnformation as possible about all aspects of an
organization’s security posture. In the end, and if done
properly, hackers end up with a unique footprint, or
profile, of their target’s Internet, remote access,
intranet/extranet, and business partner presence. By
following a structured methodology, attackers can
systematically glean mnformation from a multitude of
sources to compile this critical footprint of nearly any
organization.

Sun Tzu had this figured out centuries ago when he
penned the following in The Art of War:

If you know the enemy and know
yourself, you need not fear the result of a
hundred battles. If you know yourself but
not the enemy, for every victory gained



you will also suffer a defeat. If you know
neither the enemy nor yourself, you will
succumb in every battle.

You may be surprised to find out just how nmuch
information is readily and publicly available about your
organization’s security posture to anyone willing to look
for it. All a successful attack requires is motivation and
opportunity. So it is essential for you to know what the
enemy already knows about you!

WHAT IS FOOTPRINTING?

The systematic and methodical footprinting of an
organization enables attackers to create a near
complete profile of an organization’s security posture.
Using a combination of tools and techniques, coupled
with a healthy dose of patience and mind-melding,
attackers can take an unknown entity and reduce it to a
specific range of domain names, network blocks,
subnets, routers, and individual IP addresses of systens
directly connected to the Internet, as well as many other
details pertaining to its security posture. Although there



are many types of footprinting techniques, they are
primarily aimed at discovering information related to the
following environments: Internet, intranet, remote
access, and extranet. Table 1-1 lists these environments
and the critical information an attacker tries to identify.

Table 1-1 Tasty Footprinting Nuggets That Attackers
Can Identify

Technology Identifies

Internet Domain names
Network blocks and subnets
Specific IP addresses of systems reachable via the Internet
TCP and UDP services running on each system identified
System architecture (for example, Sparc vs. x86)
Access control mechanisms and related access control lists
(ACLs)
Intrusion-detection systems (IDSs)
System enumeration (user and group names, system banners,
routing tables, and SNMP information)
DNS hostnames

Intranet Networking protocols in use (for example, IP, IPX, DecNET,
and so on)

Internal domain names

Network blocks



Specific IP addresses of systems reachable via the intranet
TCP and UDP services running on each system identified
System architecture (for example, SPARC vs. x86)
Access control mechanisms and related ACLs
Intrusion-detection systems
System enumeration (user and group names, system banners,
routing tables, and SNMP information)

Remote access  Analog/digital telephone numbers
Remote system type
Authentication mechanisms
VPNs and related protocols (IPSec and PPTP)

Extranet Domain names
Connection origination and destination
Type of connection

Access control mechanism

Why Is Footprinting Necessary?
Footprinting is necessary for one basic reason: it gives
you a picture of what the hacker sees. And if you know
what the hacker sees, you know what potential security
exposures you have in your environment. And when
you know what exposures you have, you know how to
prevent exploitation.

Hackers are very good at one thing: getting inside
your head, and you don’t even know it. They are
systematic and methodical in gathering all pieces of



information related to the technologies used in your
environment. Without a sound methodology for
performing this type of reconnaissance yourself, you are
likely to miss key pieces of information related to a
specific technology or organization—but trust us, the
hacker won’t.

Be forewarned, however, footprinting is often the
most arduous task i trying to determine the security
posture of an entity; and it tends to be the most boring
for freshly mmnted security professionals eager to cut
therr teeth on some test hacking. However, footprinting
is one of the most important steps, and it must be
performed accurately and in a controlled fashion.

INTERNET FOOTPRINTING
Although many footprinting techniques are similar
across technologies (Internet and intranet), this chapter
focuses on footprinting an organization’s connections to
the Internet. Remote access is covered in detail in
Chapter 7.

Providing a step-by-step guide on footprinting is
difficult because it is an activity that may lead you down



many-tentacled paths. However, this chapter delneates
basic steps that should allow you to conplete a
thorough footprinting analysis. Many of these techniques
can be applied to the other technologies mentioned
earlier.

Step 1: Determine the Scope of Your Activities

The first item of business is to determine the scope of
your footprinting activities. Are you going to footprint
the entire organization, or limit your activities to certain
subsidiaries or locations? What about business partner
connections (extranets), or disaster-recovery sites? Are
there other relationships or considerations? In some
cases, it may be a daunting task to determine all the
entities associated with an organization, let alone
properly secure them all. Unfortunately, hackers have
no sympathy for our struggles. They exploit our
weaknesses n whatever forms they manifest
themselves. You do not want hackers to know more
about your security posture than you do, so figure out
every potential crack in your armor!



Step 2: Get Proper Authorization

One thing hackers can usually disregard that you must
pay particular attention to is what we techies
affectionately refer to as layers 8 and 9 of the seven-
layer OSI Model—Politics and Funding. These layers
often find therr way into our work one way or another,
but when it comes to authorization, they can be
particularly tricky. Do you have authorization to
proceed with your activities? For that matter, what
exactly are your activities? Is the authorization from the
right person(s)? Is it in writing? Are the target IP
addresses the right ones? Ask any penetration tester
about the “‘get-out-of-jail-free card,” and you're sure to
get a smile.

Although the very nature of footprinting is to tread
lightly (if at all) in discovering publicly available target
information, it is always a good idea to inform the
powers that be at your organization before taking on a
footprinting exercise.

Step 3: Publicly Available Information
After all these years on the Web, we still regularly find



ourselves experiencing moments of awed reverence at
the sheer vastness of the Internet—and to think it’s still
quite young! Setting awe aside, here we go...

‘- Publicly Available Information

Popularity: g
Simplicity: 9
Impact:

Risk Rating: 7

The amount of information that is readily available
about you, your organization, its employees, and
anything else you can image is nothing short of amazing,

So what are the needles in the proverbial haystack
that we’re looking for?

* Company web pages
* Related organizations
* Location details



* Employee mformation

* Current events

* Privacy and security polices, and technical
details indicating type of security mechanism in
place

* Archived information

« Search engmes and data relationships

* Other mformation of mterest

Company Web Pages

Perusing the target organization’s web page often gets
you off to a good start. Many times, a website provides
excessive amounts of mformation that can aid attackers.
Believe it or not, we have actually seen organizations list
security configuration details and detailed asset
nventory spreadsheets directly on their Internet web
servers.

In addition, try reviewing the HTML source code for
comments. Many itens not listed for public
consumption are buried n HIML comment tags, such
as <, !, and --. Viewng the source code offline may



be faster than viewing it online, so it is often beneficial to
murror the entire site for offline viewing, provided the
website is in a format that is easily downloadable—that
is, HTIML and not Adobe Flash, usually in a
Shockwave Flash (SWF) format. Having a copy of the
targeted site locally may allow you to search for
comments or other items of interest programmatically,
thus making your footprinting activities more efficient. A
couple of tried and true website mirroring tools are

» Wget (gnu.org/software/wget/wget.html) for
UNIX/Linux
* Teleport Pro (tenmax.com) for Windows

Not all files and directories a website contains are
direct links, indexed by Google, or buried mn HTML
comments. Discovery sometimes requires brute-force
techniques to enumerate “hidden” files and directories
on a website. This can be performed in an automated
fashion using a specialized tool such as OWASP’s
DirBuster
(owasp.org/index.php/CategoryOWASP_DirBuster P;




A total of nine different lists of varying size and
comprehensiveness are included with the tool, but other
lists can also be leveraged for enumeration. Once a list
is chosen and a file extension type is specified,
DirBuster attempts to enumerate hidden files and
directories recursively (Figure 1-1). Once enumeration
is complete, DirBuster provides a reporting feature that
allows you to export any directories and/or files
identified along with the request’s associated response
codes. Please keep in mind that this kind of brute-force
enumeration is extremely noisy and attracts attention.
For this reason, DirBuster also includes a proxy feature
to run the traffic through privoxy (a topic we discussed
earlier in the chapter).



©) OWASP DirBuster 0.12 - Web Application Brute Forcing e roE |
File Options About Help
http/awsa hackingexposed.com:Bf

[ListView]! Tree View

Type Found Respanse Size Include Status
Bir s 200 Scanning

Dir sendet/ 302 437 Waiting

Dir ] 200 s Waiting

{Select and right click for more option

Currenk number of running threads: 7

Change

Tirne To Firish: 04:51:50

1 Pause Stop

Figure 1-1 Files and directories identified using
DirBuster

Be sure to investigate other sites beyond the main
“http//www’> and “https//www’’ sites as well.
Hostnames such as www1, www2, web, webl, test,
testl, etc., are all great places to start in your
footprinting adventure. But there are others, many
others.

Many organizations have sites to handle remote
access to internal resources via a web browser.
Microsoft’s Outlook Web Access is a very common
example. It acts as a proxy to the internal Microsoft



Exchange servers from the Internet. Typical URLs for
this resource are https:/owa.example.com or
httpsv//outlook.example.com. Similarly, organizations
that make use of mainframes, Systeny36s, or AS/400s
may offer remote access via a web browser via services
like WebConnect by OpenConnect
(openconnect.com), which serves up a Java-based
3270 and 5250 emulator and allows for “green screen”
access to mamnframes and midrange systems such as
AS/400s via the client’s browser.

Virtual Private Networks (VPNs) are very common
in most organizations as well, so looking for sites like
http//vpn.example.com, https://vpn.example.com, or
http//www.example.comy/vpn often reveals websites
designed to help end users connect to their companies’
VPNs. Youmay find VPN vendor and version details
as well as detailed instructions on how to download and
configure the VPN client software. These sites may
even include a phone number to call for assistance if the
hacker—er, I mean, employee—has any trouble getting
connected.




Related Organizations

Be on the lookout for references or links to other
organizations that are somehow related to the target
organization. For example, many targets outsource
much of their web development and design. It’s very
common to find comments from an author in a file you
find on the main web page. For exanple, we found the
company and author of a Cascading Style Sheet (CSS)
file just recently, indicating that the target’s web
development was outsourced. In other words, this
partner company is now a potential target for attack
too.

Even if an organization keeps a close eye on what it
posts about itself, its partners are usually not as
security-minded. They often reveal additional details
that, when combined with your other findings, could
result in a more sensitive aggregate than your sites
revealed on their own. Additionally, this partner



information could be used later in a direct or indirect
attack such as a social engineering attack. Taking the
time to check out all the leads often pays nice dividends
in the end.

Location Details

A physical address can prove very useful to a
determmned attacker. It may lead to dumpster-diving,
surveillance, social engineering, and other nontechnical
attacks. Physical addresses can also lead to
unauthorized access to buildings, wired and wireless
networks, computers, mobile devices, and so on. It is
even possible for attackers to attain detailed satellite
imagery of your location from various sources on the
Internet. Our personal favorite is Google Earth, which
can be found at earth. google.com (see Figure 1-2). It
essentially puts the world (or at least most major metro
areas around the world) in your hands and lets you
zoom in on addresses with amazing clarity and detail via
a well-designed client application.
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Figure 1-2 With Google Earth, someone can footprint
your physical presence with remarkable detail and
clarity.

Using Google Maps (maps.google.com), you can
utilize the Street View (see Figure 1-3) feature, which
actually provides a “drive-by” series of images so you
can familiarize yourself with the building, its
surroundings, the streets, and traffic of the area. All this



helpful information to the average Internet user is a
treasure trove of mformation for the bad guys.
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Figure 1-3 With Google Maps, you can see what the
hacker sees.

Interestingly, as the Google street car drives around
the country, it is not only recording visual data for the
Street View feature; it is also tracking any Wi-Fi
networks and their associated MAC addresses that it
encounters along the way. Services for finding location
mformation based on a MAC address are now



available through Google Locations and Skyhook. For
the curious and the eager, a front-end mterface to
Google Locations’ back-end API can be found at
shodanhq.comvresearch/geomac. Simply supply a
wireless router MAC address and the website queries
Google for any geolocation imformation it has on the
wireless device. At BlackHat 2010, Sammy Kamkar’s
“How I Met Your Grrlfriend” presentation
demonstrated how an attacker could leverage
vulnerable home routers, cross-site scripting, location
services, and Google maps to triangulate the location of
an individual. For the purposes of this chapter, the
details of the attack are too lengthy to describe, but his
presentation on the topic can be found on both
youtube.com and vimeo.com

Employee Information

Contact names and e-mail addresses are particularly
useful data. Most organizations use some derivative of
the employee’s name for their username and e-mail
address (for example, John Smith’s username is jsmith,
johnsmith, john.smith, john_smith, or smithy, and his e-



mail address is jsmith@example.com or something
similar). If we know one of these iters, we can
probably figure out the others. Having a username is
very useful later in the methodology when we try to gain
access to systemresources. All of these items can be
useful in social engineering as well (more on social
engineering later).

Attackers can use phone numbers to look up your
physical address via sites like phonenumber.com,
411.com, and yellowpages.com. They may also use
your phone number to help them target their war-dialing
ranges, or to launch social engineering attacks to gain
additional information and/or access.

Other personal details can be readily found on the
Internet using any number of sites like
blackbookonline.nfo/, which links to several resources,
and peoplesearch.com, which can give hackers
personal details ranging from home phone numbers and
addresses to social security numbers, credit histories,
and crimnal records, among other things.

In addition to these personal tidbits gathered,




numerous publicly available websites can be pilfered for
mnformation on your current or past employees to learn
more information about you and your company’s
weaknesses and flaws. The websites you should
frequent in your footprinting searches nclude social and
information networking sites (Facebook.com,
Myspace.com, Reunion.com, Classmates.com,
Twitter.com), professional networking sites
(Linkedin.com, Plaxo.com), career management sites
(Monster.com, Careerbuilder.com, Dice.com), and
family ancestry sites (Ancestry.com). Even online photo
management sites (Flickr.com, Photobucket.com) can
be used against you and your company.

On the paid-for services side, employee directories
can be purchased through business directory services
such as JigSaw.com (Figure 1-4). These sites are
primarily used by sales teams who pay for prospective
client contact information for the purposes of cold-call
introductions. Members can acquire and export a single
contact or an entire corporate directory with the click of
a button. In addition, most business directory sites also
institute a reward system to incentivize their members to




keep contact records current. When a member receives
a new business card froma sales encounter, they are
encouraged to create a new record for the contact if it
does not exist or update an existing contact if the
information has changed. For every record update a
member submits, the member is awarded points that
they can use to acquire new contacts for free. In this
way, the site’s members are motivated to police the
directory service to ensure the records are kept up to
date. Froman attacker’s standpomt, the centralization
and currency of this mformation is very helpful. For a
nominal fee, directory services can be leveraged to
reliably automate the collection process on basic
employee information such as names, titles, e-mail
addresses, phone numbers, and work locations. Such
data can later be operationalized through social

engineering and phishing attacks.



Figure 1-4 Organizational mformation for Foundstone
obtained through JigSaw’s service

Once employees, contractor, and vendor names are
associated with your company, hackers can then turn to
these websites and look up boundless information about
the people and companies they are associated with.
Given enough mformation, they can build a matrix of
data ponts to provide deductive reasoning that can
reveal much of the target’s configuration and
vulnerabilities. In fact, there are so many websites that
spill mformation about your company’s assets and their



relative security that we could spend an entire chapter
on the topic. Suffice it to say, almost anything about
your company can be revealed from the data housed in
those websites. Data-mining tools, such as Maltego, are
available for sifting through the burgeoning number of
information sources and drawing relationship maps
between the data pomts collected. We examine
Maltego in greater detail in “Archived Information,”
later in the chapter.

Another interesting source of mformation lies in the
myriad of employee resumes available online. With the
IT profession being as vast and diverse as it is, finding a
perfect employee-to-position match can be quite
difficult. One of the best ways to reduce the large
number of false positives is to provide very detailed,
often sensitive information in both the job postings and
in the resumes.

Imagmne that an organization is in need of a seasoned
IT security professional to assume very specific roles
and job functions. This security professional needs to be
proficient with this, that, and the other thing, as well as
able to program this and that—you get the idea. The



company must provide those details in order to get
qualified leads (vendors, versions, specific
responsibilities, level of experience required, etc.). If the
organization is posting for a security professional with,
say, five or more years’ experience working with
CheckPoint firewalls and Snort IDS, what kind of
firewall and IDS do you think they use? Maybe they are
advertising for an intrusion-detection expert to develop
and lead therr IR team. What does this say about their
current incident detection and response capabilities?
Could they be in a bit of disarray? Do they even have
one currently? Ifthe posting doesn’t provide the details,
maybe a phone call will. The same is true for an
interesting resume—impersonate a headhunter and start
asking questions. These kinds of details can help an
attacker paint a detailed picture of a target
organization’s security posture—very important when
planning an attack!

If you do a search on Google for something like
“company resurre firewall,” where company is the
name of the target organization, you will most likely find
a number of resumes from current and/or past



employees of the target that include quite detailed
information about technologies they use and initiatives
they are working on. Job sites like monster.com and
careerbuilder.com contain tens of millions of resumes
and job postings. Searching on organization names may
yield amazing technical details. In order to tap into the
vast sea of resumes on these sites, you have to be a
registered organization and pay access fees. However,
an attacker can pretty easily front a fake company and
pay the fee n order to access the millions of resures.

A slightly different, but real threat to an
organization’s security can come from disgruntled
employees, ex-employees, or sites that distribute
sensitive information about an organization’s internal
dealings. If you ask anyone about disgruntled employee
stories, you are likely to hear some pretty amazing tales
of revenge. It’s not uncommon for people to steal, sell,
and give away company secrets; damage equipment;
destroy data; set logic bombs to go off at
predetermmned times; leave back doors for easy access
later; or perform any number of other dubious acts. This
threat is one of the reasons today’s dismissal




procedures often include security guards, HR
personnel, and a personal escort out of the building.

Attackers might use any of this information to assist
them in their quests—extortion s still alive and well. An
attacker might also be nterested n an employee’s home
computer, which probably has some sort of remote
access to the target organization. A keystroke logger on
an employee’s home machine or laptop may very well
give an attacker a free ride to the organization’s inner
sanctum. Why bang one’s head against the firewalls,
IDSs, IPSs, etc., when the attacker can simply
impersonate a trusted user?

Current Events

Current events are often of significant interest to
attackers. Mergers, acquisitions, scandals, layoffs, rapid
hiring, reorganizations, outsourcing, extensive use of
temporary contractors, and other events may provide
clues, opportunities, and situations that didn’t exist
before. For mnstance, one of the first things to happen
after a merger or acquisition is a blending of the
organizations’ networks. Security is often placed on the



back burner in order to expedite the exchange of data.
How many times have you heard, ‘T know it isn’t the
most secure way to do it, but we need to get this done
ASAP. We'll fix it later’? In reality, “later” often never
comes, thus allowing an attacker to explott this frailty in
the name of availability to access a back-end
connection to the primary target.

The human factor comes into play during these
events, too. Morale is often low during times like these,
and when morale is low, people may be more interested
in updating their resumes than watching the security logs
or applying the latest patch. At best, they are somewhat
distracted. There is usually a great deal of confusion and
change during these times, and most people don’t want
to be perceived as uncooperative or as inhibiting
progress. This provides for increased opportunities for
exploitation by a skilled social engmneer.

The reverse of “bad times” opportunities can also be
true. When a company experiences rapid growth,
oftentimes their processes and procedures lag behind.
Who’s making sure there isn’t an unauthorized guest at
the new- hire orientation? Is that another new employee



walking around the office, or is it an unwanted guest?
Who’s that with the laptop in the conference room? Is
that the normal paper-shredder company? Janitor?

If the company is a publicly traded company,
information about current events is widely available on
the Internet. In fact, publicly traded companies are
required to file certam periodic reports to the Securities
and Exchange Commission (SEC) on a regular basis;
these reports provide a wealth of nformation. Two
reports of particular interest are the 10-Q (quarterly)
and the 10-K (annual) reports, and you can search the
EDGAR database sec.gov (see Figure 1-5) to view
them When you find one of these reports, search for
keywords like “merger,” “acquisition,” “‘acquire,” and
“subsequent event.” With a little patience, you can build
a detailed organizational chart of the entire organization
and its subsidiaries.



Figure 1-5 Publicly traded companies must file regular

reports with the SEC. These reports provide interesting
mformation regarding current events and organizational

structure.

Business mformation and stock trading sites, such as
Yahoo! Finance message boards, can provide similar
data. For example, check out the message board for
any company and you will find a wealth of potential dirt



—er, | mean information—that could be used to get
nside the head of the target company. Comparable
sites exist for major markets around the world. An
attacker can use this information to target weak points
in the organization. Most hackers choose the path of
least resistance—and why not?

Privacy or Security Policies and Technical Details
Indicating the Types of Security Mechanismns in
Place

Any piece of mformation that provides insight into the
target organization’s privacy or security policies or
technical details regarding hardware and software used
to protect the organization can be useful to an attacker
for obvious reasons. Opportunities most likely present
themselves when this information is acquired.

Archived Information

Be aware that there are sites on the Internet where you
can retrieve archived copies of information that may no
longer be available from the original source. These
archives could allow an attacker to gain access to



information that has been deliberately removed for
security reasons. Some examples of this are the
WayBack Machine at archive.org (see Figure 1-6) and
the cached results you see under Google’s cached

results (see Figure 1-7).
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Figure 1-6 A search at http//www.archive.org reveals
many years of archived pages from
httpz//www.yahoo.com




Figure 1-7 The very nature of a search engine can
easily allow anyone access to cached content from sites
that it has crawled. Here, we see a cached version of
https//www.yahoo.com from Google’s archive.

Search Engines and Data Relationships

The search engines available today are truly fantastic.
Within seconds, you can find just about anything you
could ever want to know. Many of today’s popular



search engines provide for advanced searching
capabilities that can help you home in on that tidbit of
information that makes the difference. Some of our
favorite search engines are google.com, bing.com,
yahoo.com, and dogpile.com (which sends your search
to multiple search engines such as Google, Yahoo!,
Microsoft Live Search, and Ask.com). Become familiar
with the advanced searching capabilities of these sites.
So much sensitive nformation is available through these
sites that there have even been books written on how to
“hack” with search engines—for example, Google
Hacking for Penetration Testers Vol. 2, by Johnny
Long (Syngress, 2007).

Here is a simple exanple: If you search Google for
allinurl:tsweb/de fault.htm Google reveals Microsoft
Windows servers with Remote Desktop Web
Connection exposed. This could eventually lead to full
graphical console access to the server via the Remote
Desktop Protocol (RDP) using only Internet Explorer
and the ActiveX RDP client that the target Windows
server offers to the attacker when this feature is
enabled. There are literally hundreds of other searches




that reveal everything from exposed web cameras to
remote admin services to passwords to databases.
While Johnny Long’s origmal website’s charter has
changed to that of charity, Johnny has still retained the
Google Hacking Database (GHDB), which can now be
found at hackersforcharity.org/ghdb/. Despite this
hacking database not being updated frequently, it offers
a fantastic basic listing of many of the best Google
search strings that hackers use to dig up mformation on
the Web.

Of course, just having the database of searches isn’t
good enough, right? A few tools have been released
recently that take this concept to the next level: Athena
2.0 by Steve at snakeoillabs (snakeoillabs.com),
SiteDigger 2.0 (foundstone.com), and Wikto 2.0 by
Roelof and the crew (sensepost.comyresearch/wikto).
They search Google’s cache to look for the plethora of
vulnerabilities, errors, configuration issues, proprietary
information, and interesting security nuggets hiding on
websites around the world. SiteDigger (Figure 1-8)
allows you to target specific domains, uses the GHDB
or the streamlined Foundstone list of searches, allows




you to submit new searches to be added to the
database, allows for raw searches, and—best of all—
has an update feature that downloads the latest GHDB
and/or Foundstone searches right mto the tool so you
never miss a beat.
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Figure 1-8 Foundstone’s SiteDigger searches Google’s
cache using the Google Hacking Database (GHDB) to
look for vulnerable systens.

When pillaging a website’s documents for
mformation, peruse not only document content for
potential information leaks, but also analyze the hidden



metadata contained within documents as well. Tools
such as FOCA, available at
informatica64.con/foca.aspx, are designed to identify
and analyze the metadata stored within a file. FOCA
utilizes some of the same search engine hacking
techniques described earlier to identify common
document extensions such as .pdf, .doc(x), .xls(x), and
.ppt(x). After files have been identified, the tool then
allows the user to select which files to download and/or
analyze (see Figure 1-9). Once analyzed, the tool
categorizes the metadata results into summary
information. FOCA groups and stores the results nto
useful categories such as users, folders, printers,
passwords, e-mails, servers, operating systems, and
software versions. At the time of this writing, FOCA
3.0 was offered in both free and pro versions. The free
version includes all the capabilities we just discussed as
well as many of the other capabilities offered in the pro
version. The major exception between the two versions
is the more advanced vulnerability identification features
found in the pro version.




<FOCAFre 30
Twidin &' fkowt (SDewe
: Snmch ongres Estens one
7 Gasge G gk ¥ e [
e x [f e [
i .

Gewensl

Figure 1-9 FOCA leverages search engines to identify
documents with specific extensions and analyzes the
documents’ metadata.

One feature mtegrated into FOCA, and worth
exploring on its own, is the use of the Sentient Hyper-
Optimized Data Access Network (SHODAN).
Described by ZDnet as “the Google for hackers,”
SHODAN (shodanhq.com) is a search engine that is
designed to find Internet- facing systens and devices
using potentially imsecure mechanisis for authentication
and authorization. Searches can range from home
routers to advanced SCADA systems. Attackers can



leverage the power of SHODAN either through its
web-based interface or through an exposed set of APIs
that developers can write against. You must register
with the website to obtain a valid key that provides
access to the API feature. For exanmple (Figure 1-10),
an attacker can run the following query on SHODAN
to identify vulnerable SCADA systens:
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Figure 1-10 SHODAN identifi es vulnerable SCADA
systens.

http://www.shodanhg.com/search?g=simatic+HMI



Usenet discussion forums or newsgroups are a rich
resource of sensitive information, as well. One of the
most common uses of newsgroups among I'T
professionals is to get quick access to help with
problens they can’t easily solve thenselves. Google
provides a nice web interface to Usenet newsgroups,
complete with its now-famous advanced searching
capabilities. For example, a simple search for “pix
firewall config help” yields hundreds of postings from
people requesting help with their Cisco PIX firewall
configurations, as shown in Figure 1-11. Some of these
postings actually include cut-and-pasted copies of their
production configuration, including IP addresses,
ACLs, password hashes, network address translation
(NAT) mappings, and so on. This type of search can be
further refined to home in on postings from e-mail
addresses at specific domains (in other words,
@company.com) or other interesting search strings.
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Figure 1-11 Again, Google’s advanced search options
can help you home in on important information quickly.

Ifthe person in need of help knows to not post
configuration details to a public forum like this, that
person might still fall prey to a social engineering attack.
An attacker could respond with a friendly offer to assist
the weary admin with the issue. If the attacker can
finagle a position of trust, he or she may end up with the



same sensitive information, despite the admin’s the initial
caution.

In an effort to automate some of this process, tools
such as Maltego have been created to data mine and
link relevant pieces of information on a particular
subject. Maltego provides the ability to aggregate and
correlate information and then display those
relationships to the user in an easy-to-understand
graphical representation. The data that can be
uncovered and how each bit of data relates to the next
are extremely useful for footprinting purposes. For
example, Figure 1-12 maps the relationships between
the data ponts that were identified when attempting to
search for the person “Nathan Sportsman”.



Figure 1-12 Maltego displays graphical relationship
mapping for the person “Nathan Sportsman”.

Other Information of Interest

The aforementioned ideas and resources are not meant
to be exhaustive but should serve as a springboard to
launch you down the mformation- gathering path.
Sensitive information could be hiding in any number of
places around the world and may present itself n many



forms. Taking the time to do creative and thorough
searches will most likely prove to be a very beneficial
exercise, both for the attackers and the defenders.

° Public Database Security Countermeasures

Much of the information discussed earlier must be made
publicly available and, therefore, is difficult to remove;
this is especially true for publicly traded companies.
However, it is important to evaluate and classify the
type of information that is publicly dissemmated. The
Site Security Handbook (RFC 2196), found at
fags.org/rfcs/rfc2196.html, is a wonderful resource for
many policy-related issues. Periodically review the
sources mentioned in this section and work to remove
sensitive items wherever you can. The use of aliases that
don’t map back to you or your organization is advisable
as well, especially when using newsgroups, mailing lists,
or other public foruns.

‘- Step 4: WHOIS and DNS Enumeration



Popularity: g
Simplicity: 9
Impact: 3
Risk Rating: 7

While much of the Internet’s appeal stens from its
lack of centralized control, in reality several of its
underlying functions must be centrally managed to
ensure interoperability, prevent IP conflicts, and ensure
universal resolvability across geographical and political
boundaries. All this means someone is managing a vast
amount of mformation. If you understand a little about
how this is actually done, you can effectively tap mto
this wealth of mformation! The Internet has come a long
way since its inception. The particulars of how all this
information is managed, and by whom, is still evolving
as well

So who is managing the Internet today, you ask?
The core functions of the Internet are managed by a
nonprofit organization, the Internet Corporation for



Assigned Names and Numbers (ICANN, icann.org).

ICANN is a technical coordination body for the
Internet. Created in October 1998 by a broad coalition
of'the Internet’s business, technical, academic, and user
communities, [CANN is assuming responsibility for a
set of technical functions previously performed under
U.S. government contract by the Internet Assigned
Numbers Authority (JANA, iana.org) and other groups.
(In practice, IANA still handles much of the Internet’s
day-to-day operations, but these will eventually be
transitioned to ICANN.)

Specifically, ICANN coordmnates the assignment of
the following identifiers that must be globally unique for
the Internet to function:

* Internet domain names
* IP address numbers
* Protocol parameters and port numbers

In addition, ICANN coordinates the stable operation of
the Internet’s root DNS system.



As a nonprofit, private-sector corporation, [CANN
is dedicated to preserving the operational stability of the
Internet; to promoting competition; to achieving broad
representation of global Internet commumities; and to
developing policy through private-sector, bottom-up,
consensus-based means. ICANN welcomes the
participation of any interested Internet user, business, or
organization.

Although ICANN has many parts, three
suborganizations are of particular interest to us at this
point:

* Address Supporting Organization
(ASO),.aso.icann.org

* Generic Names Supporting Organization
(GNSO), gnso.icann.org

* Country Code Domain Name Supporting
Organization (CCNSO), ccnso.icann.org

The ASO reviews and develops recommendations
on IP address policy and advises the ICANN board.
The ASO allocates IP address blocks to various



Regional Internet Registries (RIRs) who manage,
distribute, and register public Internet number resources
within their respective regions. These RIRs then allocate
IPs to organizations, Internet service providers (ISPs),
or, in some cases, National Internet Registries (NIRs)
or Local Internet Registries (LIRs) if particular
governments require it (mostly n communist countries,
dictatorships, etc.):

» APNIC (apnic.net) Asia-Pacific region

 ARIN (arin.net) North and South America,
Sub-Sahara Africa regions

* LACNIC (lacnic.net) Portions of Latin
America and the Caribbean

* RIPE (ripe.net) Europe, parts of Asia, Africa
north of the equator, and the Middle East
regions

* AfriNIC (afrinic.net, currently in observer
status) Eventually both regions of Affica
currently handled by ARIN and RIPE

The GNSO reviews and develops recommendations



on domam-name policy for all generic top-level
domains (gT'LDs) and advises the ICANN board. The
GNSO is not responsible for domain name registration,
but rather is responsible for the generic top-level
domains (for example, .com, .net, .edu, .org, and .info),
which can be found at iana.org/gtld/gtld. htm

The CCNSO reviews and develops
recommendations on domam-name policy for all
country-code top-level domains (ccTLDs) and advises
the ICANN board. Again, ICANN does not handle
domain name registrations. The defnitive list of country-
code top-level domains is found at iana.org/cctld/cctld-
whois.htm.

Here are some other links you may find useful:

* iana.org/assignments/ipv4-address-space
[Pv4 allocation

* iana.org/assignments/ipv6-address-space
IPv6 allocation

* iana.org/ipaddress/ip-addresses.htm IP
address services



* rfc-editor.org/rfc/rfc3330.txt Special-use [P
addresses

* iana.org/assignments/port-numbers
Registered port numbers

* iana.org/assignments/protocol-numbers
Registered protocol numbers

With all of this centralized management in place,
mmning for information should be as simple as querying a
central super-server farm somewhere, right? Not
exactly. Although management is fairly centralized, the
actual data is spread across the globe in numerous
WHOIS servers for technical and political reasons. To
further complicate matters, the WHOIS query syntax,
type of permitted queries, available data, and results
formatting can vary widely from server to server.
Furthermore, many of the registrars are actively
restricting queries to combat spamimers, hackers, and
resource overload,; to top it all off, mformation for .mil
and .gov has been pulled from public view entirely due
to national security concerns.

You may ask, “How do I go about finding the data



I'mafter?” With a few tools, a little know-how, and
some patience, you should be able to mine successfully
for domam- or IP-related registrant details for nearly
any registered entity on the planet!

Domain-Related Searches

It’s important to note that domain-related itens (such as
hackingexposed.com) are registered separately from
IP-related iters (such as IP net-blocks, BGP
autonomous system numbers, etc.). For this reason, we
have two different paths n our methodology for finding
these details. Let’s start with domam-related details,

using keyhole.com as an exanple.
The first order of business is to determine which one

of the many WHOIS servers contains the information
we’re after. The general process flows like this: the
authoritative Registry for a given TLD, “.com’” in this
case, contains information about which Regstrar the
target entity registered its domam with. Then you query
the appropriate Registrar to find the Registrant details
for the particular domain name you’re after. We refer to
these as the “Three Rs” of WHOIS: Regstry, Registrar,



and Regjstrant.

Many places on the Internet offer one-stop shopping
for WHOIS mformation, but it’s important to
understand how to find the nformation yourself for
those times when the auto-magic tools don’t work.
Since the WHOIS information is based on a hierarchy,
the best place to start is the top of the tree—ICANN.
As mentioned, ICANN (IANA) is the authoritative
registry for all of the TLDs and is a great starting point
for all manual WHOIS queries.

NOTE You can perform WHOIS lookups from any
of the command-line WHOIS clients (it
requires outbound TCP/43 access) or via the
ubiquitous web browser. Our experience
shows that the web browser method is usually
more intuitive and is nearly always allowed out
of most security architectures.

If we surfto whois.iana.org, we can search for the
authoritative registry for all of .com This search (Figure
1-13) shows us that the authoritative registry for .comis



Verisign Global Regstry Services at verisign-grs.com. I
we go to that site and click the WHOIS link to the right,
we get the Verisign Whois Search page where we can
search for keyhole.com and find that keyhole.comis
registered through www.markmonitor.com. If we go to
that site and search their “Search Whois” field (Figure
1-14), we can query this registrar’s WHOIS server via
therr web interface to find the registrant details for

keyhole.com—voila!
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Figure 1-13 We start our domain lookup at
whois.iana.org.



& it Hoow -

Figure 1-14 We find the registrant details for
keyhole.com at the appropriate registrar’s site.

This registrant detail provides physical addresses,
phone numbers, names, e-mail addresses, DNS server
names, [Ps, and so on. If you follow this process
carefully, you shouldn’t have too much trouble finding
registrant details for any (public) domain name on the
planet. Remenmber, some domamns like .gov and .mil



may not be accessible to the public via WHOIS.

To be thorough, we could have done the same
searches via the command-line WHOIS client with the
following three commands:

[bash]$ whois com -h whois.iana.org

[bash]$ whois kevhole.com -h wh verisign-grs.com

[bash] 8% whois keyhole.com -h whois.omnis.com

Several websites also attempt to automate this
process with varying degrees of success:

* HYPERLINK “http://www.allwhois.com”
allwhois.com

» www.uwhois.com
* nternic.net/whois.html

Last, but not least, several GUIs are available to
assist you in your searches:

* SuperScan mcafee.com/us/downloads/free-
tools/superscan.aspx

» NetScan Tools Pro netscantools.com




Once you’ve homed in on the correct WHOIS
server for your target, you may be able to perform
other searches if the registrar allows it. You may be
able to find all the domains that a particular DN server
hosts, for instance, or any domain name that contains a
certamn string. These types of searches are rapidly being
disallowed by most WHOIS servers, but it is still worth
a look to see what the registrar permits. It may be just
what you're after.

IP-Related Searches

That pretty well takes care of the domain-related
searches, but what about IP-related registrations? As
explained earlier, [P-related issues are handled by the
various RIRs under ICANN’s ASO. Let’s see how we
go about querying this information.

The WHOIS server at ICANN (IANA) does not
currently act as an authoritative registry for all the RIRs
as it does for the TLDs, but each RIR does know
which IP ranges it manages. This allows us siply to
pick any one of them to start our search. If we pick the
wrong one, it will tell us which one we need to go to.



Let’s say that while perusing your security logs (as
I’'msure you do religiously, right?), you run across an
interesting entry with a source IP 0f61.0.0.2. You start
by entering this IP nto the WHOIS search at arm.net
(Figure 1-15), which tells you that this range of IPs is
actually managed by APNIC. You then go to APNIC’s
site at apnic.net to continue your search (Figure 1-16).
Here, you find out that this IP address is actually
managed by the National Internet Backbone of India.
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Figure 1-15 ARIN tells you which RIR you need to
search.



Figure 1-16 It turns out that the IP address is owned
by India’s National Internet Backbone.

This process can be followed to trace back any IP
address in the world to its owner, or at least to a pomnt
of contact that may be willing to provide the remaining
details. As with anything else, cooperation is almost
completely voluntary and will vary as you deal with
different companies and different governments. Always



keep m mind that there are many ways for a hacker to
masquerade his or her true IP. In today’s cyberworld,
it’s more likely to be an illegitimate IP address than a
real one. So the IP that shows up in your logs may be
what we refer to as a laundered 1P address—almost
untraceable.

We can also find out IP ranges and BGP
autonomous system numbers that an organization owns
by searching the RIR WHOIS servers for the
organization’s literal name. For exanmple, if we search
for “Google” at arin.net, we see the IP ranges that
Google owns under its name as well as its AS number,

AS15169 (Figure 1-17).
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Figure 1-17 Here, we see the IP ranges and BGP AS
number that Google owns under its name.

Table 1-2 shows a variety of available tools for
WHOIS lookups.

Table 1-2 WHOIS Searching Techniques and Data
Sources



Mechanism Resources Platform

Web interface  whois.iana.orgarin.net Any platform with a web client
allwhois.com

whois client whois is supplied with UNIX
most versions of UNTX.

Netscan tools  netscantools.com/ Windows XP/7/Vista,/2003 /2008

nstpromain.html

Jwhois gnu.org/software/jwhois/ UNIX/Linux
jwhais.html

The admmistrative contact is an important piece of
mnformation because it may tell you the name of the
person responsible for the Internet connection or
firewall. Our query also returns voice and fax numbers.
This mformation is an enormous help when you're
performng a dial-in penetration review. Just fire up the
war-dialers in the noted range, and you’re off'to a good
start n identifying potential modem numbers. In
addition, an ntruder often poses as the admmnistrative
contact using social engineering on unsuspecting users in
an organization. For instance, an attacker might send
spoofed e-mail messages posing as the administrative
contact to a gullible user. It is amazing how many users
will change their passwords to whatever you like, as
long as it looks like the request is being sent froma



trusted technical support person.

The record creation and modification dates indicate
how accurate the information is. If the record was
created five years ago but hasn’t been updated since, it
is a good bet that some of the information (for example,
administrative contact) may be out of date.

The last piece of mformation provides us with the
authoritative DNS servers, which are the sources or
records for name lookups for that domain or IP. The
first one listed is the primary DNS server; subsequent
DNS servers will be secondary, tertiary, and so on. We
need this information for our DNS interrogation,
discussed later in this chapter. Additionally, we can try
to use the network range listed as a starting pomt for
our network query of the ARIN database.

° Public Database Security Countermeasures
Much of the information contained in the various
databases discussed thus far is geared for public
disclosure. Admmistrative contacts, registered net
blocks, and authoritative nameserver information is



required when an organization registers a domain on the
Internet. However, security considerations should be
employed to make the job of attackers more difficult.

Many times, an administrative contact leaves an
organization and is still able to change the organization’s
domain mformation. Therefore, first ensure that the
information listed in the database is accurate. Update
the administrative, technical, and billing contact
nformation as often as necessary. You can best manage
this by setting up alerts with your domain name
providers such as Verisign. Consider the phone
numbers and addresses listed. These can be used as a
starting pomnt for a dial-in attack or for social
engineering purposes. Consider using a toll-free number
or a number that is not in your organization’s phone
exchange. In addition, we have seen several
organizations list a fictitious administrative contact,
hoping to trip up a would-be social engineer. If any
employee has e-mail or telephone contact with the
fictitious contact, it may tip off the information security
department that there is a potential problem

The best suggestion is to use anonymity features



offered by your domain name provider. For exanple,
both Network Solutions and Godaddy.com offer
private registration features where you can pay them an
additional $9 or $8.99 per year, plus the cost of the
domain, to get your actual address, phone number, e-
mail, etc., not listed. This is the best way to make sure
your company’s sensitive contact information is not
pilferable on the Internet.

Another hazard with domain registration arises from
how some registrars allow updates. For exanple, the
current Network Solutions implementation allows
automated online changes to domain information.
Network Solutions authenticates the domain registrant’s
identity through the Guardian method, which uses three
different types of authentication methods: the FROM
field in an e-mail, a password, and a Pretty Good
Privacy (PGP) key. The weakest authentication method
is the FROM field via e-mail. The security implications
of this authentication mechanism are prodigious.
Essentially, anyone can simply forge an e-mail address
and change the mformation associated with your
domain, better known as domain hijacking. This is



exactly what happened to AOL on October 16, 1998,
as reported by the Washington Post. Someone
impersonated an AOL official and changed AOL’s
domain information so all traffic was directed to
autonete.net.

AOL recovered quickly from this incident, but it
underscores the fragility of an organization’s presence
on the Internet. It is important to choose the most
secure solution available, such as a password or PGP
authentication, to change domain information.
Moreover, the administrative or technical contact is
required to establish the authentication mechanism via
the Contact Form from Network Solutions.

Step 5: DNS Interrogation

After identifying all the associated domains, you can
begin to query the DN'S. DNS is a distributed database
used to map IP addresses to hostnames, and vice
versa. If DNS is configured insecurely, you might
possibly obtain revealing mformation about the
organization.



‘- Zone Transfers

Popularity: 7
Stmplicity: 7
Impact:

3
Risk Rating: b

One of the most serious misconfigurations a system
administrator can make is allowing untrusted Internet
users to performa DNS zone transfer. Although this
technique has become almost obsolete, we include it
here for three reasons:

1. This vulnerability allows for significant
information gathering on a target.

2. It 1s often the springboard to attacks that would
not be present without it.

3. Believe it or not, you can find many DNS
servers that still allow this feature.



A zone transfer allows a secondary master server
to update its zone database from the primary master.
This provides for redundancy when running DN'S,
should the primary name server become unavailable.
Generally, a DNS zone transfer needs to be performed
only by secondary master DNS servers. Many DNS
servers, however, are misconfigured and provide a
copy of the zone to anyone who asks. This isn’t
necessarily bad if the only information provided is
related to systems that are connected to the Internet
and have valid hostnames, although it makes it that
much easier for attackers to find potential targets. The
real problem occurs when an organization does not use
a public/private DNS mechanism to segregate its
external DNS mformation (which is public) from its
mternal, private DNS information. In this case, internal
hostnames and IP addresses are disclosed to the
attacker. Providing internal IP address mformation to an
untrusted user over the Internet is akin to providing a
complete blueprint, or roadmap, of an organization’s
internal network.

Let’s take a look at several methods we can use to



perform zone transfers and the types of information that
we can glean. Although many different tools are
available to perform zone transfers, we are going to limit
the discussion to several common types.

A simple way to performa zone transfer is to use the
nslookup clent that is usually provided with most
UNIX and Windows implementations. We can use
nslookup ininteractive mode, as follows:

[bash] & nslookup
Default Server: nsl.example.com
Address: 10.10.20.2

> 192.168.1.1

Server: nsl.example.com
Address: 10.10.20.2

Name: gate.example.com

Address: 192.168.1.1

> set type=any

> 1ls -d example.com. >\> /tmp/zone out

We first un ns 1 ookup i interactive mode. Once
started, it tells us the default name server that it is using,
which is normally the organization’s DNS server or a



DNS server provided by an ISP. However, our DN'S
server (10.10.20.2) is not authoritative for our target
domain, so it will not have all the DN records we are
looking for. Therefore, we need to manually tell
nslookup which DNS server to query. In our
example, we want to use the primary DNS server for

example.com (192.168.1.1).

Next we set the record type to any, so we can pull
any DNS records available (nan nslookup) fora
complete list.

Finally, we use the 1 s option to list all the
associated records for the domain. The —d switch is
used to list all records for the domain. We append a
period (. ) to the end to signify the fully qualified domain
name—however, you can leave this off most times. In
addition, we redirect our output to the file
/tmp/zone out so we can manipulate it later.

After completing the zone transfer, we can view the
file to see whether there is any interesting information
that will allow us to target specific systems. Let’s review
simulated output for example.com:



bash]% more zone out

acctls ID IN A 192.168.230.3

ID IN HINFO "Gateway2000" "WinWEGRP3"

ID IN MX 0 exampleadmin-smtp

ID IN RP bsmith.rci bsmith.who

ID IN THT "Locatlion:Telephone Room”
ce ID IN CHAME aesop
au ID IN A 192.168.230.4

ID IN HINFC "Aspect"™ "MS-DOS"

ID IN MX 0 andromeda

ID IN RP jeoy.erebus jcoy.who

ID IN THT "Location: Library"
acctZl ID IN A 192168423055

ID IN HINFO "Gateway2000" "WinWKGRP3"

ID IN MX 0 exampleadmin-smtp

ID IN RP bsmith.rci bsmith.who

ID IN TXT "Location:Accounting”

We won’t go through each record in detail, but we
will point out several important types. We see that for
each entry we have an “A” record that denotes the TP
address of the system name located to the right. In
addition, each host has an HINFO record that identifies
the platform or type of operating system running (see
RFC 952). HINFO records are not needed, but they
provide a wealth of mformation to attackers. Because
we saved the results of the zone transfer to an output



file, we can easily manipulate the results with UNIX
programns such as grep, sed, awk, or perl.

Suppose we are experts in SunOS/Solaris. We
could programmatically find out the IP addresses that
have an HINFO record associated with Sparc, SunOS,
or Solaris:

We have 388 potential records that reference the word
“Solaris.”” Obviously, we have plenty of targets.

[bash]l% grep -i solaris zone out |wc -1
388

Suppose we want to find test systems, which happen
to be a favorite choice for attackers. Why? Simple: they
normally don’t have many security features enabled,
often have easily guessed passwords, and
administrators tend not to notice or care who logs in to
them. They’re a perfect home for any interloper. Thus,
we can search for test systens as follows:

[bash]$ grep -I test /tmp/zone out |we -1
96



So we have approximately 96 entries in the zone file
that contain the word “test.” This should equate to a fair
number of actual test systens. These are just a few
simple examples. Most mtruders slice and dice this data
to zero in on specific system types with known
vulnerabilities.

Keep a few points in mind. First, the aforementioned
method queries only one nameserver at a time. This
means you would have to perform the same tasks for all
nameservers that are authoritative for the target domain.
In addition, we queried only the example.com domain.
If there were subdomains, we would have to perform
the same type of query for each subdomain (for
example, greenhouse.example.com). Finally, you may
receive a message stating that you can’t list the domain
or that the query was refused. This usually indicates that
the server has been configured to disallow zone
transfers from unauthorized users. Therefore, you will
not be able to performa zone transfer from this server.
However, if there are multiple DNS servers, you may
be able to find one that will allow zone transfers.

Now that we have shown you the manual method,



we should mention there are plenty of tools that speed
the process, including ho s t, Sam Spade, axf, and
dig. The host command comes with many flavors of
UNIX. Some simple ways of using host are as
follows:

host -1 example.com
and

host -1 -v -t any example.com

If you need just the IP addresses to feed into a shell
script, you can just cut out the IP addresses from the
host command:

host -1 example.com |cut -f 4 -d”" “7 >\> /tmp/ip out

Not all footprinting functions must be performed
through UNIX commands. A number of Windows
products, such as Sam Spade, provide the same
nformation.

The UNIX di g command is a favorite with DNS
admmistrators and is often used to troubleshoot DNS
architectures. It, too, can perform the various DNS



interrogations mentioned in this section. It has too many
command-line options to list here; the man page
explains its features in detail.

Finally, you can use one of the best tools for
performing zone transfers: dnsrecon
(github.convdarkoperator/dnsrecon) by Carlos Perez
This utility recursively transfers zone information. To run
dnsrecon, you type the following:

bash]$ python dnsrecon.py -x -d int

Unfortunately, the majority of DNS servers you
encounter have DNS configured to not allow zone
transfers from any client source IP address. However,
other techniques are at your disposal for enumerating
DNS entries within a domain. Freely available scripts,
such as dnsenum, dnsmap, dnsrecon, and fierce, not
only test for zone transfers, but also leverage DN'S



reverse lookups, WHOIS, ARIN, and DNS brute-
forcing. For exanple, we can use fierce 2.0
(trac.assembla.conyfierce), rewritten by Joshua “Jabra”
Abraham, to enumerate DN'S entries even though zone
transfer attempts fail



bts ~ § ./fierce -dns internallabdomain.cem
Fierce 2.0-r412 ( http://trac.assembla.com/fierce

Starting Fierce Scan at Sun Dec 25 18:19%9:37 2011
Scanning domain internallabdomain.com at Sun Dec 25 18:1%:37 2011 ...

internallabdomain.com — 10.10.10.5

NWameservers for internallabdomain.com:
nsl.internallabdomain.com 10.10.9.1
ns2. internallabdomain.com 10.10.9.2

ARIN leokup "internallabdomain™:

Zone Transfer:

nsl.internallabdomain.com Failed
ns2.internallabdomain.com Failed
Wildcards:

Prefix Bruteforce:

Found Node! (10.10.10.5 / 0.internallabdomain.com)

based on a search of: 0. internallabdomain.com.

Found Node! (10.10.10.11 / av.internallabdomain.com)
based on a search of: av.internallabdomain.com.

Found Node! (10.10.10.€ / webmail.internallabdomain.com)
based on a search of: autodiscover.internallabdomain.com.
Found Nede! (10.10.10.25 / dev.internallabdomain.com)
based on a search of: dev. internallabdomain.com.

Found Nede! (10.10.10.17 / tx.internallabdemain.com



based on a search of: tx.internallabdomain.com.
Found Nede! (10.10.10.1 / vpn.internallabdomain.com)
based on a search of: vpn.internallabdemain.com.

10.10.10.5 0.internallabdomain.com
10.10.10.11 av.internallabdomain.com
10.10.10.6 webmail.internallabdomain.com
10.10.10.25 dev.internallabdomain.com
10.10.10.17 tx.internallabdomain.com
10.10.10.1 ven.internallabdomain. com

MX records:
10 mxl.internallabdomain.com
20 mx2.internallabdomain.com
Whois Lookups:
NetRange 10.10.10.0 - 10.10.10.255
NetHandle NET-10-10-10-0-1
Hostname Lookups:
Found Nede! (71.42.190.65 / webmail.internallabdomain.com)
kased on a search of: webmail.internallabdomain.com.
Found Node! (50.61.241.43 / HYPERLINK "http://www.internallabdomain.com"
www.internallabdomain.com)
based on a search of: www.internallabdomain.com.

webmail. internallabdomain.com 10.10.10.6
www.internallabdomain.com 10.10.10.5
Nearby IPs:

Found Node! (10.10.10.17 / tx.internallabdomain.com

Found Nede! (10.10.10.18 / txl.internallabdomain.com)

Found Nede! (10.10.10.20 / speedtest.internallabdomain.com)
Found Node! (10.10.10.21 / relativity.internallabdomain.com)
Found Node! (10.10.10.22 / docreview.internallabdomain.com)
Found Nede! (10.10.10.1 / vpn.internallabdomain.com)

Would you like to add domains found using Nearby IPs: [Y|N]
]

10.10.10.17 tx.internallabdomain.com 17.10.10.10.in-addr.arpa

10.10.10.18 txl.internallabdomain.com 18.10.10.10.in-addr.arpa

10.10.10.20 speedtest.internallabdomain.com 20.10.10.10.in=-
addr.arpa

10.10.10.21 relativity.internallabdomain.com 21.10.10.10.in-
addr.arpa

10.10.10.22 docreview,internallabdemain.com 22.10.10,10.in-
addr.arpa

10.10.10.1 vpn.internallabdomain.com 1.10.10.10.in-addr.arpa



Ending domain scan at Sun Dec 25 18:19:37 2011
Ending Fierce Scan at Sun Dec 25 18:21:34 2011

Total Scan Time: 117 seconds

‘- Determine Mail Exchange (MX) Records
Determning where mail is handled is a great starting
place to locate the target organization’s firewall
network. Often in a commercial environment, mail is
handled on the same system as the firewall, or at least
on the same network. Therefore, we can use the host
command to help harvest even more nformation:

[bash]$ host example.com

y mail.example.com

by smtp-forward.example.com

° DNS Security Countermeasures

DNS mformation provides a plethora of data to
attackers, so reducing the amount of information
available on the Internet is important. From a host-
configuration perspective, you should restrict zone
transfers to only authorized servers. For modem



versions of BIND, the allow-transfer directive in the
named.conf file can be used to enforce the restriction.
To restrict zone transfers in Microsoft’s DN'S under
Windows 2008, you can specify specific servers in the
Name Servers tab. For other nameservers, you should
consult the documentation to determmne what steps are
necessary to restrict or disable zone transfers.

On the network side, you could configure a firewall
or packet-filtering router to deny all unauthorized
inbound connections to TCP port 53. Because name
lookup requests are UDP and zone transfer requests
are TCP, this effectively thwarts a zone-transfer
attempt. However, this countermeasure is a violation of
the RFC, which states that DNS queries greater than
512 bytes will be sent via TCP. In most cases, DNS
queries will easily fit within 512 bytes. A better solution
would be to mplement cryptographic transaction
signatures (TSIGs) to allow only trusted hosts to
transfer zone mformation. For a great primer on TSIG
security for DNS, see tools.ietf.org/html/rfc2845.

Restricting zone transfers increases the time
necessary for attackers to probe for IP addresses and



hostnames. However, because name lookups are still
allowed, attackers could manually perform reverse
lookups against all IP addresses for a given net block.
Therefore, you should configure external nameservers
to provide information only about systems directly
connected to the Internet. External nameservers should
never be configured to divulge mternal network
information. This may seem like a trivial point, but we
have seen misconfigured nameservers that allowed us to
pull back more than 16,000 mnternal IP addresses and
associated hostnames. Finally, we discourage the use of
HINFO records. As you will see in later chapters, you
can identify the target system’s operating system with
fine precision. However, HINFO records make it that
much easier to cull potentially vulnerable systens
programmatically.

Step 6: Network Reconnaissance

Now that we have identified potential networks, we can
attempt to determine their network topology as well as
potential access paths into the network.



‘- Tracerouting

Popularity: 8
Simplicity: 9
Impact:

Risk Rating: 6

To accomplish this task, we can use the traceroute
(fip//ip.ee.bl.gov/traceroute. tar.gz) program that
comes with most flavors of UNIX and is provided in
Windows. In Windows, it is spelled tracert due to the
8.3 legacy filename issues.

Traceroute is a diagnostic tool orignally written by
Van Jacobson that lets you view the route that an IP
packet follows from one host to the next. Traceroute
uses the time-to-live (TTL) field in the IP packet to
elicit an ICMP TIME EXCEEDED message from each
router. Each router that handles the packet is required
to decrement the TTL field. Thus, the TTL field
effectively becomes a hop counter. We can use the



functionality of traceroute to determine the exact path
that our packets are taking. As mentioned previously,
traceroute may allow you to discover the network
topology employed by the target network, in addition to
identifying access control devices (such as an
application-based firewall or packet-filtering routers)
that may be filtering our traffic.

Let’s look at an example:

[bash]$ traceroute example.com

te to example.com (1%2.168.1.7), 30 hops max, 38

We can see the path of the packets traveling several
hops to the final destination. The packets go through the
various hops without being blocked. We can assume
this is a live host and that the hop before it (10) is the
border router for the organization. Hop 10 could be a



dedicated application-based firewall, or it could be a
simple packet-filtering device—we are not sure yet.
Generally, once you hit a live system on a network, the
system before it is a device performing routing functions
(for example, a router or a firewall).

This is a very simplistic example. In a complex
environment, there may be multiple routing paths—that
is, routing devices with multiple interfaces (for exanple,
a Cisco 7500 series router) or load balancers.
Moreover, each mterface may have different access
control lists (ACLs) applied. In many cases, some
interfaces pass your traceroute requests, whereas
others deny them because of the ACL applied.
Therefore, it is important to map your entire network
using traceroute. After you traceroute to multiple
systems on the network, you can begmn to create a
network diagram that depicts the architecture of the
Internet gateway and the location of devices that are
providing access control functionality. We refer to this
as an access path diagram.

1t is important to note that most flavors of
traceroute in UNIX default to sending User



Datagram Protocol (UDP) packets, with the option
of using Internet Control Messaging Protocol
(ICMP) packets with the — T switch. In Windows,
however, the default behavior is to use ICMP echo
request packets. Therefore, your mileage may vary
using each tool if the site blocks UDP versus ICMP,
and vice versa. Another interesting item in traceroute is
the —g option, which allows the user to specify loose
source routing. Therefore, if you believe the target
gateway accepts source-routed packets (which is a
cardinal sin), you might try to enable this option with the
appropriate hop pomters (see man trace-route
in UNIX for more information).

Several other switches that we need to discuss may
allow us to bypass access control devices during our
probe. The —p n option in traceroute allows us to
specify a starting UDP port number () that will be
incremented by 1 when the probe is launched.
Therefore, we will not be able to use a fixed port
number without some modification to traceroute.
Luckily, Michael Schiffiman, aka route/daemon9,
created a patch



(packetfactory.openwall.net/projects/firewalk/dist/tracer
that adds the — S switch to stop port incrementation for
traceroute version 1.4a5
(fip.cerias.purdue.edu/pub/tools/unix/netutils/traceroute/:
This allows us to force every packet we send to have a
fixed port number, in the hopes that the access control
device will pass ths traffic. A good starting port number
is UDP port 53 (DNS queries). Because many sites
allow mbound DNS queries, there is a high probability
that the access control device will allow our probes

through.

bash]$ traceroute 10.10.10.2

We can see in this example that our traceroute probes,
which, by default, send out UDP packets, were
blocked by the firewall

Now let’s send a probe with a fixed port of UDP



53, DNS queries:

[bash]$ traceroute -S -p53 10.10.10.2

ceroute to (10.10.10.2), 30 hops max, 40 byte packets

ms 37.872 ms

9 ms 39.516 ms 37.226 ms

.14)47.

1.10.2) 50.449 ms 56.213 ms 65.627 ms

2 ms 47.363 ms 45.914 ms

Because our packets are now acceptable to the
access control devices (hop 4), they are happily
passed. Therefore, we can probe systems behind the
access control device just by sending out probes with a
destmation port of UDP 53. Additionally, if you send a
probe to a system that has UDP port 53 listening, you
will not receive a normal ICMP unreachable message
back. Therefore, you will not see a host displayed when
the packet reaches its ultimate destination.

Most of what we have done up to this point with
traceroute has been command- lne oriented. For the
command-line challenged, you can use McAfee’s
NeoTrace Professional (mcafee.com) or Foundstone’s
Trout (foundstone.com) to perform your tracerouting,
NeoTrace provides a graphical depiction of each



network hop and mtegrates this with WHOIS queries.
Trout’s multithreaded approach makes it one of the
fastest traceroute utilities.

Note that because the TTL value used in
tracerouting is in the IP header, we are not limited to
UDP or ICMP packets. Literally, any IP packet could
be sent. This provides for alternate tracerouting
techniques to get our probes through firewalls that are
blocking UDP and ICMP packets. Two tools that
allow for TCP tracerouting to specific ports are the
aptly named tcptraceroute
(michael.toren.net/code/tcptraceroute) and Cain &
Abel (oxid.it). Additional techniques allow you to
determmne specific ACLs that are in place for a given
access control device. Firewall protocol scanning is one
such technique, as well as using a tool called Firewalk
(packetfactory.openwall.net/projects/firewalk/mdex.htm
written by Michael Schiffiman, the same author of the
patched traceroute just used to stop port
incrementation.



° Thwarting Network Reconnaissance
Countermeasures

In this chapter, we touched on only network
reconnaissance techniques. You’ll see more intrusive
techniques i the followng chapters. However, several
countermeasures can be employed to thwart and
identify the network reconnaissance probes discussed
thus far. Many of the commercial network intrusion
detection systens (NIDS) and mtrusion prevention
systens (IPS) detect this type of network
reconnaissance. In addition, one of the best free NIDS
programs—Snort (snort.org) by Marty Roesch—can
detect this activity. Bro-IDS (bro-ids.org), orignally
developed by Vern Paxson, is another open source and
freely available NIDS platform that has been gaining
market traction in recent years. Finally, depending on
your site’s security paradigm, you may be able to
configure your border routers to limit ICMP and UDP
traffic to specific systens, thus mmimizing your
exposure.



SUMMARY

As you have seen, attackers can perform network
reconnaissance or footprint your network m many
different ways. We have purposely limited our
discussion to common tools and techniques. Bear in
mind, however, that new tools are released weekly, if
not daily, so your fluency on this topic depends largely
on your ability to assimilate the fire hose of hacking
techniques that come out. Moreover, we chose a
simplistic example to 1llustrate the concepts of
footprinting. Often you are faced with a daunting task of
trying to identify and footprint tens or hundreds of
domains. Therefore, we prefer to automate as many
tasks as possible via a combination of UNIX shell and
Python or Perl scripts. In addition, many attackers are
well schooled in performing network reconnaissance
activities without ever being discovered, and they are
suitably equipped. Therefore, it is important to
remember to minimize the amount and types of
information leaked by your Internet presence and to

implement vigilant monitoring,



CHAPTER 2
SCANNING

If footprinting is the equivalent of casing a place for
mnformation, then scanning is equivalent to inspecting the
walls for doors and windows as potential entry pomnts.
During footprinting, we obtained a list of TP network
blocks and IP addresses through a wide variety of
techniques ncluding WHOIS and ARIN queries. These
techniques provide the security admmistrator (and
hacker) with valuable mformation about the target
network, including employee names and phone
numbers, [P address ranges, DNS servers, and mail
servers. In this chapter, we will determine what systems
are listening for mbound network traftic (aka “alive”)
and are reachable using a variety of tools and
techniques. We will also look at how you can bypass
firewalls to scan systens supposedly being blocked by
filtering rules. Finally, we will further demonstrate how
some of these activities can be done conpletely

anonymously through passive scanning,



Before we begn, we should discuss the world of
IPv4 versus IPv6. The world is moving to a much larger
IP addressable space called IPv6, which will open up
the once-limited 4.2B IP address range of IPv4 to an

IP address range of 2128 or something like 340
undecillion addresses—basically almost nfinite. As a
result, once networks completely move over to IPvo
and give up backward compatibility to IPv4 addressing,
there will be almost no way to scan a network of that
size actively and gain any visibility into the running ports
and services like you can today with [Pv4. Until that
day happens, most networks will maintain backward
compatibility with [Pv4, and all the techniques we
discuss should still work. Make no mistake, however,
there will be new hacker ways to enumerate IPv6 down
the road, and we will cover them here.

Now let’s begin the next phase of information
gathering: scanning,

DETERMINING IF THE SYSTEM IS ALIVE

Although we may have a list of ranges and some
suspected servers, we don’t actually know if there is a



host allocated for a specific IP and if that host is actually
powered up and online. We can deduce this by
performng a ping sweep of the addresses and address
ranges we gathered during the footprinting phase.

é Network Ping Sweeps

Popularity: 10
Simplicity: g
Impact: 3
Risk Rating: 7

Network pinging is the act of sending certain types
of traffic to a target and analyzing the results (or lack
thereof). Typically, “pinging” refers to utilizing ICMP,
but the term has evolved to include ARP, ICMP, TCP,
and UDP traffic to identify if a host is online.

ARP Host Discovery
The Address Resolution Protocol (ARP) translates a



system’s hardware (MAC) address to the IP address
that has been assigned to it. For every method of host
discovery described here, the system has to send some
sort of ARP request to start traversing the path to reach
its destination. If an attacker is positioned on the same
local network segment as its target, it makes the most
sense to leverage ARP for host discovery, as it takes
the least amount of time and overhead to execute. An
ARP scan sends an ARP request out for every host on
a subnet, and the host is considered “alive” if an ARP
reply is received. This technique is also powerful
because it identifies hosts that are configured with a
local firewall and are filtering higher layer ICMP, TCP,
etc. ..) traffic.

arp-scan Arp-scan by NTA Monitor (nta-
monitor.com/tools/arp-scan/) is a simple ARP pinging
and fingerprinting utility. Its use is extremely
straightforward; note that you must run arp-scan as the
root user; here we do that via sudo:




In the first two colunmns, you can see all of the live hosts
and their MAC addresses. The third colunm outputs the
organization that was assigned the Organizationally
Unique Identifier (OUI) field of the MAC address, if
available.

Network Mapper (Nmap) Nmap by Fyodor
(nmap.org) is, by far, the de facto tool for anything
related to host and service discovery. Nmap is
supported on Linux, Windows, and Mac. As you’ll
learn throughout the next couple chapters, Nmap’s
feature set is extremely robust, and because of that, it



has becone a staple in every hacker’s toolkit.

Nmap supports ARP scanning via the — PR option;
however, in order to limit Nmap to just performng a
host discovery and not port scanning (discussed later),
you nust also specify the —sn option. You can specify
just a single host, but Nmap makes it easy for us to
scan a complete network. As you can see, Nmap
allows us to enter ranges in Classless Inter-Domain
Routing (CIDR) block notation (see RFC 1519 at
ietforg/rfc/rfc1519.1xt). So if the local segment range
we want to target is 192.168.1.1-192.168.1.254, we
can just define 192.168.1.0/24.



user@hax:~$ sudo nmap -sn -PR 192.168.1.0/24

Starting Nmap 5.51 { http://nmap.org ) at 2011-09-24 11:45 PDT
Nmap scan report for 192.168.1.13

Host is up (0.013s latency).

MAC Address: 00:50:C2:2F:BE:09 (Ieee Registration Authority
Nmap scan report for 192.168.1.11

Host is up (0.0012s latency).

MAC Address: 5F:8D:09:12:3D:20 (Unknown)

Nmap scan report for 192.168.1.15

Host is up (0.0014s latency).

MAC Address: 00:40:8E:00:0B:F4 (Unknown)

Mmap scan report for 192.168.1.18

Host is up (0.00065s latency).

MAC Address: 58:8D:09:59:4C:25 (Unknown)

Nmap scan report for 192.168.1.19

Host is up (0.00073s latency).

MAC Address: 58:8D:09:97:18:C0 (Unknown)

Nmap scan report for 192.168.1.34

Host is up.

Nmap scan report for 192.168.1.26

Host is up (0.00079s latency).

MAC Address: 38:60:77:35:FB:5A (Unknown)
Host is up (0.00064s latency).

MAC Address: 00:15:C5:F7:8B:D7 (Dell)
Nmap scan report for 192.168.1.111

Host is up (0.0012s latency).

MAC Address: 00:00:AA:F3:1D:F6 (Xerox)
Mmap scan report for 192.168.1.112

Host is up (0.00092s latency).

MAC Address: 00:00:AR:BE:8B:E3 (Xerox)
Nmap scan report for 192.168.1.113

Host is up (0.00065s latency).

MAC Address: 00:00:AA:D7:EF:23 (Xerox)
Nmap scan report for 192.168.1.122

Host is up (0.0035s latency) -

MAC Address: 58:8D:09:F4:0C:43 (Unknown)
Nmap done: 256 IP addresses (12 hosts up) scanned in 2.52 seconds



Cain Cain (oxid.1t/cain.html) is another good all-around
tool that we’ll mention a lot throughout this book. It
provides a ton of functionality for the Windows-only
crowd that goes way beyond host and service
discovery. To perform an ARP host discovery scan on
Windows, launch Cam, go to Configure, select your
network mterface, enable the sniffer, and then from the
Sniffer tab, right-click and select Scan MAC
Addresses, as shown in Figure 2-1.
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Figure 2-1 Cain performs an ARP scan to identify live
hosts on a local subnet.

T

NOTE In situations where target systens are on
distant network segments, ARP discovery
becomes a bit impractical and other options
such as ICMP or TCP/UDP discovery must
be used.



ICMP Host Discovery

The creators of the Internet Protocol Suite realized that
there are many scenarios where someone would
legitimately need to identify if a system on a network is
alive and reachable. They created the Internet Control
Message Protocol (ICMP) as a general mechanism to
support this. ICMP provides a variety of message types
to help diagnose the status of a host and its network
path. The following table provides a list of common
ICMP message types; for more information about the
protocol, see RFC 792.

Message Type Description

0 Echo Reply

3 Destination Unreachable
4 Source Quench

5 Redirect

8§ Echo Request

11 Time Exceeded

12 Parameter Problem

13 Timestamp

14 Timestamp Reply

15 Information Request
16 Information Reply

17 Address Mask Request

18 Address Mask Reply



Although the term “ping” can be used in a number of
different contexts, it traditionally refers to the process of
sending ICMP ECHO REQUEST (type 8) packets to
a target system in an attempt to elicit an ICMP
ECHO_REPLY (type 0), which indicates the target
system s alive.

Two other notable ICMP message types are [CMP
TIMESTAMP, which can be used to identify the
system time of the target, and ICMP ADDRESS
MASK, which can be used to identify its local subnet
mask. More mnformation about using these two ICMP
types to gather mformation on a target system is
covered in the next chapter where we discuss
enumeration. In this chapter, we’re only concerned with
using these messages to identify if the target host is alive
by eliciting any response from it.

Using OS Utilities

Most operating systems come with a utility named
“ping” to send ICMP ECHO REQUEST packets to a
single host. Some operating systems offer built-in
utilities that support other message types as well. On



Linux systens, the following command sends two (-c
2) ICMP ECHO REQUEST messages to host
192.168.1.1:

® @ NN

.120/0.149/0.029 ms

OS utilities are useful for troubleshooting basic
connectivity problens on individual hosts; however, in

most scenarios, using tools with more robust
functionality is preferred.

Network Discovery Tools

Network discovery tools give the user greater control
over the methods of identifying live hosts on a network.
They offer a variety of options to perform host
discovery and are flexible enough to scan both
individual hosts and entire ranges of hosts.

Nmap The seemingly obvious option for performng a



basic ICMP ping sweep with Nmap is to use the —sn
option (which means “no port scan”; this option
replaces the older —s P option). However, the —sn
option not only sends an ICMP ECHO REQUEST
packet; when executed as the root user, it also
performs an ARP ping, sends an ICMP TIMESTAMP
message, and performs some TCP pinging (discussed
later on) to TCP ports 80 and 443. When executed as
a non-root uset, it just performs TCP pinging. That’s
why understanding what tools like Nmap do is really
important. Ifthe target network is being monitored by
an Intrusion Detection System (IDS), you may
mnadvertently trigger an alert because of all of the extra
traffic being generated. Here is the purest way to have
Nmap send an ICMP ECHO REQUEST:

user@hax:~5 sudo nmap -sn -PE --send-ip 192.168.1.1

Nmap done: 1 IEF

While running in the context of root (Nmap will



perform a more thorough scan if run as root because it
will have greater control over the system), we tell Nmap
to target a specific host (192.168.1.1), skip port
scanning (- sn), send an ICMP ECHO REQUEST
packet (- PE), and skip any ARP resolution (- -
send-1ip; this is applicable because we’re on the
same network segment as the destmnation host). Had we
run Nmap against a host on a different segment, or on
the Internet, we could safely ignore the --send-ip
option. To performan ICMP ECHO REQUEST ping
sweep on an entire range of hosts, just change the
target:



user@hax:~$ sudo nmap -sn -PE --send-ip 192.168.1.0/24
Starting Nmap 5.51 ( http://mmap.org } at 2011-09-24 10:28 PDT
Nmap scan report for 192.168.1.13

Host is up (0.013s latency).

MAC Address: 00:50:C2:2F:BE:09 (Ieee Registration Authority
Nmap scan report for 192.168.1.11

Host is up (0.0012s latency).

MAC Address: 5F:8D:09:12:3D:20 (Unkncwn)

Nmap scan report for 192.168.1.15

Host is up (0.0014s latency).

MAC Address: (00:40:8E:00:0B:F4 (Unkncwn)

Nmap scan report for 192.168.1.18

Host is up (0.00065s latency).

MAC Address: 58:8D:09:59:4C:25 (Unknown)

Nmap scan report for 192.168.1.19

Host is up (0.00073s latency).

MAC Address: 58:8D:09:97:18:C0 (Unknown}

Nmap scan report for 192.168.1.34

Host is up.

Nmap scan report for 192.168.1.26

Host is up (0.00079s latency).

MAC Address: 38:60:77:35:FB:5A (Unknown)
Host is up (0.00064s5 latency).

MAC Address: 00:15:C5:F7:8B:D7 (Dell)
Nmap scan report for 192.168.1.111

Host is up (0.0012s latency).

MAC Address: 00:00:RAA:F3:1D:F6 (Xerox)
Nmap scan report for 192.168.1.112

Host is up (0.00092s latency).

MAC Address: 00:00:AA:BE:8B:E3 (Xerox)
Nmap scan report for 192.168.1.113

Host is up (0.00065s latency).

MAC Address: 00:00:ARA:D7:EF:25 (Xerox)
Nmap scan report for 192.168.1.122

Host is up (0.0035s latency).

MAC Address: 58:8D:09:F4:0C:43 (Unknown)
Nmap done: 2536 IP addresses (12 hosts up) scanned in 4.25 seconds



Note that this scan took nearly twice as long as the
ARP discovery scan used in the previous section.

Nmap also supports ICMP address mask (- PM)
and TIMESTAMP options (- PP). These additional
message types can be used in the scenario in which a
host is configured to ignore ICMP ECHO messages but
may not ignore other ICMP message types. It all
depends on the target’s ICMP mmplementation and how
it responds to these packet types. How the different
operating systems respond or don’t respond to the
various ICMP types also aids in remote OS detection.

hping3 and nping Hping3 (hping.org) is an extremely
robust packet-crafting tool that allows you to define any

combination of flags on any combination of packet
types. A tool like this has nearly limitless use cases, but
in this section, we focus on using it for host discovery
and port scanning. The bad news is that hping3 hasn’t
been really mamtained or updated since 2005. The
good news is that Luis Martin Garcia and Fyodor
decided to bring its functionality back to life in a tool



shipped with Nmap called nping.

Nping done: 1 IP address pinged in 2.0

Nping must be run as root (thus the sudo). The
above command tells nping to send two (-c  2) ICMP
messages (--1icmp) of type TIMESTAMP (--
icmp-type time)tohost 192.168.1.1. Youcan
see the responses in the output, indicating the host is
responding to TIMESTAMP messages and thus must
be alive.

Nping even supports spoofing the source MAC
addresses, source IPs, and anything else you can think
of' in a packet—a capability that can prove extremely



useful when tryng to mask your identity on a network.

SuperScan For the Windows-inclined who need
another option besides Nmap, we like the tried-and-
true freeware product SuperScan from Foundstone,
shown in Figure 2-2. It is one of the fastest ping sweep
utilities available. SuperScan sends out multiple ICMP
ECHO REQUEST packets (in addition to three other
types of ICMP) i parallel and simply waits and listens
for responses. SuperScan also allows you to resolve
hostnames and view the output in an HTML file.
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Figure 2-2 SuperScan from Foundstone is one of the
fastest and most flexible ping sweep utilities available for
Windows.

TCP/UDP Host Discovery

System admmistrators and network engineers often
debate as to the threat of permitting ICMP on network



devices and systers. Although ICMP can provide
valuable nformation to an attacker, it is also extremely
useful for troubleshooting purposes. The real world is
comprised of a mixture of networks that permit [CMP
on internal and Internet-facing segments, networks that
just permit ICMP mternally, and networks that don’t
permit ICMP at all. For the networks that limit ICMP,
the next approach an attacker can take to identify live
hosts is to use TCP and/or UDP packets.

Servers usually provide some sort of network
functionality; because of that, at least one open port is
always available for clients to connect to. Even
firewalled servers have allowances so they can perform
their function. An attacker can leverage this trait to
identify whether or not the host is alive. For instance, if
a web server is blocking ICMP requests, but must have
TCP port 80 open to accept HT TP traffic, an attacker
can probe port 80, and if a response is provided, the
host is considered alive. The downside to this approach
is that not all servers are web servers with TCP port 80
open. So the attacker has to blindly probe a number of
different ports, taking guesses at what services are



available on the target network. This takes time to do
and can be very noisy, posing more risk to an attacker.

Desktops, on the other hand, often do not accept
inbound connections, and modern desktop operating
systems commonly have local firewalls enabled by
default, making them difficult to target for attack. That
being said, desktop systens are far from impenetrable
and many users enable things like remote desktop and
file sharing, which can be leveraged to aid n discovery.
In corporate environments, it’s commonplace for
desktop administrators to disable the local firewall
completely so they can manage their users’ systens; this
makes life much easier for an attacker because, in these
cases, ICMP is often allowed.

Nmap As mentioned previously, Nmap’s —sn option
enables a hybrid-type of attack where it attempts ARP,
ICMP, and TCP host discovery. If our target host does
not have TCP port 80 open, or Nmap’s packets are
otherwise dropped on the way to the target (e.g., by a
firewall), Nmap considers the host down. At this point,
we can either give up (not an option) or probe further.



We can blindly attempt to query Nmap’s default port
list (which is comprised of 1,000 common ports) by
telling Nmap to ignore its host discovery options and
just do a port scan (described in more detail in the next
section of this chapter).

Although this may seem like a great idea at first, it
doesn’t scale well when scanning a huge range of hosts.
A more eflicient route when dealing with an entire range
of hosts is to pick a popular port and probe directly for
that port. The following command ignores Nmap’s host
discovery options (- Pn) and only outputs the hosts that
have port 22 open(-sS -p 22 --open)onthe
192.168.1.0/24 segment. We’ll go into more detail on
the direct port probing options (-sS -p 22 --



open) in the next section.

userfhax:~% sudo nmap -Pn -85 -p 22 --open 192.168.1.0/24

.0rg ) at 2011-09-24 15:42 PDT

D 015
PORT  STATE SERVICE

22/tcp open ssh

Nmap dene: 256 IP addresses (14 hosts up) scanned in 2.83 seconds

It is worth tryng a few iterations of this type of scan
with common ports such as SMTP (25), POP (110),
AUTH (113), IMAP (143), or other ports that may be
unique to the site. Although this scan still takes more
time than an [CMP scan, it may be significantly shorter
than using all 1,000 of Nmap’s default common ports.

SuperScan SuperScan (see Figure 2-3) has the
capabilities to perform this scan as well. As discussed



earlier, SuperScan perforns both host and service
discovery using ICMP and TCP/UDP, respectively.
Using the TCP/UDP port scan options, you can
determme whether a host is alive or not—without using
ICMP at all. Smply select the checkbox for each
protocol you wish to use and the type of technique you
desire, and you are off to the races.
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Figure 2-3 By using SuperScan from Foundstone, you
can discover hosts hidden behind traditional firewalls.

nping As expected, you can also use nping to perform
TCP/UDP host discovery. Since nping is so versatile,
its output is more verbose by default, which may be
more information than you really need. You can cut



output down with the — g option (not shown here), but
even then, its output is not as simple to comprehend as
Nmap or SuperScan.

Let’s take a look at the third and fifth lines in the
above output. On the third line (which starts with
“SENT”), notice the “S” (which stands for SYN)
between the destination host and port
(192.168.1.23:22)and the time-to-live value
(tt1=64). This character defines the TCP flags (we
told nping to set it usingthe —-flags syn option),
which were set on the packet when we sent it to our
target. On the fifth line (which starts with “RCVD”), the



*“s” has been replaced by “’sA”, which means
SYN/ACK. This line is the response from our target.
The SYN/ACK ndicates that the port is open. All of
these flags are defined n more detail in upcomng
sections.

Q Ping Sweeps Countermeasures

Although ping sweeps may seem like an annoyance, it is
important to detect this activity when it happens.
Depending on your security paradigm, you may also
want to block ping sweeps. We explore both options
next.

Detection As mentioned, network mapping via ping
sweeps is a proven method for performng network
reconnaissance before an actual attack ensues.
Therefore, detecting ping sweep activity is critical to
understanding when an attack may occur and to
identifying the attacker. The primary method for
detecting ping sweep attacks mnvolves using network-
based IDS prograns such as Snort (snort.org).



From a host-based perspective, several UNIX
utilities detect and log such attacks. If you begin to see
a pattern of ICMP ECHO packets froma particular
system or network, it may indicate that someone is
performng network reconnaissance on your site. Pay
close attention to this activity, as a full-scale attack may
be imminent.

Many commercial network and desktop firewall
tools (from Cisco, Check Pomt, Microsoft, McAfee,
Symantec, and IBM/ISS) can detect ICMP, TCP, and
UDP ping sweeps. However, just because the
technologies exist to detect this behavior does not mean
that someone will be watching when it occurs. Over the
years, we have been unable to deny the mescapable
truth about monitoring fnctions: without eyeballs to
watch the screens, understanding of what is being
witnessed, and the wherewithal to react properly and
swiftly, the best firewall tools and network mtrusion
detections tools are conpletely useless.

Table 2-1 lists additional UNIX ping-detection tools
that can enhance your monitoring capabilities.



Table 2-1 UNIX Host-Based Ping-Detection Tools

Program Resource

scanlogd openwall.com/scanlogd

Courtney  packetstormsecurity.org/UNIX/audit/courtney-1.3.tar.Z

ippl pltplp.net/ippl

Protolog packetstormsecurity.org/UNIX/loggers/protolog-1.0.8.tar.gz

Prevention Although detecting ping sweep activity is
critical, a dose of prevention will go even further. We
recommend that you carefully evaluate the type of
ICMP traffic that you allow mto your networks or into
specific systems. There are many different types of
ICMP traffic—ECHO and ECHO_REPLY are only
two such types. Most routers do not require all types of
ICMP traffic to all systems directly connected to the
Internet. Although almost any firewall can filter ICMP
packets, organizational needs may dictate that the
firewall pass some ICMP traffic. Ifa true need exists,
you should carefully consider which types of ICMP
traffic you allow to pass. A mmnimalist approach may be
to allow only ICMP ECHO REPLY,



HOST UNREACHABLE, and TIME EXCEEDED
packets nto the DMZ network and only to specific
hosts. In addition, if ICMP traffic can be limited with
access control lists (ACLs) to your ISP’s specific IP
addresses, you are better off. This allows your ISP to
check for connectivity, while making it more difficult to
perform ICMP sweeps against systems connected
directly to the Internet.

ICMP is a powerful protocol for diagnosing network
problens, but it is also easily abused. Allowing
unrestricted [CMP traffic into your border gateway may
allow attackers to mount a denial of service attack,
bringing down a system or affecting its availability. Even
worse, if attackers actually manage to compromise one
of your systens, they may be able to back-door the
operating system and covertly tunnel data within an
ICMP ECHO packet using a program such as loki2.
For more information on loki2, check out Phrack
Magazine (phrack.org).

Another mteresting concept is pingd, which was
developed by Tom Ptacek and ported to Linux by



Mike Schiffiman. Pingd is a userland daemon that
handles all ICMP ECHO and ICMP ECHO REPLY
traffic at the host level. This feat is accomplished by
removing support of ICMP ECHO processing from the
kernel and implementing a userland daemon with a raw
ICMP socket to handle these packets. Essentially, it
provides an access control mechanism for ping at the
system level. Pingd is available for Linux at
packetstormsecurity.org/UNIX/misc/pingd-0.5.1.tgz

DETERMINING WHICH SERVICES ARE
RUNNING OR LISTENING

Thus far we have identified systens that are alive by
using a variety of different ping sweeps. Now we are
ready to begmn probing each of those systers to identify
which ports and services are available to attack.

‘- Port Scanning



Popularity: 10
Simplicity: 10
Impact: 7
Risk Rating: 9

Port scanning 1s the process of sending packets to
TCP and UDP ports on the target systemto determine
what services are running or are in a LISTENING
state. Identifying listening ports is critical to determmning
the services running and, consequently, the
vulnerabilities present on your remote system
Additionally, you can determine the type and version of
operating system and applications in use. Active
services that are listening are akin to the doors and
windows of your house. They are ways into the
domicile. Depending on the type of path in (a window
or door), an unauthorized user can gain access to
systens that are misconfigured or running a version of
software known to have security vulnerabilities. In this
section, we will focus on several popular port-scanning



tools and techniques that provide you with a wealth of
information and give you a window mto the system’s
vulnerabilities. The port-scanning techniques that follow
differ from those previously mentioned, when we were
trying simply to identify systems that are alive. For the
following steps, we assumme that the systens are alive,
and we are now trying to determine all the listening
ports or potential access points on our target.

We want to acconmplish several objectives when
port-scanning the target system(s). These include but
are not limited to the followng;

* Identifying both the TCP and UDP services
running on the target system

* Identifying the type of operating system of the
target system

» Identifying specific applications or versions of
a particular service

Scan Types
Before we jump mto the requisite port-scanning tools
themselves, we must discuss the various port-scanning



techniques available. One of the pioneers of
implementing various port-scanning techniques is
Fyodor. He has incorporated numerous scanning
techniques into his Nmap tool. Many of the scan types
we discuss are the direct work of Fyodor hinself:

* TCP connect scan This type of scan
connects to the target port and completes a
full three-way handshake (SYN, SYN/ACK,
and ACK), as the TCP RFC (Request for
Comments) states. Because it performs the full
three-way handshake, it takes longer than
some of the other scan types available and is
more likely to be logged on the target system
The full TCP connect scan is available without
any increased privilege levels, so if you're
forced to run a scan as a non-root user, this is
the way to go. Figure 2-4 provides a diagram
of the TCP three-way handshake.



Client

Figure 2-4 (1) Sendinga SYN packet, (2) receiving a
SYN/ACK packet, and (3) sending an ACK packet

* TCP SYN scan This technique is called /alf-
open scanning because a full TCP connection
is not made. Instead, only a SYN packet is
sent to the target port. Ifa SYN/ACK is
received from the target port, we can deduce
that it is n the LISTENING state. If an
RST/ACK is received, it usually indicates that
the port is not listening. This technique has the
advantage of being stealthier than a full TCP
connect, and it may not be logged by the
target system. However, one of the downsides
of this technique is that this form of scanning
can produce a denial of service condition on
the target by opening a large number of hal-



open connections. But unless you are scanning
the same system with a high number of these
connections, this technique is relatively safe.

* TCP FIN scan This technique sends a FIN
packet to the target port. Based on RFC 793
(tetforg/rfc/rfc0793.txt), the target system
should send back an RST for all closed ports.
This technique usually only works on UNIX-
based TCP/IP stacks.

* TCP Xmas Tree scan This technique sends a
FIN, URG, and PUSH packet to the target
port. Based on RFC 793, the target system
should send back an RST for all closed ports.

* TCP Null scan This technique turns off all
flags. Based on RFC 793, the target system
should send back an RST for all closed ports.

* TCP ACK scan This technique is used to
map out firewall rulesets. It can help determine
if the firewall is a simple packet filter allowing
only established connections (connections with
the ACK bit set) or a stateful firewall



performng advance packet filtering.

* TCP Windows scan This technique may
detect open as well as filtered/nonfiltered ports
on some systens (for example, AIX and
FreeBSD) due to an anomaly in the way the
TCP windows size is reported.

TCP RPC scan This technique is specific to
UNIX systens and is used to detect and
identify Remote Procedure Call (RPC) ports
and their associated program and version
number.

 UDP scan This technique sends a UDP
packet to the target port. If the target port
responds with an “ICMP port unreachable”
message, the port is closed. Conversely, if you
don’t receive an “ICMP port unreachable”
message, you can deduce the port is open.
Because UDP is known as a connectionless
protocol, the accuracy of this technique is
highly dependent on many factors related to
the utilization and filtering of the target



network. In addition, UDP scanning is a very
slow process if you are trying to scan a device
that employs heavy packet filtering, If you plan
on doing UDP scans over the Internet, be
prepared for unreliable results.

Certain [P implementations have the unfortunate
distinction of sending back reset (RST) packets for all
ports scanned, regardless of whether or not they are
listening. Therefore, your results may vary when
performng these scans; however, SYN and connect()
scans should work against all hosts.

Identifying TCP and UDP Services Running

Nowadays many tools incorporate both host discovery
and port-scanning functionality. These tools often first
attempt to identify if the host is alive using the host
discovery methods mentioned previously and only
performa port scan if it is alive. Although many port
scanners are available for both the UNIX and Windows
environments, we’ll imit our discussion to some of the
more popular and time-proven port scanners.



Nmap

As always, we start off with Nmap. Fyodor (and
contributors) implemented all of the popular scans listed
in the previous section, plus some other semiobscure
ones such as the SCTP INIT scan and the TCP
Maimon (see Nmap’s man page for more information),
which makes Nmap one of the most feature-rich port-
scanning tools out there. Like most of the other tools in
this section, Nmap does intelligent port scanning by first
performmng host discovery and by then port-scanning
only the hosts that have been identified as being alive.
Let’s explore some of its most useful features, the
simplest of which is the TCP SYN port scan:



user@hax:~$ sudo nmap -s5 192.168.1.231

Starting Nmap 5.51 ( http://nmap.org ) at 2011-09-26 08:20 PDT
Nmap scan report for 192.168.1.231
Host is up (0.00071s latency).

i : 994 d ports
VICE
http
139/tcp open netbios-ssn
445/tcp open microsoft-ds

STATE S

80/tcp open

515/tcp open p

MAC Address: 08:00:

{Fuji-xerox CO.)

Nmap done: 1 IP address (1 host up) scanned in €.77 seccnds

Nmap has some other features we should explore as
well. Notice that in the next example we use the —o
option to save our output to a separate file. Using the —
oN option saves the results in human-readable format:

user@hax:~$ sudo nmap -sF 152.168.1.0/24 -oN outfile

If you want to save your results to a tab-delimited
file so you can programmatically parse the results later,
use the —oG option. (Note that this option is slowly
being phased out in favor of the XML output defined by
—-oX.) Because we have the potential to receive a lot of



mformation from this scan, saving this information to
either format is a good idea. In some cases, you may
want to combine the —oN option and the —oG option
to save the output into both formats. If you wanted to
save all formats, you can define —oA.

Suppose that after footprinting an organization, we
discover that they are using a simple packet-filtering
device as their primary firewall. We could use Nmap’s
— £ option to fragment the packets. Essentially, this
option splits up the TCP headers over several packets,
which may make it harder for access control devices or
intrusion detection systems (IDS) to detect the scan. In
most cases, modern packet-filtering devices and
application-based firewalls will queue all IP fragments
before evaluating them. Older access control devices or
devices that require the highest level of performance
may not defragment the packets before passing them
along,

Depending on the sophistication of the target
network and hosts, the scans performed thus far may
have easily been detected. Nmap does offer additional
decoy capabilities designed to overwhelm a target site



with superfluous mformation through the use of the —D
option. The basic premise behind this option is to launch
decoy scans at the same time that a real scan is
launched. You simply spoofthe source address of
legitimate servers and intermix these bogus scans with
the real port scan. The target system then responds to
the spoofed addresses as well as to your real port scan.
Moreover, the target site has the burden of trying to
track down all the scans to determme which are
legitimate and which are bogus. Remember, the decoy
address should be alive; otherwise, your scans may
SYN-flood the target system and cause a denial of
service condition. The following example uses the —D
option:

user@hax:~% sudo nmap -s5 1%2.168.1.1 -D 10.1.1.1

In the preceding exanmple, Nmap provides the decoy-



scan capabilities, making it more difficult to discern
legitimate port scans from bogus ones.

The final scanning technique discussed is F7P
bounce scanning. The FTP bounce attack was thrust
mnto the spotlight by Hobbit in his posting to Bugtraq in
1995, where he outlines some of the mherent flaws in
the FTP protocol (see RFC 959 at
ietforg/rfc/rfc0959.txt). Although dreadfully old school,
arcane, and virtually unusable on the Internet today, the
FTP bounce attack demonstrates an msidious method
of laundering connections through an FTP server by
abusing the support for “proxy” FTP connections. The
technique, while outdated, is important to understand if
you wish to truly understand the scope a hacker will
take to get to his or her target.

As Hobbit points out in the aforementioned post,
FTP bounce attacks “can be used to post virtually
untraceable mail and news, hammer on servers at
various sites, fill up disks, try to hop firewalls, and
generally be annoying and hard to track down at the
same time.”” Moreover, you can bounce port scans off
the FTP server to hide your identity, or better yet,



bypass access control mechanisms.

Of course, Nmap supports this type of scan with the
—b option; however, a few conditions must be present.
First, the FTP server must have a writable and readable
directory such as /mcoming. Second, the FTP server
nust allow Nmap to feed bogus port information to it
via the PORT command. Although this technique is very
effective in bypassing access control devices as well as
hiding one’s identity, the process can be very slow.
Additionally, many new versions of the FTP server do
not allow this type of nefarious activity to take place.

SuperScan

SuperScan from Foundstone is a great Windows-
based, GUI alternative for Nmap. As you can see in
Figures 2-5 and 2-6, the tool allows for ping scanning,
TCP and UDP port scanning, and includes numerous
techniques for doing themall.
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Figure 2-5 SuperScan has numerous host discovery
techniques that become powerful allies in the digital
battlefield.
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Figure 2-6 The SuperScan tool provides a number of
different assessment tools, many of which are discussed
n other chapters.

SuperScan allows you to choose from four different
ICMP host-discovery techniques, including traditional
ECHO REQUESTS and the less familiar



TIMESTAMP REQUESTS, ADDRESS MASK
REQUESTS, and INFORMATION REQUESTS.
Each of these techniques can deliver various findings
that can add to the definitive live host List. Additionally,
the tool allows you to choose the ports to be scanned,
the techniques for UDP scanning (including Data,
Data+ICMP, and static source port scanning), and the
techniques for TCP scanning (including SYN, Connect,
and static source port scanning).

The UDP Data scanning technique sends a data
packet to the UDP port and, based on the response,
determmes whether the port is open or closed. This
method is not incredibly accurate and requires that the
product recognize a valid nudge string. So if the UDP
port is an esoteric service, you may not be able to
detect its being open. Using the Data+ICMP technique
takes the Data technique to the next level of accuracy,
including a greatly enhanced traditional UDP scanning
technique that sends multiple UDP packets to a
presumed closed port. Then, based on the system’s
ability to respond with ICMP packets, this technique
creates a window in which to scan the target port.



Data+ICMP s incredibly accurate and will find all ports
that are open, but it can take some time to complete.
So be sure to plan for this added scanning time when
selecting this option.

ScanLine

ScanLine is a Windows-based tool from Foundstone
(foundstone.com) that runs solely from the command
line. Like netcat, it is just a single executable, which
makes it easy to load onto a compromised host and
pivot to target internal systens that may be inaccessible
from your mitial attack system. Take a look at this
example:



wn

C:N 281 =t 21,22,23,25 - 53,137,138 1%2.168.0.1
ScanLine (TM) 1.01

dstone, Inc., 2002

Copyright (c} F
http://foundstone.com

Scan of 1 IP started at Fri Nowv 22 23:09:34 2002

192.168.0.1

Besponded in 0 ms.

1 hop away

Responds with ICMP unreachable: No
TCP ports: 21 23

UDP ports:

Scan finished at Fri Wowv 22 23:09:46 2002

1 IP and 7 ports scanned in 0 hours 0 mins 12.07 secs

A conyplete breakdown of ScanLine’s functionality
can be seen in the help file dump:



ScanLine (TM) 1.01
Copyright (c) Foundstone, Inc. 2002
http://foundstone.com

sl [-?bhijnprsTUvz]
[-cdgmg ]
[=flLoQ <file>]
[-tu [, = 1]
IP(,IP-1IP)

-? - Shows this help text

-b - Get port banners

-c - Timeout for TCP and UDP attempts (ms). Default is 4000
-d - Delay between scans (ms). Default is 0

-f - Read IPs from file. Use "stdin" for stdin

-g - Bind to given local port

=h = Hide results for systems with no open ports

=i = For pinging use ICMP Timestamp Requests in additien to Echo Reguests
-j = Don't output "—---- ..." separator between IPs

-1 - Read TCP ports from file

-L - Read UDP ports from file

=m = Bind to given local interface IP

=n = No port scanning = only pinging (unless you use =-p)

-0 - Qutput file (overwrite)

-0 - Cutput file (append})

-p - Do not ping hosts before scanning

-g - Timeout for pings (ms). Default is 2000

-r - Resolve IP addresses to hostnames

-3 - Cutput in comma separated format (csv)

-t - TCP port(s) to scan (a comma separated list of ports/ranges)
=T - Use internal list of TCP ports

-u - UDP port(s}) to scan (a comma separated list of ports/ranges)
-U - Use internal list of UDF ports

-v - Verbose mode

-z - Randomize IP and port scan order

Example: sl -bht 80,100-200,443 10.0.0.1-200
This example would scan TCP ports 80, 100, 101...200 and 443 on all IP

addresses from 10.0.0.1 to 10.0.1.200 inclusive, grabbing banners
from those ports and hiding hosts that had no open ports.



netcat

Despite the “old school” nature of this raw tool, netcat
(or nc) is an excellent utility that deserves an honorable
mention. Written by Hobbit, this Windows/Linux utility
can perform so many tasks that everyone in the industry
calls it the Swiss Army knife of security. Most of its
functionality has been brought up to date n a utility that
is shipped with Nmap called “ncat,” written by Fyodor,
Chris Gibson, Kris Katterjohn, and Mixter; however,
they decided to leave out the port-scanning capabilities
(I guess they figured they already have a port scanner
that does a good job) in their version.

Netcat’s basic TCP and UDP port-scanning
capabilities are useful in some scenarios when you need
to minimize your footprint on a compromised system
You can upload the single file to the system and use that
as a pivoting point to scan other networks you may not
be able to directly access. The —v and —vv options
provide verbose and very verbose output, respectively.
The -z option provides zero mode 1/O and is used for
port scanning, and the —w2 option provides a timeout
value for each connection. By default, netcat uses TCP



ports. Therefore, we must specify the —u option for
UDP scanning, as in the second example shown next:

[root] ne -v -z =-w2 192.168.1.1 1-140

[192.168.1.1] 139 (?) open
[192.168.1.1] 135 (?) open
[192.168.1.1] 110 (peop-3) open
[192.168.1.1] 106 (?) open
[162.168.1.1] 81 (?} open
[192.168.1.1] 80 ({(http) open
[192.168.1.1]1 79 {(finger) open
[162.168.1.1] 53 {(domain) open
[192.168.1.1]1 42 (?) open
[192.168.1.1]1 25 {(smtp) open
[192.168.1.1]1 21 (ftp) open

[root] ne -u -v -z -w2 192.168.1.1 1-140
[192.168.1.1] 135 (ntportmap) open
[192.168.1.1] 123 (ntp) open
[192.168.1.1] 53 (domain) open
[192.168.1.1] 42 (name) open



Q Port Scanning Countermeasures

Port scanning is as fundamental a weapon in the
hacker’s arsenal as momand apple pie. Unfortunately,
preventing port scanning is downright painful. But here
are some techniques you can use.

Detection Port scanning is often used by attackers to
determmne the TCP and UDP ports listening on remote
systers. Detecting port-scanning activity is of
paramount importance if you are mterested in providing
an early warning system of attacks. The primary method
for detecting port scans is to use a network-based IDS
programsuch as Snort.

Snort (snort.org) is a great free IDS, primarily
because signatures are frequently available from public
authors. As you may have guessed by now, this
programis one of our favorites, and it makes for a great
NIDS. (Note that 1.x versions of Snort do not handle
packet fragmentation well.) Here is a sample listing of a
port scan attempt:



Froma UNIX host-based perspective, the scanlogd
utility (openwall.convscanlogd) from Solar Designer is a
TCP port scan detection tool that detects and logs such
attacks. Remember, if you begin to see a pattern of port
scans froma particular system or network, it may
indicate that someone is performng network
reconnaissance on your site. You should pay close
attention to such activity because a full-scale attack may
be imminent. Finally, you should keep in mind that there
are cons to actively retaliating against or blocking port
scan attempts. The primary issue is that an attacker
could spoofan IP address of an mnocent party, so your
system would retaliate against them. A great paper by
Solar Designer can be found at
openwall.convscanlogd/P53-13.gz. It provides
additional tips on designing and attacking port scan
detection systemns.

Most firewalls can and should be configured to




detect port scan attempts. Some do a better job than
others in detecting stealth scans. For example, many
firewalls have specific options to detect SYN scans
while completely ignoring FIN scans. The most difficult
part in detecting port scans is sifting through the
volumes of log files. We also recommend configuring
your alerts to fire in real time via e-mail. Use threshold
logging where possible, so someone doesn’t try to
performa denial of service attack by filling up your e-
mail. Threshold logging groups alerts rather than sends
an alert for each instance of a potential probe.

From the Windows perspective, one utility, called
Attacker by Foundstone (foundstone.com), can be
used to detect simple port scans. This free tool allows
you to listen for particular ports and alerts you when
port scans hit those ports. Although this technique is not
foolproof, it can definitely show the hacker ankle biters
who run full port scans and don’t even try to hide their

attacking signatures.

Prevention Although preventing someone from
launching a port scan probe against your systems is



difficult, you can minimize your exposure by disabling all
unnecessary services. In the UNIX environment, you
can accomplish this by commenting out unnecessary
services in /etc/metd.confand disabling services from
launching in your startup scripts. Again, this is discussed
in more detail in Chapter 5 on UNIX.

For Windows, you should also disable all
unnecessary services. Unfortunately, this is more
difficult because of the way Windows operates, as TCP
ports 139 and 445 provide much of the native
Windows functionality. However, you can disable some
services from within the Control Panel | Services menu.
Detailed Windows risks and countermeasures are
discussed in Chapter 4. For other operating systens or
devices, consult the user’s manual to determine how to
reduce the number of listening ports to only those
required for operation.

DETECTING THE OPERATING SYSTEM

As we have demonstrated thus far, a wealth of tools
and many different types of port-scanning techniques
are available for discovering open ports on a target



system. If'you recall, this was our first objective—port
scanning to identify listening TCP and UDP ports on the
target system. And with this information, we can
determine if the listening port has potential
vulnerabilities, right? Well, not yet. We first need to
discover more information about the target system
Now our objective is to determine the type of operating

system running,

‘- Active Operating System Detection

Popularity: 10
Simplicity: 8
Impact: -+

Risk Rating: 7

Specific operating system information will be useful
during our vulnerability-mapping phase, discussed in
subsequent chapters. Remember, we are trying to be as
accurate as possible n determming the associated



vulnerabilities of our target system(s). We don’t want to
be crying wolf and telling the IT department to fix
something that isn’t actually vulnerable, or worse, not
there. Therefore, we need to identify the target
operating systemto as granular a level as possible.

There are a number of techniques for performing this
work. We can perform simple banner-grabbing
techniques, as discussed in Chapter 3, which grab
mformation from such services as FTP, telnet, SMTP,
HTTP, POP, and others. Banner grabbing is the
simplest way to detect an operating system and the
associated version number of the service running. And
then there is a much more accurate technique: the stack
fingerprinting technique. Today, we have available some
good tools designed to help us with this task. One of
the most accurate tools at our disposal is the
omnipowerful Nmap, which provides stack

fingerprinting capabilities.

Making Guesses from Available Ports

Regardless of the tool used, we are trying to identify
open ports that provide telltale signs of the operating



system. For exanple, when ports 445, 139, and 135
are open, a high probability exists that the target
operating systemis Windows. Pretty much all
Windows-based systens listen on ports 135, 139, and
445. This differs from Windows 95/98, which only
listen on port 139. Some services are operating system
specific. A perfect example of this is TCP port 3389,
which is used for the Remote Desktop Protocol (RDP),
a common attribute of Windows systens. To know for
sure, we have to probe the specific port (covered in the
next chapter), but the majority of systems run essential
services like RDP on their default ports.

For UNIX systems, a good indicator is TCP port 22
(SSH); however, keep n mind that Windows uses SSH
and many network devices also use it for management.
Many older UNIX servers have services such as
portmapper (TCP/111), Berkeley R services
(TCP/512-514), NFS (TCP/2049), and high-number
ports (3277x and above) listening. The existence of
such ports normally indicates that this system is running
UNIX. Moreover, if we had to guess the flavor of
UNIX, we would guess Solaris. We know in advance



that Solaris normally runs its RPC services in the range
of 3277x.

By performing a simple TCP and UDP port scan,
we can make quick assumptions about the exposure of
the systens we are targeting. For example, if port 445
or 139 or 135 is open on a Windows server, it may be
exposed to a great deal of risk due to the numerous
remote vulnerabilities present on the services running on
those ports. Chapter 4 discusses the inherent
vulnerabilities with Windows and how ports 445, 139,
and 135 can be used to compromise the security of
systens that do not take adequate security measures to
protect access to these ports. In our example, the
UNIX system appears to be at risk as well because the
services listening provide a great deal of functionality
and have been known to have many security-related
vulnerabilities. For example, Remote Procedure Call
(RPC) services and the Network File System (NFS)
service are two major ways in which an attacker may
be able to compromise the security of a UNIX server
(see Chapter 5). Conversely, it is virtually impossible to
compromise the security of a remote service if it is not



listening, Remember—the greater the number of
services running, the greater the likelihood of a system
compromise. The more you become familiar with
common port assignments, the better your ability will be
to take the results of a port scan and quickly identify the
low-hanging fruit that compromises a network.

Active Stack Fingerprinting

Before we jump mto using Nmap, it is important to
explain exactly what stack fingerprinting is. Stack
fingerprinting is an extremely powerful technology that
allows you to ascertain quickly each host’s operating
system with a high degree of probability. Essentially,
there are many nuances between one vendor’s IP stack
implementation and another’s. Vendors often mterpret
specific RFC guidance differently when writing their
TCP/IP stack. Therefore, by probing for these
differences, we can begin to make an educated guess as
to the exact operating system in use. For maximum
reliability, stack fingerprinting generally requires at least
one listening port. Nmap makes an educated guess
about the operating system in use if no ports are open.



However, the accuracy of such a guess is fairly low.
The definitive paper on the subject was written by
Fyodor, first published n Phrack Magazine, and can
be found at insecure.org/mmap/nmapfingerprinting-
article.html.

Let’s examine the types of probes that can be sent
that help to distinguish one operating system from
another:

* FIN probe A FIN packet is sent to an open
port. As mentioned previously, RFC 793
states that the correct behavior is not to
respond. However, many stack
implementations (such as Windows
7/200X/Vista) respond with a FIN/ACK.

* Bogus flag probe An undefined TCP flag is
set in the TCP header ofa SYN packet.
Some operating systers, such as Linux,
respond with the flag set in their response
packet.

» Initial Sequence Number (ISN) sampling
The basic premise is to find a pattern in the



mnitial sequence chosen by the TCP
implementation when responding to a
connection request.

“Don’t fragment bit” monitoring Some
operating systens set the “Don’t fragment bit”
to enhance performance. This bit can be
monitored to determme what types of
operating systens exhibit this behavior.

TCP initial window size Initial window size
on returned packets is tracked. For some
stack implementations, this size is unique and
can greatly add to the accuracy of the
fingerprint mechanism

ACK value IP stacks differ in the sequence
value they use for the ACK field, so some
implementations return the sequence number
you sent, and others return a sequence number
+ 1.

ICMP error message quenching Operating
systems may follow RFC 1812
(tetforg/rfc/rfc1812.txt) and limit the rate at



which error messages are sent. By sending
UDP packets to some random high-numbered
port, you can count the number of unreachable
messages received within a given amount of
time. This type of probe is also helpful in
determming if UDP ports are open.

* ICMP message quoting Operating systems
differ in the amount of information that is
quoted when ICMP errors are encountered.
By examming the quoted message, you may
be able to make some assumptions about the
target operating system.

* ICMP error message—echoing integrity
Some stack implementations nay alter the IP
headers when sending back ICMP error
messages. By examining the types of
alterations that are made to the headers, you
may be able to make some assumptions about
the target operating system

* Type of service (TOS) For “ICMP PORT
UNREACHABLE” messages, the TOS is



examined. Most stack implementations use 0,
but this can vary.

* Fragmentation handling As pomted out by
Thomas Ptacek and Tim Newsham i their
landmark paper “Insertion, Evasion, and
Denial of Service: Eluding Network Intrusion
Detection,” different stacks handle overlapping
fragments differently
(cs.unc.edw~fabian/course_papers/PtacekNew
Some stacks overwrite the old data with the
new data, and vice versa, when the fragments
are reassembled. By noting how probe
packets are reassembled, you can make some
assumptions about the target operating system

TCP options TCP options are defined by
RFC 793 and more recently by RFC 1323
(tetforg/rfc/rfc1323.txt). The more advanced
options provided by RFC 1323 tend to be
implemented in the most current stack
implementations. By sending a packet with
nultiple options set—such as no operation,
maximum segnment size, window scale factor,



and timestamps—you can make some
assumptions about the target operating system

Nmap employs the techniques mentioned earlier
(except for the fragmentation handling and ICMP error
message queung) by using the —0 option. Let’s take a
look at our target network:

scanned in 3.64 second

By using Nmap’s stack fingerprint option, we can
easily ascertain the target operating system with



precision. The accuracy of the determmnation is largely
dependent on at least one open port on the target. But
even if no ports are open on the target system, Nmap
can still make an educated guess about its operating
system:

So even with no ports open, Nmap correctly guessed
the target operating system as Linux (lucky guess).

One of the best features of Nmap is that its signature
listing is kept in a file called Nmap-os-fingerprints. Each
time a new version of Nmap is released, this file is
updated with additional signatures. At this writing,
hundreds of signatures are listed.

Although Nmap’s TCP detection seems to be the



most accurate as of this writing, the technology is not
flawless and often provides only broad guesses that, at
times, seem less than helpful.

° Operating System Detection

Countermeasures

Take the following steps to help mitigate your OS
detection risk.

Detection You can use many of the aforementioned
port-scanning detection tools to watch for operating
system detection. Although they don’t specifically
indicate that an Nmap operating system detection scan
is taking place, they can detect a scan with specific
options set, such as the SYN flag.

Prevention We wish there were an easy fix to
operating system detection, but it is not an easy
problemto solve. It is possible to hack up the operating
source code or alter an operating system parameter to
change one of the unique stack fingerprint
characteristics. However, doing this may adversely



affect the functionality of the operating system. For
example, FreeBSD supports the
TCP_DROP_SYNFIN kernel option, which is used to
ignore a SYN-+FIN packet used by Nmap when
performing stack fingerprinting. Enabling this option may
help in thwarting OS detection, but it breaks support for
RFC 1644, “TCP Extensions for Transactions.”

We believe only robust, secure proxies or firewalls
should be subject to Internet scans. As the old adage
says, “security through obscurity” is not your first line of
defense. Even if attackers know the operating system,
they should have a difficult time obtamning access to the
target system

‘- Passive Operating System Identification
Popularity: 5
Simplicity: b
Impact: 4

Risk Rating: 5



We have demonstrated how effective active stack
fingerprinting can be using tools such as Nmap. It is
important to remember that the aforementioned stack-
detection techniques are active by their very nature. We
sent packets to each system to determine specific
idiosyncrasies of the network stack, which allowed us
to guess the operating system in use. Because we had
to send packets to the target system, it was relatively
easy for a network-based IDS system to determine that
an OS identification probe was launched. Therefore,
active stack fingerprinting is not one of the most stealthy
techniques an attacker will employ.

Passive Stack Fingerprinting

Passive stack fingerprinting is similar in concept to
active stack fingerprinting. Instead of sending packets to
the target system, however, an attacker passively
monitors network traffic to determine the operating
system in use. Thus, by monitoring network traffic
between various systens, we can determine the
operating systems on a network. This technique,
however, is exclusively dependent on being in a central



location on the network and on a port that allows
packet capture (for example, on a mirrored port).

Lance Spitzner has performed a great deal of
research in the area of passive stack fingerprinting and
has written a whitepaper that describes his findings at
project. honeynet.org. In addition, Marshall Beddoe
and Chris Abad developed siphon, a passive port-
mapping, OS identification, and network topology tool.
You can download the tool at
packetstormsecurity.org/UNIX/utilities/siphon-
v.666.tar.gz.

With that little background, let’s look at how passive
stack fingerprinting works.

Passive Signatures

Various traffic characteristics can be used to identify an
operating system. We limit our discussion to several
attributes associated with a TCP/IP session:

 TTL What does the operating system set as
the time-to-live on the outbound packet?

* Window size What does the operating system



set as the window size?

* DF Does the operating system set the “Don’t
fragment bit’™?

By passively analyzing each attribute and comparing
the results to a known database of attributes, you can

determme the remote operating system. Although this
method is not guaranteed to produce the correct
answer every time, the attributes can be combined to
generate fairly reliable results. This technique is exactly
what siphon uses.

Let’s look at an example of how this works. If we
telnet from the system shadow (192.168.1.10) to
quake (192.168.1.11), we can passively identify the
operating system using siphon:

[shadow]# telnet 1%2.168.1.11

Using our favorite sniffer, Snort, we can review a
partial packet trace of our telnet connection:



06/04-11:23:48.297976 192.168.1.11:23 -> 192.168.1.10:2295
TCP TTL:255 TOS:0x0 ID:583934 DF

**g**wpx Seq: O0xD3B709A4 Ack: O0xBEO09B2B7 Win: 0x2798

TCP Cptions => NOP NOP TS: 9688775 9682347 NOP WS: O MSS: 1460

Looking at our three TCP/IP attributes, we find the
following:

* TTL =255

* Window size = 0x2798

* Don’t fragment bit (DF) = Yes
Now, let’s review the siphon fingerprint database file
osprints.conf:

[shadow]# grep -i solaris osprints.conf
# Window:TTL:DF:Operating System DF = 1 for ON, 0 for OFF.

2328:255:1:Eelaris 2.6 =:2:7
2238:255:1:S8claris 2.6 - 2.7
2400:255:1:80laris 2.6 - 2.7
2798:255:1:8¢0laris 2.6 - 2.7
FE88:255:1:5¢laris 2.6 — 2.7
87C0:255:1:So0laris 2.6 - 2.7
FAFQ:255:¢ olaris 206 =27
FFFF:255:1:80laris 2.6 - 2.7

We can see the fourth entry has the exact attributes
of our Snort trace: a window size 0f2798, a TTL of



255, and the DF bit set (equal to 1). Therefore, we
should be able to accurately guess the target OS using
siphon:

[crush]4 siphon -wv -i x10 -o fingerprint.out

Running on: 'crush' running FreeBSD 4.0-RELEASE on afn) 1386

o} g Device: x10

192.168.1.11 23 255 ON Solaris 2.6 - 2.7

As you can see, we are able to guess the target OS,
which happens to be Solaris 2.6, with relative ease. It is
important to remember that we are able to make an
educated guess without sending a single packet to
192.168.1.11—all this analysis is done by simply
capturing packets on the network.

Passive fingerprinting can be used by an attacker to
map out a potential victim just by surfing to the victim’s
website and analyzing a network trace or by using a
tool such as siphon. Although this technique is effective,
it does have some limitations. First, applications that
build their own packets (for example, Nmap) do not
use the same signature as the operating system
Therefore, your results may not be accurate. Second,

















































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































