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Quantum cryptography (or quantum key distribution) is a state-of-the-art technique that
exploits the properties of quantum mechanics to guarantee the secure exchange of secret
keys. This self-contained text introduces the principles and techniques of quantum cryptog-
raphy, setting it in the wider context of cryptography and security, with specific focus on
secret-key distillation.

The book starts with an overview chapter, progressing to classical cryptography, infor-
mation theory (classical and quantum), and applications of quantum cryptography. The
discussion moves to secret-key distillation, then privacy amplification and reconciliation
techniques, concluding with the security principles of quantum cryptography. The author
explains the physical implementation and security of these systems, and enables engineers
to gauge the suitability of quantum cryptography for securing transmission in their particular
application.

With its blend of fundamental theory, implementation techniques, and details of recent
protocols, this book will be of interest to graduate students, researchers, and practitioners,
in electrical engineering, physics, and computer science.

GILLES VAN AsscHE received his Ph.D. in Applied Sciences from the Center for Quan-
tum Information and Communication at the University of Brussels in 2005. He currently
works in the Smartcard ICs Division at STMicroelectronics in Belgium. His research inter-
ests include quantum cryptography, classical cryptography, and information theory.

© Cambridge University Press www.cambridge.org



http://www.cambridge.org/0521864852
http://www.cambridge.org
http://www.cambridge.org

Cambridge University Press

978-0-521-86485-5 - Quantum Cryptography and Secret-Key Distillation
Gilles Van Assche

Frontmatter

More information

QUANTUM CRYPTOGRAPHY AND
SECRET-KEY DISTILLATION

GILLES VAN ASSCHE

7% CAMBRIDGE
UNIVERSITY PRESS

© Cambridge University Press www.cambridge.org



http://www.cambridge.org/0521864852
http://www.cambridge.org
http://www.cambridge.org

Cambridge University Press

978-0-521-86485-5 - Quantum Cryptography and Secret-Key Distillation
Gilles Van Assche

Frontmatter

More information

CAMBRIDGE UNIVERSITY PRESS
Cambridge, New York, Melbourne, Madrid, Cape Town, Singapore, Sdo Paulo

Cambridge University Press
The Edinburgh Building, Cambridge CB2 2RU, UK

Published in the United States of America by Cambridge University Press, New York

www.cambridge.org
Information on this title: www.cambridge.org/9780521864855

© Cambridge University Press 2006
This publication is in copyright. Subject to statutory exception
and to the provisions of relevant collective licensing agreements,
no reproduction of any part may take place without
the written permission of Cambridge University Press.
First published 2006
Printed in the United Kingdom at the University Press, Cambridge

A catalog record for this publication is available from the British Library

ISBN-13  978-0-521-86485-5 hardback
ISBN-10 0-521-86485-2 hardback

Cambridge University Press has no responsibility for the persistence or accuracy of URLs for
external or third-party internet websites referred to in this publication, and does not guarantee that
any content on such websites is, or will remain, accurate or appropriate.

© Cambridge University Press www.cambridge.org



http://www.cambridge.org/0521864852
http://www.cambridge.org
http://www.cambridge.org

Cambridge University Press
978-0-521-86485-5 - Quantum Cryptography and Secret-Key Distillation

Gilles Van Assche

Frontmatter
More information
Contents

Foreword page ix
N. J. Cerf and S. W. McLaughlin

Preface xi

Acknowledgments xiii

1 Introduction 1
1.1 A first tour of quantum key distribution 4
1.2 Notation and conventions 12

2 Classical cryptography 15
2.1  Confidentiality and secret-key ciphers 15
2.2 Secret-key authentication 26
2.3 Public-key cryptography 29
2.4 Conclusion 33

3 Information theory 35
3.1  Source coding 35
3.2 Joint and conditional entropies 40
3.3  Channel coding 41
3.4 Rényi entropies 43
3.5  Continuous variables 45
3.6  Perfect secrecy revisited 46
3.7  Conclusion 48

4 Quantum information theory 49
4.1 Fundamental definitions in quantum mechanics 49
4.2  Qubits and qubit pairs 52
4.3  Density matrices and quantum systems 54
4.4  Entropies and coding 55
4.5  Particularity of quantum information 56
4.6 Quantum optics 58

© Cambridge University Press

www.cambridge.org



http://www.cambridge.org/0521864852
http://www.cambridge.org
http://www.cambridge.org

Cambridge University Press

978-0-521-86485-5 - Quantum Cryptography and Secret-Key Distillation
Gilles Van Assche

Frontmatter

More information

vi Contents

4.7  Conclusion

5 Cryptosystems based on quantum key distribution
5.1 A key distribution scheme
5.2 A secret-key encryption scheme
5.3 Combining quantum and classical cryptography
5.4  Implementation of a QKD-based cryptosystem
5.5  Conclusion

6 General results on secret-key distillation
6.1 A two-step approach
6.2 Characteristics of distillation techniques
6.3 Authenticated one-shot secret-key distillation
6.4 Authenticated repetitive secret-key distillation
6.5 Unauthenticated secret-key distillation
6.6 Secret-key distillation with continuous variables
6.7 Conclusion

7 Privacy amplification using hash functions
7.1 Requirements
7.2 Universal families suitable for privacy amplification
7.3 Implementation aspects of hash functions
7.4  Conclusion

8 Reconciliation
8.1 Problem description
8.2 Source coding with side information
8.3 Binary interactive error correction protocols
8.4 Turbo codes
8.5 Low-density parity-check codes
8.6  Conclusion

9 Non-binary reconciliation
9.1 Sliced error correction
9.2 Multistage soft decoding
9.3 Reconciliation of Gaussian key elements
9.4 Conclusion

10 The BB84 protocol
10.1 Description
10.2 Implementation of BB84
10.3 Eavesdropping and secret key rate
10.4 Conclusion

60

63
63
70
73
77
84

85
85
87
88
92
96
98
100

101
101
104
107
112

113
113
116
124
129
137
140

141
141
148
149
158

159
159
160
170
181

© Cambridge University Press

www.cambridge.org



http://www.cambridge.org/0521864852
http://www.cambridge.org
http://www.cambridge.org

Cambridge University Press
978-0-521-86485-5 - Quantum Cryptography and Secret-Key Distillation
Gilles Van Assche

Frontmatter
More information
Contents vii
11 Protocols with continuous variables 183
11.1 From discrete to continuous variables 183
11.2 A protocol with squeezed states 184
11.3 A protocol with coherent states: the GG02 protocol 189
11.4 Implementation of GG02 194
11.5 GGO2 and secret-key distillation 198
11.6 Conclusion 203
12 Security analysis of quantum key distribution 205
12.1 Eavesdropping strategies and secret-key distillation 205
12.2 Distillation derived from entanglement purification 207
12.3 Application to the GGO2 protocol 221
12.4 Conclusion 244
Appendiz: symbols and abbreviations 245
Bibliography 249
Index 259

© Cambridge University Press www.cambridge.org



http://www.cambridge.org/0521864852
http://www.cambridge.org
http://www.cambridge.org

Cambridge University Press

978-0-521-86485-5 - Quantum Cryptography and Secret-Key Distillation
Gilles Van Assche

Frontmatter

More information

Foreword

The distribution of secret keys through quantum means has certainly be-
come the most mature application of quantum information science. Much
has been written on quantum cryptography today, two decades after its in-
ception by Gilles Brassard and Charles Bennett, and even longer after the
pioneering work of Stephen Wiesner on non-counterfeitable quantum money
which is often considered as the key to quantum cryptography. Quantum
key distribution has gone from a bench-top experiment to a practical reality
with products beginning to appear. As such, while there remain scientific
challenges, the shift from basic science to engineering is underway. The
wider interest by both the scientific and engineering community has raised
the need for a fresh new perspective that addresses both.

Gilles Van Assche has taken up the challenge of approaching this exciting
field from a non-traditional perspective, where classical cryptography and
quantum mechanics are very closely intertwined. Most available papers on
quantum cryptography suffer from being focused on one of these aspects
alone, being written either by physicists or computer scientists. In contrast,
probably as a consequence of his twofold background in engineering and
physics, Gilles Van Assche has succeeded in writing a comprehensive mono-
graph on this topic, which follows a very original view. It also reflects the
types of challenge in this field — moving from basic science to engineering.
His emphasis is on the classical procedures of authentication, reconcilia-
tion and privacy amplification as much as on the quantum mechanical basic
concepts. Another noticeable feature of this book is that it provides de-
tailed material on the very recent quantum cryptographic protocols using
continuous variables, to which the author has personally contributed. This
manuscript, which was originally written as a dissertation for the author’s
Ph.D. thesis, is excellent and, hence, was very appropriate to be turned into
the present book.
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X Foreword

After an introduction to the basic notions of classical cryptography, in
particular secret-key ciphers and authentication together with the concept
of information-theoretic security, the tools of quantum information theory
that are needed in the present context are outlined in the first chapters. The
core of the book starts with Chapter 5, which makes a thorough description
of quantum cryptosystems, from the theoretical concepts to the optical im-
plementation. Chapter 6 considers the classical problem of distilling a secret
key from the quantum data, a topic which is rarely treated to this depth
in the current literature. The implementation of privacy amplification and
reconciliation is illustrated more specifically in Chapters 7 and 8, while the
case of continuous-variable reconciliation, which is the central contribution
of Gilles Van Assche’s thesis, is treated in Chapter 9. Then, the last chap-
ters of the book study discrete-variable and continuous-variable quantum
cryptographic protocols and analyze their security.

Gilles Van Assche has produced a remarkably self-contained book, which
is accessible to newcomers to the field with a basic background in physical
and computer sciences, as well as electrical engineering. Being fully up-to-
date, this book will, at the same time, prove very useful to the scientists
already involved in quantum cryptography research. With its science and
engineering perspective, this book will undoubtedly become a reference in

this field.

Nicoras J. CERF STEVEN W. MCLAUGHLIN
Professor Ken Byers Distinguished Professor
Université Libre de Bruxelles Georgia Institute of Technology
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Preface

This book aims at giving an introduction to the principles and techniques
of quantum cryptography, including secret-key distillation, as well as some
more advanced topics. As quantum cryptography is now becoming a practi-
cal reality with products available commercially, it is important to focus not
only on the theory of quantum cryptography but also on practical issues.
For instance, what kind of security does quantum cryptography offer? How
can the raw key produced by quantum cryptography be efficiently processed
to obtain a usable secret key? What can safely be done with this key? Many
challenges remain before these questions can be answered in their full gener-
ality. Yet quantum cryptography is mature enough to make these questions
relevant and worth discussing.

The content of this book is based on my Ph.D. thesis [174], which initially
focused on continuous-variable quantum cryptography protocols. When I
decided to write this book, it was essential to include discrete-variable pro-
tocols so as to make its coverage more balanced. In all cases, the continuous
and discrete-variable protocols share many aspects in common, which makes
it interesting to discuss about them both in the same manuscript.

Quantum cryptography is a multi-disciplinary subject and, in this respect,
it may interest readers with different backgrounds. Cryptography, quantum
physics and information theory are all necessary ingredients to make quan-
tum cryptography work. The introductory material in each of these fields
should make the book self-contained. If necessary, references are given for
further readings.

Structure of this book

The structure of this book is depicted in Fig. 0.1. Chapter 1 offers an
overview of quantum cryptography and secret-key distillation. Chapters 2,

xi
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xii Preface

3 and 4 give some aspects of classical cryptography, classical information
theory and quantum information theory, respectively.
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Fig. 0.1. Dependencies between chapters: a chapter depends on the chapter or
chapters beneath. Block sizes are arbitrary.

Chapters 5-11 follow a top-down approach. First, Chapter 5 discusses
quantum cryptography from an application point of view and macroscop-
ically describes what services it provides and what are its prerequisites.
Confidentiality requires a secret key, and Chapter 6 shows how to obtain
one with secret-key distillation techniques. Secret-key distillation is further
detailed in Chapters 7-9. Chapter 7 explains how to make the key secret
using privacy amplification. This in turn requires the key to be error-free,
and in this respect, the reconciliation techniques are detailed in Chapters 8
and 9. Then, the quantum sources of key elements to distill are described in
Chapter 10 for discrete variables and in Chapter 11 for continuous variables.

Finally, Chapter 12 analyzes the security principles of quantum cryptogra-
phy and revisits secret-key distillation from a quantum-physical perspective.

Error reporting
If you find any error in this book, please do not hesitate to report it.

You can find the contact information and an errata list on the web page:
http://gva.noekeon.org/QCandSKD/.
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